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1

About this instruction manual

1.1

This instruction manual will help you use the Hal E-Bank electronic bank.
It introduces you to the program capabilities one step at a time. Special
warning windows contain information alerting you about possible errors or
irregularities.

*All program functionalities are described in this manual. The
functionalities not enabled by the bank are invisible or inactive (grayed out)
in the program.

The information given in this manual may contain technical or printing
errors. The information in this manual will change from time to time. The
changes will be incorporated into new versions of the manual. Some
functions described in this manual may be different depending on version of
the program you are using.

Terminology

The instruction manual contains activities, programs, tools, and
references, which can help you use the Hal E-Bank solution.

Hal E-Bank contains electronic payment solutions for domestic
payment system, foreign payment system and cross-border payment
system. The system serves three types of customers: individuals
(persons), individual entrepreneurs, legal entities, and non-settlement
banks.

Hal E-Bank/Corporate is a multi-user version of the program for
electronic banking. It is intended for simultaneous use on multiple
computers connected into a local area network.

Hal E-Bank/Personal is a single-user version, intended for use on one
computer.

The name Hal E-Bank will be used in continuation for electronic bank,
for any of the previously stated versions of program.

Personal identification number or PIN is a code for using qualified
digital certificate. It should be entered for every use of qualified digital
certificate (for entering the program, for sending documents to the bank,
for refreshing data and Hal E-Bank program and for changing personal
number). A PIN code can be changed.

User name and password for dial-up access are pieces of data you
need to establish a dial-up connection with bank’s network.

In order to achieve more transparency, text, menu options, commands
and file names are written in different styles. When stating menu
selections, the latter are separated by commas. If for example you find a
sequence File, Exit, it means that in File menu you should select Exit
option. With a sequence of selections you conduct a certain action. When
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selecting the entry that you would like to send, export, import, delete
etc., you can use certain shortcuts on computer’s keyboard. These
shortcuts are stated in the manual between the symbols < and > and are
written in bold letters. For example: <Ctrl>, <Shift>, <Enter>, <F1>,
<Home>. File names are written in regular typewriter font with equal
letter width, for example: directory.txt

Bold letters are used for important parts of the text.



Introduction

2.1

Electronic banking

Under the term electronic bank, we define a way of offering and using
bank services, which you as the bank client can perform from remote
terminal via telecommunication channels, without direct help of the bank
employee, any time of day (24 hours a day, 365 days a year). Other
terms related to this type of banking business are: banking over
distances or tele-banking, banking from home (home banking), corporate
banking. This indicates that there are many types of electronic banking,
and each is tailored to certain segment of bank clients.

By using a computer, you can carry out different types of non-cash
transactions in electronic bank (for example: transfers between accounts,
payment of bills, reviewing and preparing statements for balance and
transactions of your accounts, exchanging messages, files, forms with the
bank). All transactions are sent directly to the bank's server, without any
mediation by bank clerks. The bank clerk is informed only about those
clients’ requests, which can not be processed automatically. Transactions
are processed immediately or as soon as possible. A payment order also
can be rejected during bank’s processing. In this case, a user receives
information about the rejection of the transaction.

The transactions in electronic bank are carried out through public
communication media; therefore, the transactions protection is of
essential importance. We achieved protection integrity within electronic
banking by:

¢ Making the data secret and available only to those whom they
are intended for; the data is encrypted on the sender’s side and
decrypted on the receiver's side;

e Ensuring the authenticity and integrity of data by using client’s
digital signature;

e Certifying the source of data (by certifying, we check if the
sender is who he or she claims to be or someone is trying to
present himself/herself falsely); by ensuring presence we
exclude the possibility of sender denying sending the information
or hiding them. Presence is ensured through qualified digital
certificates of bank clients.

e Proper protection, which makes impossible the intrusion into
bank’s central system.

The integrity of protection is of key importance in electronic
banking, since it has to be trusted by clients (users) and by banks as
well. Modern electronic banks use a protection using advanced
qualified digital certificates.

The protection used by Hal E-Bank is based on supreme user
identification technology and digital signing of transactions based on
public key infrastructure and public keys system (PKI).

13



2.2

2.3
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What is Hal E-Bank?

Hal E-Bank is a modern software product for supporting electronic
banking. It supports operations with multiple banks and multiple
accounts for multiple companies. With Hal E-bank, you can carry out all
non-cash transactions, that you would normally conduct through the
bank counter, from office or from home at any time. Hal E-Bank is not
limited such as bank counters, which are opened only during a specific
period of time.

The Hal E-Bank program is installed on your personal computer. For
entering the program, you will need a connection with the bank server
and a qualified digital certificate, issued by Halcom CA. If your qualified
digital certificate was issued on smart card, you will also need a smart
card reader. The smart card reader should be connected to a personal
computer. To enter Hal E-Bank, you should enter your qualified digital
certificate personal number (PIN code).

Data protection in Hal E-Bank is based on qualified digital certificates,
which currently offer the highest level of protecting electronic business in
commercial world. Qualified digital certificates were developed specifically
for protection of data, encryption and certification. Verifying identity,
data encryption and electronic signing of all payment orders are
conducted on a digital certificate medium (smart card or USB flash drive).

If you loose the qualified digital certificate and if the dishonest finder
tries to use it, it will automatically lock itself after three failed attempts of
entering a personal identification number. User certification, electronic
signature and data integrity of all documents that you send to the bank
via Hal E-Bank, are based on a pair RSA keys (private and public)
principle. Data encryption is conducted on a standardized algorithm DES
principle.

What does Hal E-Bank offer?

Hal E-Bank offers a series of possibilities to decrease costs, improve
productivity and simplify connecting with other programs (e.g. financial).

With E-Bank you can conduct the following activities:
e Transfer funds,
e Review your accounts’ balance,

¢ Send payment orders (also orders with payment due date in
advance),

e Review account transactions for different time periods,
o Exchange electronic messages with the bank,

o When preparing payment orders, you can use address book of
beneficiaries and their accounts,

e Save permanent payment orders as templates for multiple use



(regular or similar monthly payments),

Import already prepared payment orders from files of different
formats (TKDIS, SWIFT, B2B, XML...),

Exchange payment orders and other transactions with other
programs,

Exchange different data, forms etc. with the bank

Print out payment orders, transactions items etc.
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3 Basic requirements

In order to use Hal E-Bank, you must have the following:

personal computer, with operating system Windows
2000/XP/2003! or Vista installed,

Hal E-Bank software,
Qualified digital certificate issued by Halcom CA or your bank,

connection with the bank’s server (e.g. Internet access or dial-
up connection) and

Business agreement on doing business via the Hal E-Bank
solution, which you will make with your bank.

If a qualified digital certificate was issued to you on a smart
card, you will also need a smart card reader (to connect to
your personal computer).

3.1 Personal computer

3.1.1 Hal E-Bank/Personal

We recommend the following computer configuration:

A processor, which corresponds to the operating system you
are using:

- Windows 2000/2003/XP: at least 550 MHz,
recommended 1,6 Ghz 32-bite processor,

-  Windows Vista: at least 800 MHz, recommended 2
GHz 32-bite processor.

Amount of memory (RAM), which corresponds to the operating
system you are using:

- Windows 2000/2003/XP: at least 128 MB of
RAM, recommended 512 MB of RAM,

- Windows Vista: at least 512 MB RAM,
recommended 1 GB of RAM.

Available space on hard disk: at least 200 MB and
recommended 1 GB of free space on hard disk;

CD-ROM or DVD-ROM unit for reading CDs or enabled access
to such unit in the local network.

I Operating system Microsoft Windows 2003 is also supported for work with Hal E-Bank,
though it must be properly configured.
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¢ Communication ports depending on a type of smart card
reader used:

- Reader with a USB interface: you need a free
USB port,

- Reader with a COM interface and its own
power supply: you need a free 9 full COM port,

- Reader with a COM port and a power supply via
PS/2: in addition to the requirements stated in the
previous bullet, the computer must also have a PS/2

plug-in.

- PCMCIA reader: you need an adequate free
PCMCIA port.

You need a smart card reader only if a qualified digital certificate
was issued for you on a smart card.

e You need one of the Windows operating systems,
2000/XP/2003! (with installed TCP/IP protocol) or Windows
Vista.

¢ If you are using a dial-up connection, a “Dial-Up Networking”
support should also be installed and an adequate modem
driver. If you are using the Windows 2000, XP or 2003
operating system, a RAS (Remote Access Service) should also
be installed.

e Modem, mouse and smart card reader should be set to
interrupt request (IRQ).

e Internet connection must be configured properly and must
work flawlessly.

e Screen: resolution of at least 800x600 pixels is required.

e The Internet browser Microsoft Internet Explorer (version 6.0
or higher) should also be installed.

e Acrobate Reader or Adobe Acrobate (version 6.0 or higher)
should also be installed.

3.1.2 Hal E-Bank/Corporate

Multi-user version Hal E-Bank/Corporate is intended for use by
legal entities, performing payment operations on many local area
network computers.

I Operating system Microsoft Windows 2003 is also supported for work with Hal E-Bank,
though it must be properly configured.
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The multi-user Hal E-Bank/Corporate version works in a client/server
mode and therefore requires common database, usually installed on a
more powerful computer operating as a server. A server must have the
IBM DB2 UDB Universal Database Express Edition software installed,
while individual workstations are required to have the IBM DB2 client
application and the Hal E-Bank software. The software and mutual
connections should be adequately configured. The installation should
be performed by a skilled technician.

Work stations have to meet requirements stated in the Hal E-
Bank/Personal chapter. In addition, they also have to be connected to
a local area network by a TCP/IP protocol.

3.1.2.1 Server for IBM DB2 database
We recommend the following configuration of the base server:

e The base server for joint use of database should have an
adequate operating system depending on a version of the IBM
DB2 database:

- IBM DB2 ver. 6.1:
o Windows 2000,
o Windows XP.

IBM DB2 ver. 7.2:

o Windows 2000,
o Windows XP,
0 Windows 2003!.

IBM DB2 ver. 8.2:

o Windows 2000, for Windows Terminal Server
installed SP2 or newer,

o Windows XP,

o Windows 2003,
IBM DB2 ver. 9:

0 Windows 2003,

0 Windows XP,

0 Windows Vista.

In order for Hal E-Bank/Corporate to operate flawlessly, same
version of IBM DB2 database and IBM DB2 client should be used.

Besides the above mentioned, a server should also meet the
following requirements:

e At least one of the computers should have a CD-ROM or DVD-
ROM unit for reading CDs, which will be used for installing a

I Operating system Microsoft Windows 2003 is also supported for work with Hal E-Bank,
though it must be properly configured.
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software.

e It should have a static IP humber within the local network (not
DHCP).

e A computer’'s name can only contain alphanumeric characters
(letters and numbers).

e A required space on disk for installation of IBM DB2 program:

- IBM DB2 ver. 6.1, at least 120 Mb
- IBM DB2 ver. 7.2, at least 200 Mb
- IBM DB2 ver. 8.2, at least 1 Gb
- IBM DB2 ver. 9.0, at least 1 Gb.
Given a possibility of receiving files, it is difficult to estimate a
required space on disk for flawless functioning of a database.

An approximate calculation: 5000 transactions = 20 Mb of
space + files.

In a multi-user version, files are deposited in the common
folder, to which all users of Hal E-Bank/Corporate must have
access. They should have Read and Write authorization. A
common folder is created when installing a multi-user version.

e The size of memory (RAM) depending on operating system:

- Windows 2000/ XP: at least 512 MB, for each
simultaneous user additional 4 MB,

- Windows 2003!: at least 512 MB, for each simultaneous
user additional 4 MB,

- Windows Vista: at least 1GB, for each simultaneous user
additional 4 MB.

Recommended size of memory also depends on other
applications, running on a server. The key prerequisite is that
a server has enough available memory, that it doesn’t use
hard disk as a memory (Swap), which means roughly 256Mb.

e Processor:

- Windows 2000/2003: at least Pentium Il 400 MHz. A
more capable processor is recommended, particularly for
newer operating systems.

-  Windows XP/2003/Vista: at least 1,6 GHz processor.

e At least during the installation procedure, the Slovenian
regional settings should be set as default (»Regional Settings —
Slovenian«; »Set as system default locale«).

e During the installation of a multi-user version at least one
restart of server should be ensured, while during the
installation of IBM DB2 v. 7.2 to Windows XP or Windows
2003, at least two server restarts should be conducted.

I Operating system Microsoft Windows 2003 is also supported for work with Hal E-Bank,
though it must be properly configured.
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Smart card readers

You will need a smart card reader to work with Hal E-Bank if the
qualified digital certificate was issued to you on a smart card.

A smart card reader can be ordered from the smart card suppliers
(including Halcom d.d.), smart card readers are also offered by some
banks. A smart reader that is already installed on your computer can also
be used.

Readers differ among themselves primarily by the interface for
connecting them to the computer. Therefore, before purchase check the
communication port on your computer. For newer desktop computers we
recommend readers with a USB interface, while for laptop computers
readers with a PCMCIA interface are recommended.

Readers’ drivers should be adapted to Windows Vista environment.
Some manufacturers have not yet adapted their drivers to the new
environment, so these readers do not operate in Windows Vista. We
recommend that you check the compatibility of a reader with your
operating system prior to purchase.

Connection with Hal E-Bank server

You can connect to the Hal E-Bank server via the Internet or via a dial-
up line. The type of connection is determined by the bank, which should
provide you with all required information (user name and password for
dial-up connection, numbers for communication ports which should be
open on fire-walls, etc.).

Any type of the Internet access is sufficient (analog or ISDN connection,
LAN, ADSL, cable connection, leased line ...). Internet connection must
operate flawlessly.

Your bank will provide you with the parameters settings. A service
program, ConnectionSettings.exe, can be used for entering the correct
settings chapter 4.4 - Connection settings.

For a direct connection to the bank’s server (via a dial-up line), you
need an adequate modem (analog, ISDN) and drivers, and a properly
configured dial-up connection. The procedure for creating a new dial-up
connection depending on the operating system you are using is described
in chapters 4.5, 4.6 and 4.7

Hal E-Bank software

The bank will provide you with information related to obtaining the
required Hal E-Bank software. You will receive all information necessary
on how to connect to the Hal E-Bank server.

The Hal E-Bank solutions enable you to do business with multiple
banks. If you have the Hal E-Bank program already installed and you use
it, you can add the additional account of another bank to the existing
program installation.



3.5

3.6

If the installation of Hal E-Bank is out of date, you can upgrade the
program (chapter 4.3 - Upgrading older Hal E-Bank version to version
14.0.4.0).

Contract with bank

In the first place, you make a business contract with the bank on
operations via Hal E-Bank solutions. You will obtain all the required
information from the bank, while you can find all current information on
the Hal E-Bank electronic bank on the web site of Halcom d.d.
(http://www.halcom.si/).

Qualified digital certificate

ONE FOR ALL qualified digital certificates ensure a high level of
security and confidentiality of payment transactions. They offer the
highest level of electronic business protection currently available on the
market.

You can use ONE FOR ALL qualified digital certificates for doing
business with all banks using Hal E-Bank solutions. Banks offer Hal E-
Bank solutions under different brand names: Abacom, E-Bank, Hal E-
Bank, HYPOnet, Multi SKB Net, Net.StikPRO, NLB Proklik, PROSLPETPIus
and RB-online. ONE FOR ALL qualified digital certificates are issued by
Halcom’s certificate agency, Halcom CA. More information about the
agency is available on the Halcom CA website (http://www.halcom-
ca.si/index.php?section=3).

You can also order the qualified digital certificate from your bank. If you
receive a qualified digital certificate which is not ONE FOR ALL, it means
that this certificate is valid only for this particular bank and its solutions.

ONE FOR ALL qualified digital certificates make business easier, since
you can use one qualified digital certificate for multiple accounts and
multiple banks. People who have ONE FOR ALL qualified digital
certificates can manage the liquidity of their portfolio at their individual
banks. At the same time, the sum of all accounts together in a selected
currency can be shown, which makes business more transparent.

ONE FOR ALL qualified digital certificates can also be used for other
types of e-business or for other applications requiring a high level of
security and data protection:

e Digital signing of documents, electronic forms, files, etc.

¢ Verifying the sender’s identity

e Secure business with public administration within e-applications
e Applications for secure business between legal entities

You will receive the ONE FOR ALL qualified digital certificate by mail,
while the next day you will receive your personal identification number
(PIN) along with the number for unlocking the security card (PUK). Do
not keep these security codes together with the qualified digital
certificate. We recommend that you save the codes in a safe place. Do
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not give out the qualified digital certificate or security codes to other
persons.

PIN

In line with the public rules by the Halcom CA certificate authority, we
recommend that after the first log-in and later on at least once a month
you change your personal identification number (PIN). You should also
change your PIN if you suspect that an unauthorized person has become
acquainted with it. The personal identification number can be changed by
using the corresponding function of the Hal E—Bank program (chapter
Changing the digital certificate personal identification nhumber (PIN). The
PIN should be no shorter than six and no longer than eight alphanumeric
characters.

PUK

The qualified digital certificate will automatically lock after entering the
wrong personal identification number (PIN) three times in a row. By using
the personal unlocking key (PUK), you can unlock your qualified digital
certificate. Incorrectly entering the PUK code three times in a row will
permanently destroy the smart card.

Unlocking a locked qualified digital certificate

Qualified digital certificate is locked after three consecutive entries of
wrong personal identification number (PIN). The locked qualified digital
certificate can not be used, so it has to be unlocked.

For unlocking ONE FOR ALL digital certificates, issued by Halcom CA,
you will need a program for unlocking the card. It can be found on
Halcom CA CD, which you received together with the qualified digital
certificate. The program can also be found online at web page Halcom
d.d.
(http://www.halcom.si/halcom_exp/UserFiles/File/UnblockPIN.exe).

Users of Nexus Personal are advised to unlock a locked digital
certificate directly from the Nexus Personal, using function Unblock.
Open the program from Start - All programs - Personal 2>
Personal. Enter menu File 2 PIN management. Click Next. Select
the second option Unblock PIN. Enter PUK code in field PUK (PUK
code was delivered together with the digital certificate). Enter a new
PIN code in bottom fields.

Renewal of ONE FOR ALL qualified digital
certificates

ONE FOR ALL qualified digital certificates, whose 3-year validity will
expire soon, can be renewed on the existing media (smart card or USB
flash drive). A simple renewing procedure is available for all ONE FOR
ALL qualified digital certificates. The qualified digital certificates are


http://www.halcom.si/halcom_exp/UserFiles/File/UnblockPIN.exe
http://www.halcom.si/halcom_exp/UserFiles/File/UnblockPIN.exe
http://www.halcom.si/halcom_exp/UserFiles/File/UnblockPIN.exe

renewed for a period of three years.

The renewal procedure is carried out without any additional paper
work and without visiting bank’s branch. Please, make sure that you
conduct the renewal process with a still valid ONE FOR ALL digital
certificate.

The procedure to renew the validity of qualified digital certificate is
the following:

30 days prior to expiration of a qualified digital certificate you will
receive a notification on its validity expiration.

Order the renewal of your qualified digital certificate in three
simple steps at Obnova digitalnega Confirmla
(http://obnova.halcom.si).

You will receive a pro forma invoice for the renewal to the
address stated in this application,.

Upon receiving a payment confirmation, Halcom CA will send you
further instructions for the renewal process.
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Hal E-Bank software installation

Smart card reader installation

You will need a smart card reader to work with Hal E-Bank only if ONE
FOR ALL qualified digital certificate was issued for you on a smart card.

If a card reader is already installed and works properly, it should not be
installed again. When installing Hal E-Bank (chapter 4.2 - Hal E-Bank
software installation) select Custom installation, components
Program Files.

For using or reading a qualified digital certificate, the adequate software
should be installed on a computer. For ONE FOR ALL qualified digital
certificates, you can use the following software:

Program to work with digital certificate Win 2000 | Win XP | win 2003! | Win Vista

SmartTrust Personal yes yes yes X

Nexus Personal yes yes yes yes

4.1.1

Smart card readers with serial port (COM)

In the first place, install the drivers, as described in the following
chapter, then plug-in the reader.

Plug-in the 9-full RS-232 connector to a free serial port
(recommended COM1). If the reader is supplied via PS/2 port, plug-in
a PS/2 connector into PS/2 computer port. If a mouse or keyboard are
connected to that port, plug-in reader connector between the mouse or
keyboard and a computer.

4.1.1.1 Installation of Oberthur OCR 136 (Cardman 1010)

reader

When installing Hal E-Bank, select Installation with support for
Oberthur readers. You should be careful when selecting COM
ports. If you are not sure about the label of the port, to which you
will plug the reader (COM1, COM2, COM3 etc.), check this in the
computer’s motherboard instructions. The installation is different for
different versions of Windows operating system.

. Windows 2000 or XP

When installing Hal E-Bank, select Custom installation and select
the components: Program Files, Nexus Personal and Oberthur. The
hardware installation wizard will start. Accept license agreement,
select the correct COM port and when asked, if you want to restart
your computer select NO option. Plug-in the reader only after a
successful drivers installation. Restart your computer.

I Operating system Microsoft Windows 2003 is also supported for work with Hal E-Bank,
though it must be properly configured.
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4.1.2

4.1.2.1

4.2

If you don’t install the reader during the installation of Hal E-Bank,
you should run setup.exe file from the Hal E-Bank installation CD,
folder X:\Oberthur\CM1010\Win2k_WinXP. Further procedure is the
same as if the reader is installed via the Hal E-Bank installation.

. Windows 2003 or Vista

The driver installation is the same as for Windows XP. If the
operating system warns that »Windows can not check the software
issuer«, select »Install this software anyway« option. The Smart
Card settings should not be changed, as the automatically selected
option locks on its own.

USB smart card readers

A smart card reader is connected to the computer by plugging it
into a computer’'s USB port.

Installation of USB reader Oberthur OCR 150 (Cardman
2020 and 3121)

The installation is different for different versions of Windows
operating system.

. Windows 2000

Plug in a reader to a running computer. The operating system will
recognize new hardware. Select Search for a suitable driver for
my device and Next. Specify location (CD ROM, Floppy, Microsoft
Windows update leave unmarked) and Next. Click Browse and
search for driver location on the installation CD
X:\Oberthur\CM2020 or X:\Omnikey\CM3x2land then OK, Next
and Finish. Restart your computer. When installing Hal E-Bank,
select custom installation and install components Program Files
and Nexus Personal.

D Windows XP, 2003 or Vista

You can plug in the reader into the running computer, and the
previous installation of drivers is not required (drivers for the reader
are already included into the list of operating system’s drivers).
When installing Hal E-Bank select Custom installation and install
components Program Files and Nexus Personal.

Hal E-Bank software installation

Prior to the installation, it is recommended to check the following:

e Make sure that the basic requirements for hardware
configuration are met (chapter 3.1.1 -Hal E-Bank/Personal).
Usually, it is a free space on a hard disk drive that is critical. The
Hal E-Bank program usually requires approximately 200 MB,
which depends on the number of entries you want to keep in the
files.
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e Make sure that the Windows operating system version, you are
using, works flawlessly. Eliminate all potential errors, before
installing the Hal E-Bank software.

Only the Windows operating systems, supported by the
manufacturer, are supported to work with Hal E-Bank.

You received the Hal E-Bank software on the installation CD. Insert the
CD in to the CD drive. A greeting window appears, where you can select
components you would like to install. User manuals are also available.

4.2.1 Hal E-Bank/Personal

The installation of a single-user version of the Hal E-Bank program is a
simple procedure, which does not require substantial computer
knowledge.

In a dialog box, select Installation of a single-user version — Hal E-
Bank/Personal. If a smart card reader is not installed on a computer
yet, you can select Installation with a support for reader for the
Type of installation. If a reader is already installed on a computer or if
you have a reader, not listed on a list, select option Custom installation
and install only Program files component. Should any software for
digital certificate handling not be installed, install Nexus Personal as
well. Smart card reader drivers are offered by their distributors.

THE COMPONENT MS BASE COMPONENTS SHOULD NEVER BE
INSTALLED ON OPERATING SYSTEM NEWER THAN WINDOWS
2000. These components are already included in the newer
operating systems. Reinstallation can permanently damage the
operating system register!

Confirm a selection. Specify the directory, to which you want to install
the software. Restart the computer, if prompted.

4.2.2 Hal E-Bank/Corporate

The network version of Hal E-Bank software contains all the functions
of the non-network Hal E-Bank/Personal version, but it also offers
additional multi-user functionalities. The network version of Hal E-Bank
is based on the common database. Many users with different
authorization levels can be connected to the network version of Hal E-
Bank program within a company at the same time.

The multi-user Hal E-Bank/Corporate version functions on a
client/server basis and therefore needs a common database, usually
installed on a special, better performance computer, which acts as a
server. The database server software IBM DB2 UDB Universal
Database Express Edition must be installed on this computer, while
IBM DB2 client and Hal E-Bank software have to be installed on all
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work stations — clients. All software and connections have to be
adequately configured and this has to be performed by a qualified
person.

4.3 Upgrading older Hal E-Bank version to
version 14.0.4.01

When necessary, the Hal E-Bank software can be upgraded. The data in
the program will be saved. The bank will inform you about the available
upgrades.

4.3.1 Upgrading Hal E-Bank/Personal from Hal E-
Bank installation CD

Run Setup.exe file from the installation CD on a work station with
functioning Hal E-Bank system. For Type of installation, select

Upgrade. Specify a directory, where the older program version is
installed.

4.3.2 Upgrading Hal E-Bank/Corporate from Hal E-
Bank installation CD

The same version of the Hal E-Bank/Corporate program must be
installed on all work stations. During the upgrade, all users of Hal
E-Bank/Corporate should be logged-off the program. The upgrade

should be carried out on each client separately

Run the Setup.exe file from the installation CD, on a work station with
functioning Hal E-Bank/Corporate program.

e At the first work station, where you are upgrading Hal E-
Bank/Corporate, select Upgrade. Install the Program Files and
E-Forms components. Specify a directory, in which the older
version of the program is installed. Start the new version of Hal
E-Bank/Corporate program.

e At other work stations, select Upgrade, but install only Program
Files.

During the upgrade to the version 14.0.4.01, the program will perhaps
warn you that a database should also be upgraded. Database upgrade
should be performed by a qualified person.

4.3.3 Upgrading Hal E-Bank/Personal or Hal E-
Bank/Corporate through bank server*

*Software upgrading through bank server is not supported by all
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banks.

If you haven’t received the installation CD with a new version of the
program, try to update the program with the bank server. Within Hal E-
Bank program, enter into menu Tools, Check for updates. The
procedure for upgrading the Hal E-Bank software via the bank’s server is
described in chapter 19.4 - Upgrading Hal E-Bank.

Connection settings

In order to set parameters of connection with the bank’s server, use
service program ConnectionSettings.exe. The program is located in
installation folder of Hal E-Bank program. You can access the program
also from Hal E-Bank. Enter the menu Communication, Connection
settings.

With ConnectionSettings.exe program (Picture 1), you can specify
for each bank separately a type of connection, an IP address, a name of
dial-up connection (if you are using one). In case of HTTPS connection,
you can specify also an HTTPS IP address.

x
Select the bank, far
which you want to ISLDVENIA j
change connection
settings: I BAMKA j
Connection type and p
IP address
' Lan
" Dialup connection
JHALCOM =l
HTTPS IP address
[~ HTTPS connection Iabacom.abanka.si

Picture 1: Connection settings

From a drop-down menu, select your bank. When necessary, change
the settings and confirm the entry by clicking OK. If you accessed the
program ConnectionSettings.exe directly from Hal E-Bank, close the
Hal E-Bank program after changing settings parameters and restart it.

The connection with the bank’s server will be successful only if
connection parameters are correctly defined. Correct settings
should be entered even before the first start of a client. Your bank
will provide you with detailed information on settings.

Creating a new dial-up connection -
Windows 2000

Prior to creating a new dial-up connection make sure dial-up
networking and modem are installed correctly.

Enter Start 2 Settings 2 Control Panel 2 Network and dial-up



connections (Picture 2). Double click Make New Connection.

[ Network and Dial-up Connections H=] 3

J File Edit ‘Wiew Favorites Tools  Advanced  Help |

J ABack » = - | &hsearch (4 Folders  CHHistary |[E IR ) | Ed-

J Address I Mebwark and Dial-up Connections j f‘d‘}GD
- [ | i
i —1 = cE 1
= L = L
ke Make Mew Local Area
Network and Dial- Connection  Connection

up Connections

This Folder contains nekwork,
connections Faor this computer, and
awizard ko help vou create a new
connection,

To create a new connection, click  —
Make New Connection.

To open a connection, click its icon.
To access sektings and components
of a connection, right-click its icon

and then click Properties. LI

|3 objeck(s) | | S

Picture 2: Creating a new connection

Network connection wizard starts (Picture 3). Click Next>.

Network Connection Wizard

Welcome to the Network

@ Connection Wizard
|dzing thiz wizard pou can create a connection bo other

computers and networks, enabling applications such az
e-mail, 'Web browsing, file sharing, and printing.

To continue, click Mext.

Cancel |

Picture 3: The Network Connection Wizard

< Baclt

Select 1 want to set up my Internet connection manually.. in

the Internet Connection Wizard (Picture 4) and click Next>.
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Internet Connection Wizard E

Welcome to the Internet
Connection Wizard

The Internet Connection wizard helps vou connect vour computer
to the Intermet. ou can uze thiz wizard bo zet up a new or
existing [nternet accoLnt.

= | want b sigh up for a new Intemnet account, [My telephone line
iz connected bo my modem. ]

7 | want b transfer my existing Internet account b this compter.
[ty telephone line iz connected to my modem. ]

@ 1 want ta zet up my Internet connection manually, or | want to
‘iconnect through a local area netwark, [LAM].

Ta leave vour Internet zettings unchanaged, click Cancel.

To learn more about the Intemet, click Tutarial. Tl |

< Hack I MHeut » I Cancel |

Picture 4: Internet Connection Wizard

Select Dial-up to the Internet in the next window (Picture 5) and
click Next=>.

Network Connection Wizard

Metwork Connection Type
'ou can choogze the twpe of nebwork, connection you want to create, bazed on

your netvork, configuration and your networking needs.

{*| Dial-up to private nebwork
[Eartest wsig my eheneline | moden on S EH])

¢ Dial-up to the Internek
Caonnect to the Internet using my phone line [modem ar ISDM].

{7 Connect to a private network through the Internet
[Ereateta el Bivate Hetwone [WEN | lcommestoman tunme! hnaat the  mtemmet

" Accept incoming connections
Let ather computers connect to mine by phone line, the Intemet, or direct cable.

" Connect directly to another computer
Caonnect uzsing my serial, parallel, or infrared part.

< Back I Ment » I Cancel |

Picture 5: Connection type

In the next window select 1 connect through a phone line and a
modem (Picture 6) and click Next=>.
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Internet Connection Wizard

Setting up your Internet connection

If you hawe an Internet service provider account, you can use your phone line and a modem
to connect o it IF wour computer iz connected to a local area network, (LAN], pou can gain
access o the Internet over the LAN.

Howa do pou connect to the Intermet?

& || connect through a phone line and a moder:

" | connect through a local area network [LAN)

< Back | MHeut » | Cancel |

Picture 6: Way of connecting to the Internet

Operating system will detect the modem you are using (Picture 7).
Click Next. Confirm any notifications on modem detection.

Add/Remove Hardware Wizard

Inztall New Modem
Do pou vant Windows to detect your modem’?

wafindowes will now try to detect your modem. Before
continuing, vou should:

1. If the modem is attached to your
computer, make sure it is turned on,

2. Quit any programs that may be uzsing
the moderm.

Click. Mest when you are ready to continue.

[ Don't detect my modern; | will select it from a list:

< Back | Ment » | Cancel

Picture 7: Modem detection

Enter phone number to be dialed for the dial up connection in the
next step (Picture 8). Click Next.
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Internet Connection Wizard

Step 1 of 3: Internet account connection information

Type the phone number pou dial to connect ta your 1SP.

Area code:; Telephone number:
01 -

LCountrydregion name and code:
| Slovenia [336) =]

v Usze area code and dialing rules

To configure connection properties, click Advanced, .
[Most ISPs do nat require advanced settings.| =

< Back | Mewut » | Cancel |

Picture 8: Phone number for dial up connection

Enter username and password for the dial up connection in the next

step (Picture 9). This information is provided by the bank. Confirm by
clicking Next.

Internet Connection Wizard

Step 2 of 3: Internet account logon information

Type the uzer name and password pou uze to log on to pour ISP, Your uzer name mag
alzo be referred to az vour Member [0 or Uzer ID. IF pou do not know this infarmation,
contact pour [SP.

User namne: W
Pazzword: I,i—

< Back | Hewt » | Cancel |

Picture 9: Username and password for dial up connection

The wizard may ask you whether you want to connect to a dial up
network using your smart card. Choose not to use this option.
Continue by clicking Next.



Enter the name for dial up connection in the next step (Picture 10).
Confirm by clicking Next.

Internet Connection Wizard E

Step 3 of 3: Configuring your computer

Infarmation about your Internet account iz grouped together az a dial-up connection
and labeled with a name pou provide,

Type a name for the dial-up connection. Thiz can be the name of your ISP or any name
vou want ko uze.

LCaonnection name:

Dial-up connection

< Back I MHeut » I Cancel

Picture 10: Name of dial up connection

Creation of a new dial up connection is completed. Unmark option
To connect to the Internet immediately. Click Finish in the next
window (Picture 11).

Internet Connection Wizard E

Completing the Internet Connection
Wizard
ou have succeszsiully completed the Intermet Connection wizard.

Your complter is now configured to connect to your Internet
accaunt.,

Intermet at any time by double-clicking the Internet

After you close thiz wizard, you can connect to the e
Explorer ican an your desktop.

r Toconnect to the Internet immediately. select this box and then
iclick Finizh.

To cloze the wizard, click Finish

< Each I Firizh I Cancel |

Picture 11: Completing the network connection wizard
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In Network and dial-up connections (Picture 2) right-click the
icon for the new dial up connection. Select Properties and tab
Networking (Picture 12).

Klicna povezava Properties

Generall Dptionsl Secuity  Metworking | Shalingl

Type of dialup gerver | am calling:

I PPP: wWindows 35/33/M T 4,2000, Internet

LCompaonents checked are used by this connection:

Y Internet Pratocal [TCPAP]

01 =, File and Printer Sharing for Microsoft Nebwarks
O Clignt for Microsoft Metwarks

Inztall... Uninztall Properties

Drescription

Trangmiszion Control Protocal/Internet Protocal. The default
wide area nebwork, protocol that provides communication
across diverse intercontnected networks.

QK. | Cancel |

—

Picture 12: I_’roperti_es, tab Netwo

rking

Click Settings. Unmark all fields in the PPP Settings window
(Picture 13). Click OK.

PPP Settings EHE
[ Enable LCP extensions
[ Enable software compression
[ MNeqgatiate multiink for single ink, connections
ar. I Cahicel |

Picture 13: PPP Settings

Click Properties. Select fields Obtain an IP

address
automatically and Obtain DNS server address automatically
(Picture 14).



Internet Protocol (TCP/IP) Properties

Picture 14: TCP/IP Properties

Click Advanced. Select tab General. Unmark Use default gateway
on remote network. Confirm all settings by clicking OK.

Advanced TCP/IP Settings

Picture 15: Advanced TCP/IP Settings
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4.6 Creating a new dial-up connection -
Windows XP and 2003:

Enter Start -2 Control Panel -2 Network and Internet
Connections (Picture 16).

‘_\ Network Connections =]

Fil=: Edit Yew Favorites Tools Advanced Help | :;'

GEack - | d - ﬁ
Address Ie_ Metwork Connections j E’ G0

<L Local Area Connectian
Network Tasks = Local Area Connection 3
MSM

/. ) search Falders

[5] Create a new connection
& Change Windows Firewal

settings

»

See Also

jfa Metwork Troubleshoober

»

Other Places

G" Contral Panel

\.3 My Metwark Places
J—_" My Docurnents

_J Iy Computer

Details S

Network Connections
System Folder

|3 objects S

Picture 16: Network connections

Click Create a new connection. In Windows 2003 the New
connection wizard is run from File 2 New connection.

I Operating system Microsoft Windows 2003 is also supported for work with Hal E-Bank,
though it must be properly configured.
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New Connection Wizard

Welcome to the New Connection
@ Wizard

Thiz wizard helps you:
* Connect to the Intermet.

* Connect to a private network, such as your workplace
network.

To continue, click Mext.

< Back Cancel

Picture 17: New connection wizard

Click Next. Network connection type is selected in the next window
(Picture 18).

New Connection Wizard

Metwork Connection Type
Ww'hat do wou want to do?
" Connect to the Intemnet
Connect to the Internet s0 you can browse the 'Wweb and read email.

" Connect to the network at my workplace
Connect to a business network. [uging dial-up or WPM] 20 you can wark from home,
a field office, or another location.

" Set up an advanced connection

Connect directly to another computer using your zerial, parallel, or infrared port, or
zet up thiz computer o that other computers can connect ta it

< Back I Ment » I Cancel |

Picture 18: Network connection type

Select Connect to the Internet and click Next. Way of setting up
the new connection is selected in the next windows (Picture 19).
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New Connection Wizard

Getting Ready
The wizard iz preparing to set up your [nternet connection,

Howe do pou want bo conngct ta the [nternet?

{" Choose from a list of Intemnet service providers [I5Ps)

{* Set up my connection manually

Far a dial-up connection, you will need your account name, passwaord, and a
phione number for wour ISP, For a broadband account, you won't need a phone
runnber.

{" Use the CD | got from an ISP

< Back I Mewut » I Cancel |

Picture 19: Way of setting up a new connection

Select Set up my connection manually. Click Next. Internet
connection type is selected in the next window (Picture 20).

New Connection Wizard

Internet Connection
How do pou want o connect to the Internet?

{+ Connect using a dial-up modem

Thiz type of connection uzes a madem and a regular or ISOM phone line.

" Connect using a broadband connection that requires a user name
and pazzword

Thiz iz a high-zpeed connection using either a 5L or cable modem. our ISP mag
refer to this type of connection as PPPoE.

" Connect using a broadband connection that is always on

Thiz iz a high-zpeed connection using either a cable madem, DSL ar LAKN
connection. |t is always active, and doesn't require you to sign in.

< Back I Ment » I Cancel

Picture 20: Internet connection type

Select Connect using a dial-up modem. Click Next.
Select the modem to be used for the connection. Click Next.

Enter a name for the new dial-up connection in the next window
(Picture 21). Click Next.



New Connection Wizard

Connection Mame
wihat iz the name of the service that provides your Internet connection?

Type the name of your 15P in the folloving bos,

ISP Mame

Diial-up connection

The name you type here will be the name of the connection you are creating.

< Back I Mewut » I Cancel |

Picture 21: Name of dial-up connection

Enter the phone number to be dialed in the next window (Picture 22).
Click Next.

New Connection Wizard
Phone Humber to Dial
what iz pour [SP's phone number?

Type the phone number belaw.

Phaone number:
058

ou might need ta include a "1"' or the area code, or both. [F pou are not sure
you need the extra numbers, dial the phone number on pour telephane. [f pou
hear a modem sound, the number dialed iz comect.

< Back I Ment » I Cancel |

Picture 22: Phone number for dial-up connection

Enter username and password for dial-up connection in the next
window (Picture 23). This information is provided by the bank.
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New Connection Wizard

Internet Account Information
You will need an account name and password to sign in ko pour Internet account,

Type an ISP account name and password, then write down this infarmation and staore it in a
zafe place. [If you hawve forgotten an exizting account name or pazsword, contact pour [5P.)

U=er name; I

Paszword: I

Canfirm passward: I

¥ Use this account name and password when anpone connects to the [ntemet from
this conmpLter

[v Make this the default Internet connection

< Back I Mewut » I Cancel |

Picture 23: Username and password for dial-up connection

Click Next. New connection wizard may prompt you whether you
want to use your smart card to connect to the network. Disable this

function. Setup of the new dial-up connection is completed by clicking
Finish (Picture 24).

Mew Connection Wizard

Completing the New Connection
@ Wizard

You have successfully completed the steps needed to
create the following connection;

Dial-up connection

* Make thiz the default connection

* Share with all uzers of this computer

* Usze the zame uzer name & passward far everyone

The connection will be saved in the Network,
Connections folder.

[V i&dd a shortcut to this connection to my deskbop

To create the connection and cloze this wizard, click Finizh.

< Back I Finish I Cancel |

Picture 24: Completing the new connection wizard

In Network connections (Picture 16) right-click icon for the new

dial-up connection. Select Properties. Click on Networking tab
(Picture 25).



f Dial-up connection Properties 2=
Generall Dptionsl Secuity  Metworking |Advanced|

Type of dialup gerver | am calling:

. Intermet

Settingz |

This connection uges the following items:

T Intemet Protocal [TCPAP)

B 0% Packst Scheduler
O 5 File and Printer Sharing for Microzoft Metworks
O g Client for Microgoft Metwarks

Install... Urrstall Properties

Drescription

Tranzmizzion Contral Protocal/nternet Protocal. The default
wide area network, protocol that provides communication
across diverse intercontnected networks.

QK. I Cancel |
Picture 25: Tab Networking

Click Settings. Window PPP Settings opens (Picture 26).

™ Enable software compression

™ Megatiate multilink for single link. connections

ak. I Cahicel |

Picture 26: PPP settings

Remove all checkmarks. Click OK.

Click Properties (Picture 25). Check options Obtain an IP address

automatically and Obtain DNS server address automatically
(Picture 27). Click OK.
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Internet Protocol (TCP/IP) Properties 7=

General |

ou can get [P zettings azzigned automatically if your network,
supparts this capability. Otherwize, vou need to azk your netwiork,
adminiztrator for the appropriate [P zettings.

' ‘Obtain an [P addiess automaticalls
—{ Usze the following IP address:
1P address;

¢ Obtain DM5 server address automatically

—{" Use the following DMS server addiesses:

Brefered RS semen I

Alternate DHE senven I

Advanced... |

ak. I Cahicel

Picture 27: Properties

4.7 Creating a new dial-up connection -

42

Windows Vista

Enter Start - Control Panel 2 Network and Sharing Center
(Picture 28).



@@OF‘F < Network and Internet » Metwork and Sharing Center - |‘1 | |Sean:h i |

Tasks Network and Sharing Center

View computers and devices

View full map
Connect to a network

Set up a connection or netwaork 1*’ &HI U
] T =<
g

Manage network connections

: =
OFFICE-PC halcom.local Internet
Diagnose and repair (This computer)
halcom.local
5.‘ halcom.lacal (Public network) Customize
Access Local only
Connection Lecal Area Connection View status

m

|2 sharing and Discovery

Metwork discovery @ Off l@
File sharing @ Off Q_;:_;
Public folder sharing @ Off l:\:f:.l
Printer sharing @ Off (no printers installed) I@
See also Password protected sharing @ On |’E;:_|
Intemet Options Media sharing @ Off l@

Symantec LivelUpdate

" > Show me all the files and folders I am sharing
Windows Firewall

Show me all the shared network folders on this computer

Picture 28: Network and sharing center

Select Setup a connection or network. Type of connection is
selected in the next window (Picture 29). Select Set up a dial-up
connection. Click Next>.

E=B(Re F>c
@ @ Set up a connection or network

Choose a connection option

Connect to the Internet
Set up a wireless, breadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

Set up a dial-up connection

(Connect through a dial-up connection to the Internet.

Connect to a workplace
Set up a dial-up or VPN connection to your workplace,

Picture 29: Choose a Connection Option
Phone number to dial, username and password for dial up connection

are entered in the next window (Picture 30). Username and password
for dial-up connection are provided by the bank.
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@ !}‘ Set up a dial-up connection

Idon't have an ISP

Type the information from your Internet service provider (ISP)
Dial-up phone number 01854 Dialing Rules
User name: user name
Password: """“l
Show characters
Remember this password
Connection name: Dial-up Connection
Y 2] Allow cther people to use this connection
This optien allows anyone with access to this computer to use this connection,

Cancel

Picture 30: Information on dial-up connection

Setup of the new dial-up connection is completed by clicking Create.
Successful setup is confirmed (Picture 31). Close the confirmation by

clicking Close.

@ l;-}‘ Set up 2 dial-up connection

The connection to the Internet is ready to use

To connect to the Internet next time, click the Start butten, click
Connect to, and then click the connection you just created.

(== =

A ()

Picture 31: Setup of new dial-up connection is completed

In Network and Sharing Center (Picture 27) select Connect to a
network. A list of available network connections is displayed (Picture

32).

44



() LfF‘ Connect to a network

Select a network to connect to

Show [ Al =

L-I Dial-up Connection This connection is not available because thereis a
- problem with your modem or network adapter

x

Diagnose why Windows cannot find any additional networks
Set up 3 connection or network
Open Metwork and Sharing Center

Connect Cancel

Picture 32: Connecting to a Network

Right-click the new dial-up connection. Select Properties. Click
Options (Picture 33).

Ik Dial-up Connection Properties @

[ Genersl | Ortions | securty | Networking | Sharing |

Dialing options

[¥#] Display progress whils connecting

Prompt for name and password, cerfficate, etc.
[ Include Windows logon domain
[CFromet for phons number

Redialing options

Bedial attempts 3 =

Time between redial attempts:
Idle time before hanging up:
Idle threshold:

[7] Redial f ine is dropped

PPP Settings...

Picture 33: Properties, tab Options

Click PPP Settings. Unmark all options in PPP Settings window
(Picture 34). Confirm by clicking OK.

PPP Settings ==
[CEnzole LCF sxdensions:
[ Enable software compression
[ Negatiate muttiHink for singledink connections

Picture 34: PPP Settings

Select tab Networking (Picture 35).

45



I=| Dial-up Connection Properties

Networking

<& Intemet Protocol Version 4 (TCP/IPv4)

O g File and Printer Sharing for Microsaft Metworks
g Q05 Packet Scheduler

[ % Client for Microsoft Networks

Install..

Description

TCP/IP version &. The latest version of the intemet pratocal

that provides communication across diverse interconnected
networks.

Picture 35: Properties, tab Networking

Click Properties (Picture 36). Select option Obtain DNS server
address automatically. Confirm by clicking OK.

Internet Protocol Version @ (TCP/IPVG) Properties

5|
General

You can get |PvE settings assigned automatically if your network supports this capability. Otherwise,
you need to ask your network administrator for the appropriate |PvE settings.

@ Dptan UNs

() Use the following DNS server addresses:

Prefeired DMS server

Alternate DMS server

Picture 36: Properties



5 First steps

5.1 Running Hal E-Bank program

Connect the qualified digital certificate to the computer (plug in the USB
flash drive or properly insert the security card into the security card
reader- Picture 37).

Picture 37: Inserting a smart card

The Hal E-Bank program can be started in two ways:

e by double-clicking with the left mouse button the Personal E-Bank
or Corporate E-Bank icon on your desktop, or

e by clicking Start and then selecting Programs, Halcom, and
Personal E-Bank or Corporate E-Bank.

After starting the program, the Welcome window will open. Enter your
personal identification number (PIN) for the qualified digital certificate
and press <Enter>.

Before typing, verify where on the keyboard the letters Y and Z are
located. These two letters can switch positions on the keyboard, so you
can unknowingly type the wrong personal number several times and thus
destroy the qualified digital certificate. If your PIN contains the letters Y
and Z, we recommend changing it. (chapter 19.1 - Changing the
digital certificate personal identification number (PIN)
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5.2

48

Picture 38: Greeting window for typing personal nhumber (PIN)

If the typed personal number is not correct, the program will warn you
about this.

warning x|

] ‘Wrong personal number (PIN code) was entered. Try again,
. ‘When wrong personal number (Pin code) is entered three times succesivelly, digital certificate will automatically lock,

If you enter the wrong PIN successively, the qualified digital
certificate will lock itself. A locked qualified digital certificate can
not be used. The unlocking procedure for the locked digital
certificate is described in chapter 3.6.1 - Unlocking a locked
qualified digital certificate.

After entering the correct PIN, the Hal E-Bank program window or the
dialog box for making the first connection with the bank will open (Picture
39).

Setting-up the first connection to the bank

During the entering of any authorized person into Hal E-Bank, the data
on the digital certificate and on the user of bank accounts is looked for in
the local database. When a new authorized person enters the program
(data on user is not in the local database), the program offers a list of
banks (Picture 39), to which you can connect.



x

¥ bazi ni podatkaoy o uporabniku,
|zberite banko, na katero se Zefite prijaviti.

Traéte: I3-l— =N =
u ANKA, SLOVERLA Preklici
BANKA SPARKASSE —I

BKS BANK AG, BANCHA PODRUZNICA
FACTOR BANKA

HYPO ALPE-ADRIA-BANEK

PROBAMEKA

RAIFFEISEN BANKA

SKB BANKA

NOVA LJUBLIANSKA BANKA lJ
VODnErA DAY A

Picture 39: First connection to the bank

Select market (this selection is available only in case your bank uses a
multi-market client). Select the bank, to which you want to connect. The
selected bank is highlighted. Confirm the selection by clicking Connect.

A dialog box for entering personal identification number (PIN) of
qualified digital certificate appears (Picture 40).

Py x|
Digital certificate
owner:
ser. no: (358 FB W
issuer:  Haloom CA international _
valid unti: 03.10.2010
Insert the smart card for the bark: KOROSKA BANKA
|| ok I Cancel |

Picture 40: PIN entry

Enter the personal number (PIN) and click OK or press the <Enter>
button. You can also cancel the connection setting up by clicking Cancel.

If a user is authorized by the bank to work with specific account, the
program will open. The data on user’s digital certificate will be saved in
the local database — when the same user enters again, the program will
open immediately.

If a user doesn’'t have appropriate authorizations, the bank’s server
rejects user’s access to account and cuts off the connection. The data on
user is not saved in the local database. The program will close.

5.2.1 First connection to an additional bank

If you are already using the Hal E-Bank program and would like to
connect for the first time to a new bank, select Communication, My
first connection with the bank in the toolbar (Picture 41).
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{=1 HAL E-Bank,/Personal 14.0.4.01, Copyright © HALCOM d.d.

File Wiew | Communication Tools Help

&

(2

Zonnecting ko the bank server ﬁg ‘ 7
Il First conneckion ko the bank,

—. Connection settings

-

Connecting bothe back akfice system

Picture 41: First connection to an additional bank

A dialog box opens, (Picture 39), where you select the bank to which
you would like to connect for the first time. Follow the instructions in
chapter 5.2 - Setting-up the first connection to the bank.

If by mistake you tried to establish a connection with a wrong digital
certificate, not authorized to work with a selected bank, the bank will
reject the connection. You can close the warning by clicking OK or by
using the <Enter> button.

5.3 Exiting Hal E-Bank program

Do not force the program to close, as this may damage files necessary
for the Hal E-Bank program to work. Working with the program could
therefore be temporarily impossible.

If you want to terminate your work with the Hal E-Bank program, select
the option Exit from the File menu or click the white X sign in the
toolbar.

#slalewlae ®(Ee B R

5.4 Setting up a modem connection to the bank

During its operations, the Hal E-Bank program must connect to the
bank’s network from time to time in order to exchange data with the
bank’s server. If you are connecting to one of the banks via your own
modem or dial-up line, your computer must identify itself with a user
name and password at each connection. User name and password are
provided to you by your bank.

Warning: The dial-up password for bank’s network is NOT the
same as the personal identification number (PIN) for a qualified
digital certificate, which is required for entering the Hal E-Bank

program and for perform transactions.

When establishing a connection with the bank’s network via a dial-up
line, a dialog box will open for entering user name and password (Picture
42).
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Connection toNLE x|
Enter username and pazzward for connection,
Usger name: ||
FPazzword: I

¥ Save pazsword

ak I Cancel |

Picture 42: Username and password for
dial-up connection

Type the required data and confirm by clicking OK. When typing the
password, be particularly careful about capital or small letters and about
the location of letters Z and Y on your keyboard.

If you would like to avoid Hal E-Bank asking you for the password for a
dial-up access to the bank’s network in the future, leave the field Save
password marked, as shown in the picture.
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6

Authorizations for using Hal E-Bank

6.1

52

The Hal E-Bank program operates based on a system of authorizations
which are given by the bank upon client's request. The account owner can
authorize several persons to work with Hal E-Bank. If the data on user’s
qualified digital certificate is not yet entered in the local database (new user
of Hal E-Bank in that local network), the program informs the user about
this.

warning x|

L E The smartcard has no access to existing accounts!
-

Confirm the warning by clicking OK. A list of banks will open, to which a
new user can connect. Follow the instructions in chapter 5.2 - Setting-up
the first connection to the bank.

The user’s authorizations are linked to a selected account. An individual
user of electronic banking can have different authorizations for accessing
the accounts at different banks and by different account owners. The
authorizations related to the currently selected account are always being
used. A user can have combined authorizations.

Depending on the user's authorizations, some buttons, icons and menu
commands might be inactive (grayed-out), therefore those functions can
not be used. The icons for changing personal identification number (PIN),
first connection with the bank and exiting the program (white cross) are not
related to authorizations and are therefore always active. The authorizations
are saved by the bank in an encrypted format. The bank keeps a record of
all the users and their authorizations. The client’s profile is synchronized
with the authorization status upon every connection established with the
bank.

System of authorizations for Hal E-Bank

The authorizations to work with Hal E-Bank are divided into
authorizations to work with the selected account and authorizations to
work with files.

1. Authorizations to work with the selected account:

e The authorization for data entry serves only for using the
Address book of beneficiaries and their accounts and for
preparation or import of payment orders;

e The authorization for batches preparation serves for
forming payment orders into batches (if you don't have
authorizations for batches preparation, you must prepare
payment orders individually),

e The authorization for signing serves for reviewing payment
orders and signing batches, while at the same time also for



changing and updating the address book. For signing payment
orders and batches, the signature category as described in
continuation is also important.

e The authorization to send data serves for transferring data
between the bank’s server and the local Hal E-Bank database;

e The authorization to review serves for reviewing transactions,
statements, balance and messages etc.

e The authorization for administration allows administrative
actions in the Hal E-Bank program, such as deleting the local
database, program upgrading through the bank’s server, etc.

2. Authorizations to work with files:

e The authorization for entering files serves only for the
preparation and import of files,

e The authorization for signing serves only for reviewing files
and for signing,

e The authorization for sending files serves for transferring files
between the bank’s server and the local Hal E-Bank database,

e The authorization for reviewing files serves for reviewing files.

Beside the above described authorizations, there is also a signature
category, which does not limit the program functionalities, but it states
which signhatures a trustee can realize on a specific account. A particular
number of required left-side (at least 0 and a maximum of 3) and right-
side signatures (at least 1 and a maximum of 3) can be set for each
account.

The users, who sign the documents, are divided into four signature
categories as follows:

e The first (1.) category enables the user to realize all missing
left-side and right-side signatures, which means that he or she
alone can sign all documents;

e The second (2.) category enables the user left-side or right-
side signature, depending on signing order;

e The third (3.) category enables only left-side signing;
e The fourth (4.) category enables only right-side signing.

You can check the trustee authorizations that is currently using Hal E-
Bank, by clicking the button next to the name of account owner (Picture
43).

(=) HAL E-Bank,/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 o | EIIEI

File Yew Communication Tools Help

ﬁ|&‘|$|%3l‘ﬁg|||‘§§|§g| V| | @ |%| IFDrE\gnDaymentsystem |
@EBB LJUBLJANA D.0.0O.

— . Account:
hal®
(hal@bank Review data forJFREE ~] [ozeaz00 v |[Genezoe |

Picture 43: Displaying trustee authorizations

EIDB= eepLELANADOD.
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Data on the account owner and on the trustee for the
selected account (Picture 44) is displayed. The authorizations for the
trustee, who is currently using the Hal E-Bank program, are displayed for
the selected account.

P back

Data on the account owner and on the trustee for the selected account.

[Drata on the account owner :

Name: EBB LIUBLJANA D.0.0. Flimite:  TZERET

Address: TREASKA 118 Fax: 1234575574554
LIUBLJAMA Register number 1545245
Taw rurnber : 85458785
Data on the tustee for the account: + iew certificate Signing:
Mo. of left signatures: 0
Trustee's smartcard number, 432724 No. of right sighatures: 1
Autharizations for the account work with the files
data entry Ird file imnport ¥
batches preparation 2 Haning I
sighing F file sending 72
data sending ¥ liles reviewing 73
reviewing Ird
administration I

sighature categary

11

Picture 44: Data on the account owner and on the trustee for the
selected account

You can leave the review of authorizations by clicking the button
back.



Everyday activities

7.1

7.2

Selecting payment type

Hal E-Bank offers transactions in domestic payment system (DPS), foreign
payment system (FPS) and foreign payments (FP). These options are
available in the toolbar, above the Account field (Picture 45, outlined in
red).

By clicking the arrow to the right of the selection field, a drop-down menu
will open, where you can select the required type of transaction. In the
selection field, the selected type of business will show up. All further
activities will be related to the selected type of business.

The selection of a type of business influences the folder content,
which is displayed. If you can not find a certain document, first
make sure that you the correct type of business is selected.

() HAL E-Bank/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 - |E| 5'
File “ew Communication Toaols Help
#lelmle | as 68l vE |3§|%}
~ EBB LJUBLJANA D.D.O. .
ﬂﬁr@‘rbank‘ [Accuunt_ EEB= s LuveLiananoo M
~ (Review data for|MONTH = | EEETER | R

Picture 45: Payment type, account and review period

Types of business that you can choose from are related to trustee
authorizations by the bank. Authorization changes can only be arranged
with your bank.

Selecting an account

You can have multiple accounts open with a specific bank or with multiple
banks for different companies. The data is processed for each account
separately. All presented data relate to the account displayed in the upper
right corner of the screen, in the Account: field (Picture 45, outlined in
blue).

Another account can be selected by clicking the arrow to the right of the
selection field. A drop-down menu of accounts will open, which you can
access with digital certificate you are using at that moment. Bank accounts
are accompanied by banks’ logos. An account is selected by clicking it. The
selected account will appear in the selection field. All subsequent actions are
related to the selected account.

The account selection influences the presented folder content. If
you can not find a certain document, first make sure that the correct
account is selected.

If you don’t have the authorization to work with currently active folder for
a selected account, a notification will appear in the folder instead of data.
This notification will contain data on the authorized person and his
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authorizations. You must select the appropriate folder taking into account
the displayed authorizations.

Defining period for data review

By limiting the time period, only data related to a specific time period is
displayed. The time period can only be defined in certain folders, in the
Data review field (Picture 45, outlined in green).

If you would like to display all documents in the selected folder for a
selected day, week or month, select DAY, WEEK or MONTH in the first
field. Then, by clicking the arrow to the right of that field, you can change
the period for a previous or next day, week or month.

The other option for selecting a period is a direct selection of the start and
end date. In the first field, select FREE, then select the start and end date.

The two options, defining time period and filtering (chapter 7.5 - Filtering
document folders), are mutually exclusive. If the filter is activated, then
the fields for defining time period are colored grey. If despite this you would
like to display all documents for the selected period, first remove the filter
and set a required period as a filter parameter.

Working with document folders

Each line, displayed in the central part of the Hal E-Bank program,
represents one document: payment order, batch, transaction, statement,
notification, file, form etc. In each line, only the basic data, necessary for
identification of individual document, is displayed. The content of this part
of the window changes depending on the currently selected folder
(Preparation of payment orders, Transactions review etc.), currently
selected account, time period, and filter. The details on individual document
can be reviewed by mouse clicking of the document, followed by clicking
Open, Review or Details, depending on the currently displayed folder.

If there are too many columns to be displayed on one screen, you can use
a scrollbar for reviewing, located on the bottom edge of the sub window.
You can change the width of individual column by moving the mouse pointer
to the border between the fields with names of neighboring columns. When
a mouse pointer changes its shape, form the border with a left mouse
button, so that the left column gets wider or narrower as you require.

Selecting folder

In order to achieve more transparency, the folders are combined into
groups: Preparation, Delivery, Review, Archive and Info. The group
names are located on the left side and equipped with images for easier
recognition as well ad displayed on a darker surface. When you click a
folder group, a list of folders from the selected group will appear below it.
The folder names are also equipped with images for easier recognition
and are shown on a brighter surface. The presented folders are
dependant on the selected type of business.

If you would like to select a folder, which belongs to a currently open
group, click the image or folder name. If you would like to select a folder,
which doesn’t belong to a currently open group, first click the image or
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group name, to which it belongs, and then click the image or selected
folder.

The colors of the presented images or folder names have the following
meaning:

red folder name: | Currently displayed (active) folder,

You don’t have the authorization to work
with this folder,

black folder name: | You have the authorization to work with
this folder.

Selecting multiple items

Many times, we would like to conduct a certain function for multiple
documents simultaneously.

In order to mark multiple lines on the screen, use the buttons <Shift>
and <Control>. By using the <Control> button, you can select the
lines (e.g. payment orders or transactions), not listed one after another.
The required lines can be selected by holding the <Control> button and
then marking them with the left mouse button individually. All selected
lines will be displayed as bold.

By using the <Shift> button, you can select the lines, which are listed
successively. With a left mouse button, click the first line, hold the
<Shift> button and click the required last line. All lines between the first
selected and including the last line will be displayed as bold.

If there are too many lines to be displayed on one screen, when
searching you can use a scrollbar which located on the right edge of the
sub window.

Changing the order of documents in folders

You can change the order, in which the lines containing document’s
data are displayed in each folder, by clicking the field, which contains the
data name in a specific column. In the payment order preparation folder,
you can for example, sort the displayed lines by the amount. This is done
by clicking the field, which contains the title Amount (Picture 46). If you
click the same field again, the lines will be sorted in the opposite order.

I Amount I

=154.00
=171.00
=435,00
=6v5.00
=1.522,00
=1.547.00
=2.323.00

Picture 46: Order of documents in folders
The order, in which lines are sorted according to values in a selected
column, is marked by triangles/arrows, which are directed upwards or

downwards. They are displayed to the right of the name of the column,
according to which the lines are sorted.
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Filtering document folders

When dealing with a large amount of documents, changing the order of
lines on a list is not sufficient any more. In such cases, you can use filters
for limiting the values of certain data (e.g. payment order amount) to a
certain interval or even to a selected value.

When the filter is activated, only the documents meeting the filter criteria,
will be displayed in the active folder. In other words, the filter hides each
document, which doesn’t correspond to any of the defined criteria. This, of
course, doesn't mean that the document in not in the database — the
document is just not displayed.

The filters also represent a simple tool for executing queries and in
addition they increase the data transparency.

The filters are different in different folders, since the documents contain
different data by which to filter it. However, the basic methods and
procedures for using filters are the same. In continuation, the procedures
common to all filters are described first, and after that the specific filters,
depending on the selected folder, are described.

{3} HAL E-Bank/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 =10] x|
File Yiew Communication Tools Help

9|E‘.|‘$S|Fa'3l |%|||'§|@z | ? |}X‘ | Foreign payment system =l

* EBB LJUBLJANA D_.0.0O. o
= | CM=  eppLiBLANADOD j
v » Account:

(hal@bank -

Fieview data for:| FREE Tl fem0az000 v|[Emn (T R®)

Picture 47: Activated data filtering

If the folder displayed on the screen contains an activated filter, two
buttons are visible to the right of the Data review: button: Change filter
parameters and Remove filter (Picture 47, outlined in blue). If the folder
doesn’t contain an activated filter, these buttons are invisible.

Activating a filter

When starting the program, the filter is deactivated.

In the currently active folder, you activate a filter by clicking Filter in
the toolbar (Picture 47, outlined in red), or by selecting Filter from the
Tools menu. The filter can only be activated in folders, which enable data
filtering: Preparation/Orders, Archive/Orders and
Review/Transactions.

The window for entering filter parameters will open (Picture 48). The
window differs according to the folder, which you would like to filter.
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Document filtering in the active map x|

Order preparation ..

Parameters, which have empty fields, aren't taken inta
? consideration at an inguiry. Searching by amount and
date parameters goes by principle FROM-TO.

— Filter p
Select a document
IAII j Remove the filter |
Debit account no.: I
' Value date; |25.03.2000 |25.D4.2DDB
Benefician:
Amount: I
Currency code: j
Details:
Olur reference:
Paither's reference: I
Status: I j
Creation date: |25.03.2000 |25.04. 2008
Prepared by:
Signed by:

1T E bank

LCancel |

Picture 48: Filter parameters

Enter the filter parameters or the limit values you would like to use for
filtering documents.

Empty fields don’t influence the filtering — all values suit them.

By clicking the Filter button, you confirm the entered criteria and
therefore activate the filter, while by clicking Cancel, you cancel the
entered parameters.

After the activation, the filter remains active and the folder remains
filtered until you change the filter or exit the Hal E-Bank program. If, for
example, with an activated filter in Preparation/Orders folder you
continue to work with Review/Transactions folder, where among other
activities you can also change a filter, and then return to
Preparation/Orders folder, the latter will still be filtered in the same
way as when you left it.

Changing filter parameters

If a filter in the folder, you are currently working with, is 7
already activated, you can change it by clicking Change filter
parameters and by entering new limitations and/or removing the old
ones.

Removing the filter

If a filter is activated in the folder, you are currently working
with, you can remove it by clicking the Remove filter button. ®

When you activate a filter of the same folder next time, you will be
offered the same criteria that were used for the last filtering. The last
entered and confirmed criteria are saved even after removing the filter,
but only until you exit the Hal E-Bank program.
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7.5.4 Filtering orders in preparation

The window for entering filter parameters into the
Preparation/Orders folder filter is displayed above (Picture 48). The
folder can be filtered according to the following parameters:

e Select a document — select a type of document from a drop-down
menu (foreign payment order or European foreign payment). The
selection All encompasses all documents.

e Value date — you can change the start and end date only if the
field to the left of the value date is marked.

e Beneficiary — enter a sequence of characters from beneficiary’s
name — payment receiver.

¢ Amount — enter the lowest and the highest amount. The empty
field for the lowest amount is treated as value O, while the empty
field for the highest amount means that the amount is not limited.

e Purpose - enter a sequence of characters from the purpose of a
transfer.

e Our reference — enter your reference.
e Partner's reference — enter partner's reference.

o Status — select a status from a drop-down menu. An empty field
encompassed all status.

e Creation date — enter the start and end date.

e Prepared by — enter the first few characters of a name of the
person, who created the document.

e Signed by — enter the first few characters of a name of the person,
who signed the document.

7.5.5 Filtering archived orders

The window for entering conditions into the Archive/Orders folder
filter is shown below (Picture 49). The folder can be filtered according to
the following parameters:

e Select a document - select a type of document from a drop-down
menu (foreign payment order or European foreign payment). The
selection All encompasses all documents.

e Value date - enter the start and end date.

e Beneficiary - enter a sequence of characters from beneficiary’s
name — payment receiver.

e Amount - enter the lowest and the highest amount. The empty
field for the lowest amount is treated as value 0, while the empty
field for the highest amount means that the amount is not limited.

e Purpose - enter a sequence of characters from the purpose of
transfer.

e Our reference — enter your reference.
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Partner's reference — enter partner's reference.

Status - select a status from a drop-down menu. An empty field
encompassed all status.

Creation date — you can change the start and end date only if the
field to the left of the creation date is marked.

Prepared by — enter the first few characters of a name of the
person, who created the document.

Signed by — enter the first few characters of the name of a person,
who signed the document.

Document filtering in the active map 5[

Parameters, which have empty fields, aren't taken into
? consideration at an inguiry. Searching by amaount and
date parameters goes by principle FROM-TO.

— Filter p

Select a document

Al =l

Drebit account no.:

Remove the filter |

Walue date: |25.03.2000 |25. 04.2003

Benefician:

Amount: I
Currency code: j

Details:

Olur reference:

Partner's reference:

Status: I j

[~ Creation date: 25,02 2000 25.04.2008

Prepared by:

Signed by:

1T [E bank

LCancel |
Picture 49: Filtering Archive/Orders

Filtering transactions

The window for entering conditions into the Review/Transactions
folder filter is shown below (Picture 50). The folder can be filtered
according to the following parameters:

Select a document - select a type of document from a drop-down
menu. The only parameter Transactions is selected.

Currency code — select the currency you want to search for.
Booking date — enter the start and end date.

Value date - you can change the start and end date only if the
field to the left of the value date is marked.

Rejected orders — there are three options available: included, not
included and rejected orders only. If you select rejected orders
only, you can not filter according to type of booking entry nor
according to name (these fields are grayed out).

Booking entry type — select a booking entry type from a drop-
down menu. An empty field encompasses all types of booking entry.

Amount - enter the lowest and the highest amount. The empty
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field for the lowest amount is treated as value O, while the empty
field for the highest amount means that the amount is not limited.

Name — enter the sequence of characters from a name.

Purpose - enter the sequence of characters from a transfer
purpose.

Our reference — enter your reference.

Partner's reference — enter partner's reference.

Document filtering in the active map x|

Parameters, which hawve empty fields, aren't taken into
? cohsideration at an inguiry. Searching by amount and
date parameters goes by principle FROM-TO.

r— Filter p

Select a document

ITransacliUns 'I Remove the filter |

Debit account no.: I
Currency code: I ﬂ
Booking date: | 25.02.2000 26.04.2008
I | Value date: | 25,03 2000 26.04.2008
¥ Rejected crders are included
Booking entry type: j

Amount;

Mame : I

Details:

Our reference:

Partrier's reference: I

i LCancel |

Picture 50: Filtering Review/Transactions
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Address book of beneficiaries and their
accounts

The address book of beneficiaries and their accounts simplifies the entry of
data into payment orders. You can enter a business partner data through the
user interface, integrated into the application. When installed, the address
book already contains only data on commercial banks and savings-credit
departments.

You can open the address book in the menu Tools, Address book or by
clicking the icon Address book of beneficiaries and their accounts in the
toolbar.

o 5@ elwlalee

2| v B 7 3

The address book will also open when entering the first letter of a payment
beneficiary’s name in any payment order.

The list of entered beneficiaries be displayed (Picture 51). You can look up the
individual beneficiary by entering a name into the Beneficiary name field.
You can enter only the initial letter — only beneficiaries whose names begin
with this letter will appear. Furthermore, you can search for beneficiary by
entering its account into the User’s account field. The scrollbar on the right
side of the screen will help you find an individual beneficiary.

22! Address book of beneficiaries and their accounts

1. Address book of beneficiaries and their accounts

Search by the name root [+

User's account:

Beneficiary name:

BANKA CELJE D.D. 3000 CELJE Edit 5>
BANKA DOMZALE D.D DOMZALE BS NLB 1230 DOMZALE

BANKA KOPER D.D. 6502 KOPER Delete
BANKA SLOVEMLIE 1505 LIUBLIANA,

BANKA SPARKASSE D.D. 1000 LIUBLIANA, Data export
BANKA ZASAVIE D.D_BAMC SKUP. NLE 1420 TREOVLIE

BKS BANK AG, BANCHA PODRUZNICA 1000 LIUBLIAMNA %4 .
4| | » D ata impart

Beneficiary accounts:

Detailz on the bank where Add »> | Edit s> | Delete |
zelected account was opened

No. of accounts: 1

BaAMNKA SLOVENIJE
SLOVEMSKA 35

1505 Ljubliana

SLOVENIA

SWIFT BIC: BSLJSIZx

Bank iden.: 01000-0000100030

1T (Elbank Address book of banks | Cloze |

Picture 51: Address book of beneficiaries and their accounts

Choose a beneficiary by clicking the name. Selected beneficiary is
highlighted. List of beneficiary’s accounts (Beneficiary accounts) is in the
bottom window. If the individual beneficiary has multiple accounts, the
individual account can be chosen by clicking it. The selected account will be
highlighted.
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8.1 Entering a new beneficiary into the address
book

8.1.1 Entering beneficiary’s data into address book

The procedure for entering a new beneficiary is as follows:

1. Open the Address book of beneficiaries and their accounts.

2. Click the Add == button to the right of the beneficiaries’ names list
(Picture 52).

[ ki

BANKA CELIE D.D Edit>>
BAMKA DOMZALE DD DOMPALE .S MLE 1230 DOMZALE

BANKA KOPER D.0. £502 KOPER Delete
BAMKA SLOVEMLIE 1505 LIUBLIANA

BAMNKA SPARKASSE DD, 1000 LIUBLIANA Data export
BaMKA ZASAYUE D.D. BANC SKUP. NLE 1420 TREOYLIE

BKS BANK AG, BANCHA PODRUZNICA 1000 LIUBLIANA e .
4 | » Diata impart

Picture 52: Entering a new beneficiary

3. The dialogue box for entering new beneficiary data will open (Picture
53). Enter the name, address and city of the beneficiary. When this data
is entered, the OK button will be highlighted. Save entered data by
clicking OK or you can cancel the entry by clicking Cancel. You can
enter a maximum of 70 characters for the name and also a maximum of
70 characters for the beneficiary’s address.

22 Address book of beneficiaries and their accounts

1. Address book of beneficiaries and their accounts
2. Beneficiarp

Receiver | \dentificatorsl
0 |
Name I
Cancel |
Address I
City |
Country | SLOVENIA =]
Remark
[TI{E bank Address book of banks Cloze |

Picture 53: Entering a new beneficiary 2

4. A newly entered beneficiary will be highlighted on the list of
beneficiaries. A beneficiary account must also be entered.

8.1.2 Entering beneficiary’s domestic account

You can add the beneficiary’s account to the address book if the basic
data about the beneficiary is already saved (chapter 8.1.1 - Entering
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beneficiary’s data into address book).

The accounts of beneficiaries can be entered into the address book in

the BBAN or IBAN format. The account in the IBAN format is composed of
three sections:

e two letter characters — country’s label by 1SO standard (Sl for
Slovenia),

e two numeric control characters (56 for Slovenia) and

e 15 numeric characters composed of the bank’s number and a
client’s number (BBAN account format).

You can transfer the accounts of beneficiaries from the address book into the
European payment order SEPAO1 only in the IBAN format. The accounts
entered into the address book in the BBAN format can be converted into
IBAN form (chapter 8.5 - Converting accounts from BBAN into IBAN
format).

The procedure for adding beneficiary’s account is as follows:

1.

2.

Open the Address book of beneficiaries and their accounts.

Find the beneficiary whose account you want to enter. The selected
beneficiary is highlighted.

Click the bottom left button Add == in the bottom part of the address
book window Beneficiary’s accounts (Picture 54).

Beneficiary accounts:
Details on the bank where Add >> | Editss | Delete |
selected account was opened

Picture 54: Entering beneficiary account

. The dialogue box for entering the new beneficiary’s account will open

(Picture 55). Select the option Domestic account (the default value).
Enter the new beneficiary’s account. The account may be entered without
any spaces and — characters, as the program will correct the structure of
the account by itself. The fields Model and Reference don’t need to be
filed out. When this data is entered, the OK button displays in bold.
Validate or cancel the data entry by clicking the corresponding button OK
or Cancel.
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[£8) Address book of beneficiaries and their accounts

1. Address book of beneficianies and their accounts
2. Account of selected beneficiary

" Foreign account Cancel

o p—y Model Reference
elect a bank > | I

Remarks

Detailz on the bank where
selected account was opened :

@ Domestic accournt Account oK. |

LTE bank Lddress book of banks | Cloze |

Picture 55: Entering a domestic account

5. The newly entered beneficiary will be displayed on a list of beneficiaries
and will it appear in bold letters. Its account is displayed in the bottom
window (Beneficiary’s accounts).

6. If you would like to enter multiple accounts for one beneficiary, re-select
the beneficiary and repeat the procedure for adding beneficiary’s account.
You can add an additional account for any beneficiary, even for the one
that has been in the address book for some time already.

8.1.3 Entering beneficiary’s foreign account

66

You can add the beneficiary’s foreign currency account to the address
book, if the beneficiary’s basic data is already saved (chapter 8.1 - Entering
a new beneficiary into the address book).

The accounts of beneficiaries can be entered into the address book
either in the BBAN or IBAN format. The account in the IBAN form is
composed of three sections:

e two letter characters — country’s label by I1SO standard (Sl for
Slovenia),

e two numeric control characters (56 for Slovenia) and

e 15 numeric characters composed of the bank’s number and the
client’'s number (BBAN account format).

The procedure for adding the beneficiary’s foreign currency account is as
follows:

1. Open the Address book of beneficiaries and their accounts.

2. Look up the beneficiary whose account you want to enter. Click it. The
selected beneficiary will appear in bold.

3. Click the bottom right button Add >> in the bottom part of the address
book window Beneficiary account (Picture 54).



4. The dialogue box for entering the new beneficiary’s account will open.
Choose the option Foreign currency account, and then click Select
bank (Picture 56, marked in red).

22 Address book of beneficiaries and their accounts

1. Address book of beneficiaries and their accounts
2. Account of selected beneficiary

i Account oK |
" oy s I Concel_|

S“I - l Model Reference
elect a bank >> I

Remarks

Details on the bank where
selected account was opened |

ITIE bank Addiess book of banks | Claze |

Picture 56: Entering a foreign account

5. The Address book of banks opens (chapter 8.8 - Address book of
banks). From the list, select the bank, where the beneficiary has an open
account. You can enter the initial letters of the bank’s name in the Bank’s
name field and therefore limit a number of displayed banks. Click the
bank. The selected bank will be highlighted. Click Select.

6. Return to the window for entering the beneficiary’s foreign currency
account (Picture 56). Enter the beneficiary’s account into the Account
number field. The account may be entered without spaces and »-«
characters, as the program will correct the structure of the account by
itself. Validate or cancel the data entry by clicking the corresponding
button OK or Cancel.

7. The newly entered beneficiary will be displayed on the list of beneficiaries
in bold. Its account is displayed in the bottom window (Beneficiary
accounts).

8. If you would like to enter multiple accounts for one beneficiary, re-select
the beneficiary and repeat the procedure for adding a beneficiary’s
account. You can add the additional account for any beneficiary, even for
the one that has been in the address book for some time already.

8.1.4 Entering beneficiary’s identificators

Identificators of the individual beneficiary also can be added to the
Address book of beneficiaries and their accounts. Ildentificators of the
beneficiary can be added to the address book, when the basic data about the
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beneficiary has already been saved.
The procedure for adding a beneficiary’s identificators is the following:

9. Open the Address book of beneficiaries and their accounts.

10.Look up the beneficiary for whom you want to add identificators. Click on
it. The selected beneficiary will be highlighted.

11.Click the Add == button to the right of the beneficiaries names list.
Select the second tab — Identificators (Picture 57 and Picture 58,
marked in red). You can enter the identificators for a legal entity or an
individual.

& Address book of beneficiaries and their accounts
1. Address book of beneficiaries and their accounts 5S¢
2. Beneficiary . A

Bereficiay yoe: | ~ |

Of |
Eank BIC: I Cancel |

IBEI:
EEI

EANGLN:
CHIPS:

DUNS:

Bark no.:

Taxno:

Nurmber:

lzsuer:

Legal entity I Individual I
LFE bank Address book of banks Fise |

Picture 57: Entering legal entity identificators

e Choose the Legal entity tab to enter identificators of a legal entity
(Picture 57, marked in blue). You can enter the BIC of the bank, IBEI,
BEI, EANGLIN, CHIPS, DUNS, bank number, tax ID number or the
number of any document and its publisher.

e Choose the Individuals tab for entering identificators of an individual
(Picture 58, marked in blue). Click on the arrow by the field Type of
identificator. You can choose the following identificators: driver’s
license number, customer/client number, social security number, alien
registration number, passport number, tax ID number, identification
card number, employee identification number, date of birth or other
identification numbers.



[#2! Address book of beneficiaries and their accounts

1. Address book of beneficiaries and their accounts
2. Beneficiary

Beneficiany type: I j'

Receiver Identilicators
mk |
Indentificator type: j Cancel |

Drrivers license number
Customer/client number
Social security number
Foreigrer registration no.

Number of 1D card

Employes identification number
Birth data

Other ident.

Default type of identificatar

<hot selected: Selected type is
default

Legal entity | Individual I
IT[E bank' Address book of banks [Elase |

Picture 58: Entering individual’s identificators

Only one identificator of an individual can be transferred into the
European payment order SEPAO1. The default identificator for the
individual is verified by clicking the button Selected type default.

8.2 Entering sender identificators

You can also enter the identificators of the sender. Enter: Tools 2
Sender’s identificators. The window for entering identificators pops up.

Sender identificators i x|

Account owner:

Bank BIC:

IBEL:
BEl:

EANGLN:
CHIPS:

DUNE

Bank nou:

Tax ho.:

Number:

Izzuer:

Legal entity | Individual

Cancel |

Picture 59: Entering sender identificators

Determine the account, for which you want to enter identificators in the
Account owner field. The procedure for entering these identificators is the
same as entry of the beneficiary’s identificators.
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Correcting data already saved in address
book

Editing beneficiary’s data

The procedure for editing the beneficiary’s data is as follows:
Open the Address book of beneficiaries and their accounts.

Find the beneficiary whose data you want to correct. Click it. The
selected beneficiary will be highlighted.

3. Click the Edit button in the displayed window next to the list of

beneficiaries (Picture 60, marked in red).
Add

MName
ABAMEAVIPA [0 1617 LIUBLIANA,
BamMKa CELIE D.Dv 3000 CELIE

BAMKA DOMZALE 0.0 DOMZALE B.S. NLB 1230 DOMZALE

BANKA KOFER D.0. 6502 KOPER Delste
BAMKA SLOVENLIE 1505 LIUBLJANA

BAMNKA SPARKASSE D.D. 1000 LIUBLIANA Data export
BAMKA ZASAVJE D.D_BANC SKUP. MLE 1420 TREOVLIE

BKS BANK AG, BANCNA PODRUZNICA 1000 LIUBLIANA et .
4| | S Drata impart

Picture 60: Editing beneficiary information

4. The dialogue box for changing the beneficiary’s data will pop up
(Picture 53). The window consists of the same fields as the window
for entering a new beneficiary.

Correct the content of the fields.

Accept the changes of data by clicking OK. If you don’t want to save
the changes, click the Cancel button.

Editing beneficiary’s account

The procedure for changing the beneficiary’s account is as follows:
Open the Address book of beneficiaries and their accounts.

Find the beneficiary whose account you want to change. Click it. The
selected beneficiary will be highlighted.

3. The bottom window (Beneficiary accounts) will display all the
accounts of the selected beneficiary, which are already entered into
the address book. If the list contains two or more accounts, mark the
account you would like to change.

4. Click the Edit=>> button next to the list of the selected beneficiary’s
accounts (Picture 61).

Details on the bank where Add s |[ Edit +» | Delste |
selected account was opened

Picture 61: Editing beneficiary account

5. The dialog box for changing the beneficiary account data will pop up
(Picture 55). This window consists of the same fields as the window
for entering a new beneficiary’s account.

6. Correct the content of the beneficiary’s account data.
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7. Click the Ok button, if you would like to save the changed data into
the address book. If you don’t want to save the changes, click the
Cancel button.

Deleting beneficiary and beneficiary accounts
from address book

If you would like to delete the beneficiary’s data (including the data on
beneficiary accounts) from the address book, follow the next steps:
1. Open the Address book of beneficiaries and their accounts.

2. Find the beneficiary you would like to delete. Select the beneficiary.
The selected beneficiary will be highlighted.

3. Click the Delete button next to the list of beneficiaries (Picture 62).
Add > |

i

BANKA CELJE DD, 3000 CELJE Edit >
BANKA DOMZALE D.D.DOMZALE B.5. NLB 1230 DOMZALE ¢
BANKA KOPER D.D. £502 KOPER Delste
BANKA SLOVEMLIE 1505 LIUBLIANA, d
BAMKA SPARKASSE DD, 1000 LIUBLIANA, Data export |
BANKA Z8SAVJE D.0. BANC. SKUP. NLE 1420 TREOWLJE

BKS BANK AG, BANCHA PODRUZNICA 1000 LIUBLIAME e .
l | » Drata impork

Picture 62: Deleting beneficiary and beneficiary accounts

4. The window containing data on the selected beneficiary and
beneficiary accounts will appear.

5. You can finally confirm the data and selected beneficiary’s accounts
deletion by clicking Yes. The deletion can be revoked by clicking No.

Once the beneficiary is deleted from the address book, you can
not recall the information back. The data on all beneficiary
accounts is also deleted. Please, make sure that you really want
to delete the selected beneficiary.

If you want to use the deleted beneficiary again later, you will
have to re-enter all of beneficiary data again, including the data
on beneficiary accounts.

Deleting beneficiary account from the address
book

The procedure for deleting the individual account of the beneficiary is as
follows:

1. Open the Address book of beneficiaries and their accounts.

2. Find the beneficiary, whose account you want to delete. Select the
beneficiary. The selected beneficiary will be highlighted.

3. The bottom window (Beneficiary accounts) will display the
accounts of the selected beneficiary, which are already in the address
book. If the list of beneficiary accounts contains two or more
accounts, mark the one you would like to delete.

71



4. Click the Delete button next to the list of the selected beneficiary’s
accounts (Picture 63).

Beneficiary accounts:

Dietails on the bank where Add s | Edit 5> | Delste |
selected account was opened

Picture 63: Deleting beneficiary account

5. The window containing the beneficiary data and data on the selected
account will pop up. You finally confirm the deletion of the selected
beneficiary’s account data by clicking Yes. The deletion can be
revoked by clicking No.

Once the beneficiary accounts are deleted from the address book,
you can not recall them back. If you want to use the deleted
beneficiary account again later, you will have to re-enter it again.

8.5 Converting accounts from BBAN into IBAN
format

The account in the IBAN form is composed of three sections:
e two letter characters — country’s label by ISO standard (Sl for
Slovenia),
e two numeric control characters (56 for Slovenia) and
e 15 numeric characters composed of the bank’s number and the
client’s number (BBAN account format).

You can transfer the beneficiaries’ accounts from the address book into
the European payment order SEPAO1 only in the IBAN format.

The accounts, entered into the address book in the BBAN format, can
be converted into the IBAN format. Use the service program Conversion
of BBAN accounts into IBAN form.

The procedure for converting the accounts from the BBAN into IBAN
format is as follows:

1. Enter menu Tools = Service programs in Hal E-Bank program.
Select Conversion of BBAN accounts into IBAN form.

2. The window with program description will pop up (Picture 64):

]
1. Conversion of accounts into IBAN form

In partrer directory the domestic partner accounts can be entered in the older BBAM or
newer IBAN farm. Conversion of accounts into IBAM form enables simple conversion of
accounts in the older BBAM form into accounts in IBAN farrm

If you wish to perform conversion of domestic partner accaunts inta IBAN farm, click
Mext to obtain the list of accounts, which will be converted

a@ pank’ T Clase |

Picture 64: Starting AccountConverter.exe
3. After clicking Next, the window with a list of all accounts in the BBAN

format in the local address book, will appear (Picture 65). You can
select the accounts to be converted into the IBAN format. By clicking
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the Other accounts button, a list of all accounts in the IBAN format
in the local address book, will pop up.

x|
2. Selection of accounts for conversion into IBAN form

List of domestic partner accounts, that can be converted to IBAN form, iz located in the list below

In this list you can select accounts you want ta convert ta IBAN form. If you want to convert all accounts, click Select All buttan. After
wou have zelected the accounts to be converted. click Mest to convert and continue.

If wou wizsh to view the remaining domestic patner accounts, which cannot be converted, click Remaining Account button.

Select all | Unszelect all | Jemaining accuuntl
I Ime: partnerja | Ratun partnerja v stari obliki | Fiadun partnerja v hovi obliki |
DEZELNA BAMKA SLOVEMIE D.D. - 01000-00015910013 5156 0100 00001910013

bﬂﬂf T Mt I Clagze |

Picture 65: List of accounts in BBAN format in local database

4. After clicking Next, the program converts the selected accounts into
the IBAN format. The window containing a message on successful
conversion of the selected accounts into the IBAN format will follow.
The program reports the error in case of problems. The message
includes descriptions of errors (Picture 66).

]
3. Report on accounts converted into IBAN form

‘ The result of account corversion iz located below, ‘

Diagnostika pretvorbe raéunoy -
Zacetek pretvorbe 0204 2008 ob 13:24:50

Il radun £t S156010000000200097 upravidenca NOWA LIUBLIANSEA BANKA 0.0 je bil izvzet iz pretvarbe

I ratun & SI56010000000300007 upravitenca SKE BAMEA D.D. LIUBLJAMA je bil izvzet iz pretvorbe

I radun &t S156010000000400014 upravitenca MOVA KREDITMA BANKA MARIBOR D.D. je bil izvzet iz pretvorbe

Il racun & S51560710000000500021 upravicenca ABAMNEAWIPA D D je bil izvzet iz pretvorbe

I ratun &t 5156010000000600028 upravitenca BANKA CELIE D.D. je bil izvzet iz pretvorbe

I radun & S156010000000700035 upravitenca GOREMJSKA BANKA D.D. je bil izvzet iz pretvarbe

I raun & SI56010000001000153 upravitenca BANKA KOPER D.D. je bil izvzet iz pretvorbe

Il ratun &, SISE029260001 800022 upravidenca BANKA DOMZALE D.D.DOMZALE B.5. MLB je hil izvzet iz pretvort

Il radun £t S156010000001910013 upravitenca je bil izvzet iz pretvorbe

1l raitun #. SI56029260002045044 upravitenca KOROSKS BANKA D.D. BANE SKUP. MLE je bil izvzet iz pretvorbe

I radun &t S156010000002400057 upravidéenca RAIFFEISEM BANEA D.D. je bil izvzet iz pretvorbe

Il racun & S5156071000000251 0055 upravitenca PROBAMKA D.D. je bil izvzet iz pretvarbe

Il radun §t. 5I56029260002633055 uoravitenca BANKA ZASAVJE D.0. BANC. SKUP. NLE ie bi izvzet iz oretvorbe LI

([FUEbank

Picture 66: List of errors in conversion

Importing data on beneficiaries and their
accounts into address book

You can import data from a text (ASCII) file, which was prepared in
advance, into the address book of beneficiaries and their accounts. The
format of the import/export file is described in the chapter 21.1.4 - The
Address book import/export data-file format.

The Hal E-Bank program records the data on payments beneficiaries and
their accounts of imported payment orders into the file
Beneficiaries.txt. The file is created in the Hal E-Bank’s installation
folder. Only the data on the beneficiaries who are not yet in the address
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8.7

book of beneficiaries and their accounts is saved. Data on new beneficiaries
and their accounts can be imported into the address book.

The procedure for importing the data on new beneficiaries and their
accounts is described in chapter 20.3 - Importing beneficiary information of
imported orders into Address book of beneficiaries and their accounts .

Exporting data on beneficiaries and their

accounts from address book

8.8

74

The data on beneficiaries and their accounts can also be exported from
the address book. The data is saved in a text file, which is written in the
ASCII format.

1. Open the Address book of beneficiaries and their accounts.
Enter Tools, Address book or click the icon Address book of
beneficiaries and their accounts in the toolbar.

| el@e wale o e v B3

The address book also will open when entering the initial letter of the
beneficiary’s name in any of the payment orders.

2. Click the Data export (Picture 67, outlined in red).

Add »»

Edit »» |

D.D. a0

BAMKA DOMZALE D.D.DOMZALE B.S. NLE 1230 DOMZALE

BaMEs KOPER 0D FA0Z KOPER Delete |
BANKA SLOVEMIJE 1505 LIUBLJANA

BAMNEA SPARKASSE D.D. 1000 LIUBLIANA Diata export
BANKA ZASAVIE D.0. BANC SKUP. NLE 1420 TREOVLIE

BKS BANK AG, BANCNA PODRUZNICA 1000 LIUBLIANA =
P | | » Data import

Picture 67: Exporting address book data

3. The standard Save window will open. Specify the name of the file
where you would like to save the exported data. Confirm by clicking
Save.

4. The data on beneficiaries and their accounts is exported into the file
with the selected name.

The successfully exported data on beneficiaries and their accounts is not
deleted from the address book.

Address book of banks

The address book of banks enables to add banks and also to delete and
change the data for additionally entered banks.

Enter the Address book of banks by clicking the Address book of banks
button on the bottom of the window (Picture 51).

The Address book of banks will pop up (Picture 68). Select the bank by
clicking it. The bank’s name is written in bold and the bank’s details are
displayed in the bottom left corner of the window.



22 Address book of beneficiaries and their accounts

1. Address book of banks

Search by the name oot W

Bark name:

Mame:

ABS BANKA DD SARAIEVD SARAJEVD BOSNIAAND H.. R
AGROBAMKA AD BEOGRAD 11000 BEOGRAD  SEREBIA

AGROPROM BANKA AD BANJA LUKA  BAMIA LUKA BOSNIAAND H.. R
AlK, BANKS AD HIS 18000 NIS SERBIA R
ALCO BANKA AD BEOGRAD 11000 BEOGRAD  SERBIA R
ALPHA BAMNK AE. BEOGRAD 11000 BEOGRAD  SEREBIA R
ATLAS BANKA AD BEOGRAD 11000 BEOGRAD  SEREBIA R
A'II'LASMDNT BANEA 81000 PODGDO... MDNTENEGHID ilj
4 »

Details on the selected bank

ABANKAVIPA DD,
SLOVENSK 58 ﬂl
1517 LIUBLIANA Edi

| ABANKA  SLOVENIA e
SW/IFT BIC : ABANSIZ:

HOAREREIER B Bank idenifier: 01000-0000500021 _ oo |
[ Banks no.: 143
ITEbank  |Beneficiaries and their accounts Cloze |
Picture 68: Address book of banks

The data for the pre-entered banks can not be deleted or

changed. These banks are marked with an R in the Source
column.

8.8.1 Adding new bank into Address book of banks

The procedure for adding a new bank into the Address book of banks
is as follows:

1. Click Add==>= (Picture 68). The dialogue box for entering the
bank’s data will pop up (Picture 69).

22! Address book of beneficiaries and their accounts
1. Address book of banks

2. Selected bank

Name

Address

(]9 |
[ B |

|
|
City I Cancel
|
|
|

Cauntry SLOVENIA |

SwIFT BIC

Bank
identifier

Remark.

¥ &dd the bank as a
beneficiary as well

[[AEwank  Eeneficiares and their accountsl Cloze |

Picture 69: Entering a new bank

2. Enter the required data. Write the bank’s 11-digit international
identification code into the SWIFT BIC field. Write the bank’s
account number into the field Bank identifier. You may also
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8.8.2

8.8.3
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write the note/comment, up to 140 characters long, into the
Note field.

Mark the field I want to add the bank also as the
beneficiary, if you would like to have the bank on the list of
beneficiaries. Every pre-entered bank (marked with an R on the
list of banks) is the beneficiary as well.

Confirm the entry by clicking the OK button. You can also revoke
the entry by clicking Cancel.

The added bank is marked with the letter U in the Source column

of the Address book of banks.

Editing information on added bank

Only the data of the additionally entered banks, which means the
banks marked with the value U in the Source column, can be
changed.

The procedure for changing the entered bank data is as follows:

1.
2.

3.

Open the Address book of banks.

Find the bank whose data you would like to change. Click it. The
selected bank will be highlighted.

Click the Edit=>= button (Picture 68). The window for changing
the bank’s data will open. The difference between this window and
the one for entering bank’s data (Picture 69) is that the entry of
the bank’s data into the address book of the beneficiaries is
disabled here.

Correct the data. Confirm the change by clicking the OK button or
revoke it by clicking Cancel.

Deleting added bank from address book

Only the additionally entered banks, which means the banks marked
with the value U in the Source column in the Address book of banks,
can be deleted.

The procedure for deleting the additionally entered banks from the
Address book of banks is as follows:

1.
2.

Open the Address book of banks.

Find the bank you want to delete. Click it. The selected bank will
be highlighted.

Click Delete. Confirm the deletion with Yes. The deletion can be
revoked by clicking No.



Once you delete the bank’s data from the address book, you can
not recall it back. If you would like to use the deleted bank again
later, you will have to re-enter the data.

If you have entered the bank as a beneficiary as well, according
to the described procedure you only delete it from the Address
book of banks and you may still use it as a beneficiary.
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9 Payment orders

The payment orders processing is conducted through the following steps:
data entry, batch creation, batch signing and sending documents to the bank.
Each step can be performed only by an authorized person with suitable
authorizations.

In foreign payment system, Hal E-Bank enables operations with the following
payment orders:

e Foreign payment order VP70,
¢ European payment order MT103+,
e European foreign payment SEPAO1.

The screens for entering data into the payment orders are similar to the
actual payment orders. The sender’'s data (your data) is automatically filled
into the appropriate payment order fields.

When entering the data into the payment order fields, you can move
between the fields by clicking the desired field or by using the standard
keyboard keys for moving through the text:

<Tab> ............................. move to the next field,

<Shift>+<Tab>............... move to the previous field,

<End> ... move to the end of the field,

<Home>.......................... move to the beginning of the field,

arrow left <«>.................. move to the previous sign in the field,

arrow right <—>>................ move to the next sign in the field,

<Backspace>................... delete the sign to the left of the indicator,

<Delete>......................... delete the sign to the right of the
indicator.

The colors of payment orders in the preparation folder are as follows:

Color of payment order in The payment order Description in the
the preparation of (PO) status “Status” column
payment orders folder
Green PO ready READY
Blue PO with error WITH ERROR
Red Signed PO SIGNED
Violet PO sample (template) TEMPLATE

Marks in the first column of the folder for
preparation of the payment orders

N Urgent PO

? PO with error

A payment order can be bound into a batch only after it wad correctly
completed (the correctly completed payment order is displayed in green color,
with the status »READY«). When a batch is equipped with all necessary
sighatures, it can be sent to the bank.
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Payment orders can be dated in advance.

9.1 Order for payment abroad - VP70

The order for payment abroad VP70 replaced the order 1450. It is used for
all payments abroad.

9.1.1 Entering new order - VP70

It is recommended that all data for beneficiaries abroad doesn’t
contain “¢/s/z"” characters.

(21 HAL E-Bank /Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 = 10| =]

File Wiew Communication Tools Help

ﬁ|&.||$|?ﬂ'3l|?§| ‘5|$¢| T | | 2 |33| [ Foreian payment system |
v EBB LIUBLJANA D.0.0.

secount] - CIB= EBBLIUBLIANA DO, j

Rieview data for.| FAEE =] {[Eoezon - |[oanezioe - |
# Foreign payment order

Preparation W aluedpay o | Credit | Amount | Curre | Details | Statuz | Creation date
[08.04. 2003 SKE BANKA D.D. LILEBLIANA 22000 EUR BILL PAYMENT 12/34.. FPREFARED 05.04. 2008
08.04.2008 MOWA LIUELIANSKES BANKA D.D 22000 EUR  PavMENT 22/23. PREPARED 0F.04.2008
08.04.2008 ABANEAYIPA D.D. 22000 EUR  INTEREST PAYMENT.. PREPARED 05042008
08.04.2008 HYPO ALPE ADRLA BANEA D.D 34500 EUR PAYMEMNT FREFARED 06.04.2008
05.04. 2003 BANKA SPARKASSE DD 93300 EUR  INTERESTS RETURN.. PREPARED 0F.04.2008
09.04.2008 BKS BANK 4G, BANENA PODRL... 238600 CHF PATYMEMNT.. PREPARED 05.04.2008
09.04.2008 POSTMA BANKA SLOVENIE D.D. 3431200 SKK PAYMENT B5/87... PREPARED 0E.04.2008
09.04. 2003 UMICREDIT BAMEA SLOVEMLIA .. 235600 USD  CREDIT PAYMEMT 70/3.. PREPARED 05.04. 2008
09.04. 2008 FACTOR BAMKEA D.D. 3213400 BAM  EXPENDITURE REIMBEU.. PREPARED 05.04. 2008
i 05 BAIFFEISEN BANKA D.D. 2132400 USH  PAYMEMT 34/56. PREFARED (. [4. 2008

Info

|Prepared ... |Marked records Mo: 1/10 |Sum: =21.324,00 UsDj- [z.04. 2

Picture 70: Folder Preparation/Orders

The procedure for entering the VP70 payment order is as follows:

1. Open the Preparation/Orders folder by clicking Preparation in
the left part of the window and then click Orders below it. A list of
payment orders, which you already prepared, will pop up (Picture
70). If there are no prepared payment orders, the list is empty.

Cl ICk Ente rA Foreign payment order - VP70
Faoreign pavment arder - MT103+
Select Foreign payment order - VP70. Payment order - SEPAD]

The VP70 payment order will open (Picture
71).
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Status:
Id: [10WPEKUZTYITHLBA
Prepared:[06.04 2008-14:33.320
Accepted:
Userreference: ] Instrument[ 1 - PAYMENTS, LETTERS OF CREDIT AMD CHEQUES =
Method:l 1 - PAYMENT ABROAD x|
Oiderer Payment data
Account number:[SI56 0510 0701 0001 318 || currency s Amount: | |
Marne:[EBE LIUBLIANA D.0.0 Walue date:] 09.04.2003 E |
Address: [TRZAGKA 113 Coverage currency:| ||
iy |LJUBLJAMNA Expenditure data
Beneficiary Payer of expenditure:| SHA J Shared expenditure |
Accountnumber:| | Payment details
Mame:
Address:
GCity:
Country: |
Recipient bank Intermediary bank
Swift BIC:| | il Swift BIC: | | ;l
Mame: Mame:
Address: Address:
City: City:
Bankid.: Country:
Country:
D ata for statistics
Stat. code  Transaction description
Al | |
Additional data
[ | \
Commentary: forrn no. 3
Prenared by: Signed by Print T =

<]

Picture 71: Foreign payment order - VP70

The sender’s data (your data) is automatically entered into
adequate fields of payment order (name, address, city and
bank account).

In the Beneficiary field, enter the data on beneficiary. You
can type the beneficiary’s country or you can select it from a
drop-down menu, which opens when clicking B The
beneficiary’s account can be stated in the BBAN format as
well. The program will verify the structure of a given account
only when you type a country code (the IBAN account
format).

You can also transfer a beneficiary’s data from the address
book. You can open the Address book of beneficiaries
and their accounts by clicking above the field Account
number of beneficiary. By using a mouse and scrollbar on
the right side, select the required beneficiary. The selected
beneficiary is highlighted. If a beneficiary has multiple
accounts in the address book, select one of the accounts in
the window below (Beneficiary accounts). The selected
account is highlighted. Confirm the selection by clicking
Select. The data on selected beneficiary and account is
written into the adequate payment order fields.

Work with the Address book of beneficiaries and their
accounts is further described in chapter 8 - Address book
of beneficiaries and their accounts.

In the Recipient bank field, enter beneficiary bank data.
You can type the beneficiary bank country or you can select



it from a drop-down menu, which will open when clicking to
m. If you moved a payment beneficiary data into the order
from the address book, this information is automatically
transferred.

In the Currency/Amount field, select the currency, in
which the bank should conduct a required transfer. You can
enter the currency manually or select it from a drop-down
menu by clicking B If the bank changes the transfer
currency, due to it business practice (possible only for the
European monetary union currencies), a user receives the
information on contractual currency on SWIFT confirmation
(SWIFT MT 103: the field 33).

Enter a payment amount. For currencies where amounts are
stated as whole numbers (e.g. JPY), the decimals can not be
entered.

In the Coverage currency field, specify the currency in
which the bank should debit your account. You can enter the
currency manually or select it from a drop-down menu by

clicking B

In the Value date field, a default date of executing payment
is written, as specified by the bank. For the VP70 payment
order, a value date is usually the current date + 2 business
days. The weekends are taken into account, while holidays
are not. For instance: if you are completing a payment order
on Friday, the default value date is Tuesday.

In the field Expenditure data specify, who is covering the
fees and payment costs. You can select among the following
options:

o SHA/Shared expenditure — the fees and payment
costs are divided between beneficiary and sender.

o OUR/Our expenditure — the fees and payment costs
are covered by sender.

o BEN/Partner expenditure — the fees and payment
costs are covered by beneficiary.

In the Payment details field, you can enter up to 35
characters in each line.

The first field serves to enter the information on the invoice
you are paying. In this field, enter only the number by which
the beneficiary will recognize the payment, without any
additional text descriptions. Should the recipient bank offer
such a service, the beneficiary will be informed about the
payment based on this entry.

In the field Intermediary bank, enter the data on the bank
via which your bank should conduct a payment. Enter the
data only if an intermediary bank is clearly stated. The
bank treats the intermediary bank data as an additional
instruction, according to its business policies.
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e In the Instrument field, select a payment instrument from
a drop-down menu. Four options are available:

o 1 - Payments, letters of credit and cheques
(default value),

o0 2 - Reversal of payments, letters of credit
o 7 - Cash,
o 8 - Cash reversal.

e In the Method field, select a payment method from a drop-
down menu. Three options are available:

o 0 - Cheques,
o 1 - Payment abroad (default value),
o 2 - Travelling allowance.

The field serves for entering the additional payment
execution information format. It is used particularly when a
user wants to inform the bank to execute the payment with
a check, which has the same type of operation label as a
regular transfer or if he/she wants to withdraw cash for a
business trip or for cash payment to a foreign partner.

e The User reference field serves for entering data, by which
a sender follows a certain operation item number in back-
office applications.

e In the field Data for statistics enter data for the statistical
report. A user must specify a transaction description and
statistical code for all transfers higher than the amount
determined by the law.

0 Click number 1. From a drop-down menu, select
statistical code and transaction description. The
statistical code can be entered manually. The selected
code and description are transferred into the payment
order.

e The field Additional data serves for entering additional
instructions to the bank. Enter all additional information, for
which there are no specific fields available, for easier and
more accurate transfer execution.

Complete the payment order by clicking OK. The entered order is
placed on the list of prepared orders in the Preparation/Orders
folder.

You can open and change the entered order (double click it or mark
it and select the option Open).



9.2

9.2.1

If you have not completed all fields of the payment order or if you
have entered values that are not allowed in some fields, the
program will warn you about this. Despite missing data you can
save the payment order to the list of orders by clicking OK. Such
orders will be displayed in blue, with the status »WITH ERROR«
and with a question mark. Payment orders with an error can not
be bound in a batch nor sent to the bank.

The correctly entered data on payment orders ensure that funds will be
transferred to a beneficiary quickly and accurately. Prior to sending it to
the bank, a payment order should be formed in a batch. The batch can
only be signed by a responsible person with adequate authorizations.

EU payment order (MT103+ order)

The EU payment order serves for payments within the European union. It

represents a simplified version of the VP70 order. Only a few banks
support MT103+ payment orders, so it is not part of the standard
Hal E-Bank program package.

The MT103+ payment order enables automatic payment processing. By

using it, you can avoid possible additional costs for payments abroad.

The particularities of MT103+ payment order are as follows:
e Currency of payment is always EUR.
e The SWIFT code (BIC) of the beneficiary’s bank is stated.

e The beneficiary account always has to be stated in the IBAN
format.

¢ The mandatory fields of payment order are outlined in blue
(Picture 72).

Entering new EU order - MT103+

Since the payments serve for paying in the EU, please enter data

without “¢/s/z"” characters.

The procedure for entering an MT103+ payment order is as follows:

1. Open the Preparation/Orders folder by clicking Preparation in
the left part of the window and then click Orders below it.

2. Click EnterA. Foreign payment order - VP70
i Foreign payment order - MT103+
Select Foreign payment order - Payment order - SEPAQL
MT103+. Enter a | Delete Fieview

4. The MT103+ payment order opens (Picture 72).
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@ Payment order - MT103+ 21x|

Status

Id: [196B05U2TY 3N PKG
Prepared: |06.04.2008-16:54.19
Accepted

Halogoedajalec / Ordering C (503) Znesek za placilo / Amount to be paid (323)
Ratun ! Yaluta [ Znesek (328 l:l
Account humber | | Currency / Amount )
Maziv [ Mame TEST Zelieni daturn valutaciie | | =
08.04.2008 +H
MNaslov i Address Prefered value date (30) hd

Kraj I City

Prejemnik / Beneficiary (593)
Account { 1BAN) [
Maziv / Name
Maglov f Address
Kraj I City

Driava | Country [

Banka prejemnika / Account With Institution (573) Namen / Details of papment (70}

Swift/BIC | | 2

Maziv [ Name
Maslov [ Address
Kraj i City

Id hanke i Bank d
Driava | Country

Podatki o strogkih / Charges (71a)

Platnik stroskoy f ; -
o i ra w | SHA I Shared expenditure ~ |

Data for statistics

Stat. code  Transaction description
| | \

Pripravil, datum
DoclD [ TRM (21) [196B05U27Y31 PG Prepare by, Date | ‘

Commentarny: farm no. g

print | ok | Eit

2]

Picture 72: Foreign payment order - MT103+

The data Ordering customer (50a) is automatically
entered into adequate fields for the payment order (your
data - name, street, city and account number).

In the Beneficiary (59a) field, enter the recipient’s data.
You can type the beneficiary’s country or select it from a
drop-down menu, which will pop up by clicking on D

The data for the payment beneficiary can also be transferred
from the address book. You can open the Address book of
beneficiaries and their accounts by clicking , located to
the right of the beneficiary’s SWIFT/BIC field. By using a
mouse and scrollbar, right click on the required beneficiary.
The selected beneficiary is highlighted. If one beneficiary has
multiple accounts in the address book, select one of the
accounts from the window below (Beneficiary accounts).
The selected account will be highlighted. Confirm the
selection by clicking Select. The data on selected beneficiary
and account are transferred into adequate fields.

Use of the Address book of beneficiaries and their
accounts is further described in chapter 8 - Address book
of beneficiaries and their accounts.

In the field Account with institution (57a) enter the data
on beneficiary’s bank. You can type the country of the
beneficiary’s bank or you can select it from a drop-down
menu by clicking D If you transferred the data on the
payment beneficiary to the order from the address book, the
data on the beneficiary’s bank is automatically entered.



¢ In the Amount to be paid (32a) field, enter the payment
amount. The MT103+ payments are always in euros — the
payment currency is automatically entered.

e The preferred payment date, as defined by the bank, is
written.

e In the Charges (71a) field, specify who is covering the
payment charges. You can choose among the following
options:

o SHA/Shared expenditure — the fees and payment
costs are divided between beneficiary and sender. This
option is set as default.

o OUR/Our expenditure — the fees and payment costs
are covered by sender.

o BEN/Beneficiary expenditure - the fees and
payment costs are covered by beneficiary.

e In the Details of payment (70) field, you can enter up to
35 characters in each line.

The first field serves to enter the information on the invoice
you are paying. In this field, enter only the number by which
the beneficiary will recognize the payment, without any
additional text descriptions. Should the recipient bank offer
such a service, the beneficiary will be informed about the
payment based on this entry.

e In the field Data for statistics enter data for the statistical
report. A user must specify a transaction description and
statistical code for all transfers higher than the amount
determined by the law.

o Click number 1. From a drop-down menu, select
statistical code and transaction description. The
statistical code can be entered manually. The selected
code and description are transferred into the payment
order.

Complete the payment order by clicking OK. The entered payment
order is placed on a list of prepared orders in the
Preparation/Orders folder.

You can open and change the entered order (double-click it or
highlight it and select the option Open).

If you have not completed all fields of the payment order or if you
have entered values that are not allowed in some fields, the
program will warn you about this. Despite missing data, you can
save the payment order to the list of orders by clicking OK. Such
orders will be displayed in blue, with the status »WITH ERROR«
and with a question mark. Payment orders with an error can not
be bound in a batch nor sent to the bank.

The correctly entered data on payment orders ensure that funds will be
transferred to a beneficiary quickly and accurately. Prior to sending it to
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9.3

the bank, a payment order should be formed in a batch. The batch should
be signed by one or more authorized persons.

European payment order SEPAO1

SEPA represents a single area of payments in euros. It includes 13 euro-
zone countries, 14 remaining members of the EU, Iceland, Norway,
Liechtenstein, Switzerland and nine areas under the EU administration. In
this area, customers, businesses and other users of payment services can
make and receive payments in euros under the same basic conditions, with
the same rights and obligations within each EU country as well as among EU
countries.

The particularities of SEPAO1 payment order are as follows:
e Currency of payment is EUR.

e The sender’s and beneficiary’s accounts must be stated in the
IBAN format.

e The SWIFT codes (BIC) of beneficiary’s and sender’s bank are
stated.

e The payment execution costs are shared between a sender and
a beneficiary (SHA — shared costs).

9.3.1 Entering new order - SEPAO1
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The procedure for entering the European payment order SEPAO1l is as
follows:

1. Open the Preparation/Orders folder by clicking Preparation in
the left part of the window and then click on Orders, below.

2. Click the Enter A Button. e

3. Select Payment order — SEPAO1 Fareign payment orcer - MI10%+
’ ) Pavment order - SEPADL

4. The first page of the payment order SEPAO1 [Enter & Ui BEiey
will pop up (Picture 73).




@ SEPAD1 payment order 21

10VPSKRTSTEKLT 728

Orderer
1BAN, | BankBIC: [LBASIZx
Mame: [SOMCEK D.0.0

Address [TRZA5KA 118
Gy [LIUBLJANA

Cauntry [SLOVENIA | 1D corp- user| Taxno.  ~if
Papment  Amount: Req. execution date
[EUR | I 10.02.2008 3 -|
Orderer reference; Beneficiary reference:
]NRC_:_H | |NRC vi
Payment details (140 characters;:
Beneficiary _71
1BAN; | Bank BIC: | |
Marne: | |
Address: | |
City: | |
Country: | | .1 1D corp. user] Taxno. = |
Statistics ' :
Stat code  Transaction description
[1] [l |
Commentan: form no. 1

Prepared by: Signed by pint. | ok | et

E“«I 4' Pagel from 2 plwl

Picture 73: Payment order - SEPAOQO1, first page

The sender’s data (your data) is automatically entered into
the fields of the payment order (name, street, city and
account number).

Enter the beneficiary’s data into the Beneficiary field. You
can either write in or choose the country of the beneficiary
from the list that opens by clicking m The BIC code of the
beneficiary’s bank also must also be entered.

Data on payment beneficiary can be transferred from the
address book too. The Address book of beneficiaries and
their accounts can be opened by clicking above the field
Bank BIC of the beneficiary’s bank. The selected beneficiary
is highlighted. If one beneficiary has multiple accounts in the
address book, select one of the accounts in the bottom
window (Beneficiary’s accounts). The selected account is
highlighted. Confirm the selection by clicking Select. The
data on the selected beneficiary and the account is copied
into the appropriate fields of the payment order.

Enter the payment amount into the field
Payment/Amount. The payment order SEPAO1 can be paid
only in euros — the payment currency is written

automatically.

The default date of the payment is written in the field Req.
execution date.

The length of the description in the Payment details field
depends on the type of the selected beneficiary’s reference.
You can enter up to 35 characters into the Payment details
field for the reference types SIB, IPI, RFB and INV, and up
to 140 characters for the type NRC.
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e The sender’s reference can be either of type NRC or of type
SIO.

e In the Statistics field, enter statistical code and transaction
description for the transaction. The user must define
statistical description for all transfers, higher than the
amount determined by the law. You can enter the statistical
code manually or select it from a drop-down menu by
clicking on B

e The European payment order SEPAO1l contains two pages.
The second page of the payment order opens by clicking the
arrow on the bottom of the form. The second page serves for
entering the beneficiary’s identificators. The identificators are
identical to the ones you can enter into the Address book
of beneficiaries and their accounts.

10VPEKTSYSKLTT 38
Drderer Beneficiary
BIC: BIC:
IBEL: IBEL
BEI: BEL:
EAMGL: EAMGL:
CHIPS: CHIPE:
DLINE: DUNE:
Bank no.: | | Bank no.: | |
Tax ho.: | | Taxno.: | |
Other Other
Murmber: [ | Murmber: [ |
Issuer: | | Issuer: | |
Orderer Beneficiary
[ | | | =
Commentary: farm na. 1
Frepared hy: Signed hy: Print i Ok I Exit
|Ll|«l4l Page2 from 2 hl»

Picture 74: Payment order — SEPAO1, second page

You can enter only one identificator for an individual; however, you
can enter multiple identificators for a legal entity.

. Complete the payment order by clicking Confirm. The entered

payment order is placed on a list of prepared payment orders in
Preparation/Orders.

. You can open and change the entered payment order (double-click

it or mark it and choose the option Open).



9.4

9.4.1

9.4.2

If you have not completed all required fields of the payment order
or if you have entered values that are not allowed in some fields,
the program will warn you about this. Despite missing data, you
can save the payment order to the list of orders by clicking
Confirm. Such orders will be displayed in blue, with status »WITH
ERROR« and with a question mark. Payment orders with an error
can not be bound in a batch nor sent to the bank.

Correctly entered data on payment orders ensures that funds will be
transferred to the beneficiary quickly and accurately. Prior to sending it
to the bank, a payment order must be formed in a batch. The batch can
only be signed by a responsible party with proper authorizations.

Changing entered payment orders

Changing payment order data

The procedure for changing the entered payment order data in the

Preparation/Orders folder is as follows:

1. Open the Preparation/Orders folder by clicking Preparation in the
left part of the window and then click Orders below it. The list of
prepared payment orders will open.

2. Find the payment order you would like to edit. Click it. The selected
payment order will be highlighted.

3. Click the Open button or click the selected payment order twice. The
window with the selected payment order will appear on the screen.

4. Click the field, in which you would like to change the data. Enter the
change into the field.

If you would like to change any other field, repeat step 4.

Validate all the data in the payment order by clicking OK. If you
would like to revoke the changes, click Cancel or press the <Esc>
Key.

Changing data in payment order bounded into
batch

The data in a payment order bounded into a batch can also be changed.
You can change only a payment order in a prepared batch. The prepared
batch is displayed in green, with the status »READY«.

The procedure for changing the data of a payment order, bound in a
batch, is as follows:

1. Open the Preparation/Batches folder by clicking Preparation in
the left part of the window and then click Batches below it.

2. Mark the batch with the payment order you would like to change.
The selected batch is highlighted.

3. Click Open, Open.
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9.5
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Click Orders in the batch.

Select the payment order you would like to correct. Click Open.
Enter the changes. Confirm the changes by clicking OK.

You can change the debit date for payment orders in the prepared
batch. Select the payment order whose debit date you would like to
change. Click Change value/payment date.

Changing value/payment date for multiple

payment orders

The procedure for changing the debit date for multiple payment orders at
once in the Preparation/Orders folder is as follows:

1.

4.

Open the Preparation/Orders folder by clicking Preparation in
the left side of the window and then click Orders below it. A list of
entered payment orders will pop up.

Find the payment orders whose value/payment date you would like
to change. Mark these payment orders. The selected payment
orders are highlighted.

Move ko anokher accounk

Select Other and then Change
val ue/payment date. hange of valuefpavment date

Enter the date and confirm the change by Other. = |
clicking the OK button, or press the <Enter> key.

Changing the debit date for payment orders, bound into a batch, is
described in chapter 9.4.2 - Changing data in payment order
bounded into batch.

Moving payment orders between accounts

If you would like to pay the payment order(s) from another account, you
can move them to that account by following the next procedure:

1.

Open the Preparation/Orders folder by clicking Preparation in
the left side of the window and then click Orders below it.

Find the payment order you would like to move. Click it. The
selected payment order is highlighted. You may select more than
one payment order.

Move ko anokher accounk

Click Other and then Move to another
account.

hange of valuefpavment date

A list of accounts, with which you conduct Other. = |
your business through the Hal E-Bank program, will appear.

Select the account to which you would like to move the selected
payment order. Confirm the selection by clicking OK. The list of
accounts can be closed by clicking Cancel.

After the successful re-placement of payment orders, the message
on the number of replaced payment orders appears.

In the Account field, select the account to which you wanted to
move a payment order. The replaced payment orders are placed on



9.6

9.7

9.8

a list of entered payment orders in the Preparation/Orders
folder.

Duplicating rejected or cancelled payment
orders

Information on payment order, which was rejected by the bank or
cancelled after you had sent it to the bank, does not to be re-entered
manually. Follow the instructions in chapter 9.8.2 - Duplicating archived
payment orders. Every payment order receives a unique number, which
can not be changed. This means the rejected payment order can not be
sent for payment directly; instead, such payment order has to be duplicated
to obtain a new unique number.

A payment order can be rejected if, for example, there were not enough
funds on the account from which payment orders were sent to the bank. A
payment order can be rejected for other reasons too, e.g. due to incorrectly
entered data.

Deleting payment orders

The procedure for deleting payment orders from a list of prepared
payment orders in the Preparation/Orders folder is as follows:

1. Open the Preparation/Orders folder by clicking Preparation in
the left part of the window and then click Orders below it.

2. Find the entered payment order you would like to delete. Click it.
The selected payment order is highlighted. You may select more
than one payment order.

3. Click Delete.

Confirm the deletion by clicking Yes. The selected payment orders
will be erased from a list of prepared payment orders. The
deletion can be revoked by clicking No.

Once the payment orders are deleted, you can not recall them back.
Prior to deletion, please make sure that you really want to delete the
selected payment orders.

Payment orders archive

The payment orders sent to the bank are placed on a list of archived
payment orders in the Archive/Orders folder. The archived payment
orders can be reviewed, exported, duplicated, deleted, and printed. The
sent payment orders with the debit date later than the current date can also
be cancelled.

91



9.8.1

9.8.2
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If you don’t see the desired payment orders in the Archive/Orders
folder, then perhaps you haven’t chosen the right time period for
the displayed documents. The selected period must include the
debit date of a sent payment order and not the date of preparation

or delivery to the bank.

Displaying archived payment order

The procedure for displaying a detailed content of an archived payment
order is as follows:

1.

Open the Archive/Orders folder by clicking Archive in the left part
of the window and then click Orders below it. The list of payment
orders you sent to the bank will pop up.

Find a payment order you would like to display. Click it. The selected
payment order will be highlighted. Click Open or double-click the
selected order. A window with the selected payment order will pop

up.

. A payment order can be displayed as if it was printed on paper. Mark

the order. Click Review. You may also select multiple payment
orders.

You can open a reference of a batch, in which the payment order
was sent to the bank. Select the payment order. The selected
payment order is highlighted. Click Open, Reference.

. A payment order can also be printed. Click the payment order you

would like to print. Click Print. You may also select multiple
payment orders at once.

Duplicating archived payment orders

The payment order which you have already sent to the bank can be sent
again - it is not necessary to enter all the data again.

The procedure for duplicating an archived payment order is as follows:

1.

Open the Archive/Orders folder by clicking Archive in the left side
of the window and then click Orders below it.

Find a payment order you would like to duplicate. Click it. The
selected payment order is highlighted. You may select multiple
payment orders at once.

Click the Duplicate button.

4. A list of your accounts in the Hal E-Bank program will appear.

Select the account, from which you want to send the selected
payment orders. Confirm the selection by clicking OK. The list can
be closed by clicking Cancel.

After a successful duplication, the message about the number of
payment orders that were duplicated for the selected account will

pop up.



9.8.3

7. In the Account field, select the account from which you want to
submit payment orders again. The duplicated payment orders are on
the list of entered payment orders in the Preparation/Orders
folder.

Canceling sent payment orders

By deleting a payment order from a list of archived payment orders,
you don’t cancel the payment request!!

A cancellation request can only be sent for payment orders with the
status »SENT «.

9.8.4

Due to a fast processing of payment orders via modern banking methods,
banks don’t ensure a successful cancellation of payment orders with a
current value/payment debit date. You can submit the cancellation, but it is
not assured that the termination of payment order with current
value/payment date will be successful.

However, payment orders with value/payment date set on a future date
can be successfully cancelled.

The procedure for sending a cancellation request for payment order is as
follows:

1. Open the Archive/Orders folder by clicking Archive in the left part
of the window and then click Orders below it.

2. Find a payment order you would like to cancel. Click it. The selected
payment order is highlighted. You may also select multiple payment
orders at once.

3. Click Cancellation.

4. Enter the personal identification number (PIN) and click the OK
button or press <Enter>.

5. The Hal E-Bank program connects to the bank’s server immediately
and communicates a request for cancellation. A status of the
selected payment order changes from »SENT« into »IN
CANCELLATION« in the Archive/Orders.

6. Refresh the data in a while. If the payment order cancellation was
successful, the status will change from »IN CANCELLATION<« into
»CANCELLED «.

Deleting archived payment orders

By deleting a payment order from a list, the payment request isn’t
canceled! If you want to cancel tahe payment order, follow the
instructions in chapter 9.8.3 - Canceling sent payment orders.

You can delete only payment orders with status »BOOKED« or
»REJECTED«. The payment orders with a different status are still being
processes by the bank.
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The procedure for deleting payment orders from the list of archived
payment orders is as follows:

1. Open the Archive/Orders folder by clicking Archive in the left part
of the window and then click Orders below it.

2. Find a payment order you would like to delete. Click it. The selected
payment order is highlighted. You may also select multiple payment
orders.

3. Click Delete. Confirm the deletion by clicking Yes. The selected
payment orders will be deleted from a list of archived payment
orders. The deletion of payment orders can be revoked by clicking
No.

Once the payment orders are deleted, you can not recall them back.
Therefore, before deletion, please make sure you really want to
delete the selected payment orders.

9.8.5 Exporting archived payment orders
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Hal E-Bank payment orders can also be exported. The prepared
payment orders are exported into a text file, which can then be imported
into other programs. You can also save the regular payment orders,
which can be imported later if needed. The procedure for exporting
archived payment orders is described in details in chapter 20.2.3 -
Exporting orders into a file.



10 Transfers

Hal E-Bank enables the transfer of funds (and conversion) on own or

partner’s account, currency purchase and other types of operations with
currencies.

10.1 Entering new order — Money transfer

The procedure for entering a new transfer of funds order is as follows:

1.

Open the Preparation/Transfers folder by clicking Preparation
in the left part of the window and then click Transfers below it.

Click Enter.

The Money transfer payment order will open (Picture 75).
2]

Status:

Id: |1 0WPEKUZTYIKCWEZ
Prepared:[06.04.2008-17:05.50
Accepted:

Reference:|
Walue date:[ 07 04 2002 2 v |

Orderer

Marmme, street and city Coverage currency Armount

EBB LJUBLJANA D.Q.C.
TRZASKA 118 Dehit accaunt
LIUBLIANA [05100-012345R626 |
Details
Beneficiary
Mame, street and city l‘ Credit currency Amount
Credit account
| |
Credit reference
Additional data ‘ |
Instructions to the bank
| |
Commentary:
Prepared by: Signed by farm no. 3
pint | ok | e

Picture 75: Transfer order

e The sender’s data (your data) is automatically entered into

the adequate fields of payment order (name, street, city and
debit account).

e The default value date, as defined by the bank, is written.
e You can enter up to 140 characters in the Details field.

e In the Beneficiary field, enter the data on payment
beneficiary/receiver. You can make a transfer to your
account (the sender’s and beneficiary’s data is the same) or
to any other account within the same bank.

You can enter a beneficiary data into the transfer of funds
payment order directly or you can transfer it from the
address book. The details are described in chapter 8 -
Address book of beneficiaries and their accounts.
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e In the Coverage currency field, select the currency in
which the bank should debit your account. You can enter the
currency manually or you can select it from a drop-down
menu by clicking E|

e In the Credit currency field, define a currency, in which the
bank should execute the transfer. You can enter the currency
manually or you can select it from a drop-down menu by
clicking |....

¢ In the Amount field, enter a transfer amount. You can
enter the amount for debit or credit currency. You
cannot enter both amounts, as the bank does the calculation
according to the valid exchange rate.

e In the Credit reference field, you can enter the transfer
reference (the field is not mandatory).

The transfer of funds order should not be used for informative
calculation of currency conversion. Entering a transfer of funds
order gives the bank the instruction to execute!

The informative balance conversion into other currencies is
described in chapter 17.2.2 - Informative conversion of balance into
other currencies.

10.2 Handling transfer of funds orders

The handling of transfer of funds orders is the same as handling payment
orders. Changing, sending again, deleting and moving payment orders is
described in chapters 9.4, 9.5, 9.6 and 9.7.

You can not change the value/payment date or the value date for transfer
of funds orders, which are already in a batch.

10.3 Archive of transfer of funds orders
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The work in the Archive/Transfers folder is the same as the work in the
Archive/Orders folder. A more detailed description is available in chapter
9.8.



11 Batches

Before sending them to the bank, bind the prepared payment orders in
payment batches. The appropriate authorization is required for creating
batches. A batch should be signed by one or more authorized persons with
appropriate authorizations and singing categories.

The colors of prepared packages in Preparation/Batches folder are the

following:

Color in batches Batch status Description in “Status”

preparation folder column

Green Prepared batch PREPARED

Red Signed batch SIGNED

Purple Batch sent to remote WAITING FOR
signing SIGNATURE

Purple Batch returned from RETURNED FROM REMOTE
remote signing SIGNING

Grey B_atc_h sent to remote IN REMOTE SIGNING
signing without

. . WITHOUT CONFIRMATION

confirmation

Only the batches with all necessary signatures can be sent to the bank.
Such batches are displayed in red with the status »SIGNED«.

11.1 Binding payment orders into a batch

Only the correctly prepared payment orders can be bound. Such payment
orders are displayed in green with the status »SIGNED«.

1. Open the Preparation/Orders folder by clicking Preparation
button on the left side of the window and then Orders.

2. Select payment orders, which you would like to bind in a batch. The
selected payments orders will be highlighted.

3. Click Into batch. The window containing basic batch data will open

(Picture 76).

Selected orders - Collectively signing ﬂ
1. Cumulative view of selected orders

If wou want to sign a group of documents without prior check, click ALL,
g othenwize click INDIVIDUALLY.

In walue of I

=50.083.133.00

2.564.00 ded i

= Far detailed view of a
=1.374.00 group of selected

=147171.089.00  documents press

DETAILS button.

Currency denotation | Mumber |
CHF 3
EUR 1
EUR 3
EUR 2

Tatal number of orders: 3

| lndividuallyl Lancel |

LiT(E)bank Al

Picture 76: Batch statistics

4. By clicking Details, you can review a list of payment orders, which
will be included into the batch.
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5. Confirm the batch creation by clicking OK or cancel it by clicking
Cancel or <Esc>. A window containing information on batch signatures
will open (Picture 77). A batch can be fully or partially signed in this
phase depending on the number of left and right signatures, required
for the account, and depending on user’s signature category.

New batch creation

Batch reference: |1 4.04.2008 10:49.24

Batch |D: 19EB0B0SBOCD S8R

Debit account Mo.: 5156 0201 0001 0001 054
Order type in batch: Fareign payment order
Mo, of orders in batch: |

Debiting date/currency: 16.04.2008

Checksum:

Batch prepared by:

Batch creation date: 14.04.2008 10:43
Batch status: PREFARED
Batch status change date: 14.04.2008 10:43

Marne of the file with a batch to impart:
Left-side signers [category] ——— |~ Right-side signess [categorny]

2 = 2 3
3 A 3 S
Bt Corel_|

Picture 77: Batch signatures

6. Upon binding the payment orders into the batch, the highlighted orders
disappear from the Preparation/Orders folder. The new batch moves
into Preparation/Orders folder. In this folder the batches can be
finally signed (chapter 11.6 — Signing batch)

If the batch was prepared and signed by the person with first signature
category, the signed batch moves to Delivery folder (the batch for
sending doesn’t need additional signatures).

11.2 Including additional payment orders into
already prepared batch

You can include prepared payment orders from the Archive/Orders
folder into an already prepared batch. The prepared batches are displayed
in green with the »PREPARED« status. Only a correctly prepared
payment order can be included into a batch (displayed in green and with
the »PREPARED« status).

The procedure for including payment order into a prepared batch is as
follows:

1. Open the Preparation/Batches folder by clicking Preparation on
the left side of the window and then below it click Batches. Click a
batch to which you would like to include a payment order. The
selected batch will be highlighted.

2. Click Open, Open.
3. Click Orders in the batch.

4. Click Add. A list of prepared payment orders will open in the
Preparation/Orders folder.
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5. Mark a payment order, which you would like to include into a batch.

The selected payment order will be highlighted. You can also select
multiple payment orders.

. By clicking OK, the selected payment orders will be included into a

batch. By clicking Cancel, you can return to the list of payment
orders in the batch.

Signed batches were already signed by an authorized person. They
are displayed in red with the status »SIGNED«. Before making any

changes, the sighed batches should be unlocked.

11.3 Unbinding batches

Only prepared batches can be unbound. They are displayed in green with
the status »PREPARED«.

A batch with the status »SIGNED« is already signed by the

authorized person and it has to be unlocked prior to any changes.
The unlocking procedure is described in chapter 11.7 — Unlocking

batch.

The procedure for unbinding a batch is as follows:

1.

Open the Preparation/Batches folder by clicking Preparation on
the left side of the window and then below it to Batches. The list of
prepared batches appears.

Find a batch you would like to unbind. Click it. The selected batch is
highlighted.

Click Unbind.

The window with a batch data opens. Confirm the unbinding by
clicking Unbind. The payment orders from the batch are moved into
the Preparation/Orders folder. Unbinding can be canceled by
clicking Cancel.

The package unbinding data is saved in the Archive/Batches folder. The
unbound batch obtains the status “BROKEN".

11.4 Excluding payment orders from a batch

Individual payment orders can be excluded from a batch. They can be
excluded only from prepared batches, which are displayed in green and
have the status »PREPARED«.
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Payment orders can only be excluded from a batch with the status

»PREPARED<«. A batch with the status »SIGNED« was already

sighed by the authorized person and it should be unlocked prior to
any changes. The unlocking procedure is described in chapter 11.7 —

Unlocking batch.

The procedure for excluding individual payment orders from a batch is as
follows:

1.

Open the Preparation/Batches folder by clicking Preparation on
the left side of the window and then below it to Batches. A list of
prepared batches will appear.

Find a batch, from which you would like to exclude payment orders.
Click it. The selected batch will be highlighted.

Click Exclude.
The window containing batch data will open.

Click Orders in the batch. The window containing a list of payment
orders in a batch will open.

Select a payment order, which you would like to exclude from a
batch. The selected payment order will be highlighted. You can also
select multiple orders. Click Exclude.

The selected payment orders move to the list of excluded payment
orders and they are deleted from a list of orders in the batch. You can
select between a display of excluded or included payment orders.
According to the selected display, by using buttons Exclude and Add
you can exclude payment orders from the batch or include payment
orders back into the batch.

By clicking OK, you return to the window with data on batches and
additional statistics on excluding payment orders. You can finally
confirm the exclusion of payment orders by clicking OK or by
canceling with Cancel or <Esc> button.

Payment orders that were excluded from a batch are moved into
Preparation/Orders folder.

11.5 Deleting payment orders from a batch
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You can also delete payment orders from the prepared batch. The
prepared batches are displayed in green with the status »PREPARED«.

The procedure for deleting payment order from a batch is as follows:

1.

Open the Preparation/Batches folder by clicking Preparation in
the left part of the window and then to Batches below it. Click a
batch, from which you want to delete a payment order. The selected
batch will be displayed highlighted.

Click Open, Open.
Click Orders in the batch.

Mark a payment order you would like to delete. The selected payment
order will be displayed highlighted. You can also select multiple



payment orders.
Click Delete.

Confirm the deletion of payment orders by clicking Yes. By clicking
No, you can cancel the deletion of orders from the batch and return
to the list of payment orders in the batch.

Once you delete payment orders, you can not recall them back.
Therefore, before deleting please make sure that you really want to
delete the selected orders.

11.6 Signing batches

To sign a batch, up to six signatures may be required, depending on the
individual account. The number and type of signatures, required for a
particular batch, is evident from the window with the batch data, which
opens when signing a batch (Picture 77).

The types of signatures a user can ensure depend on user’s signature
category. You can read more on authorizations and signature categories in
the chapter 6.1 - System of authorizations for Hal E-Bank.

Only prepared batches can be signed. They are displayed in green and
have the status »PREPARED«.

The procedure for signing a prepared batch is as follows:

1. Open the Preparation/Batches folder by clicking Preparation in
the left part of the window and then below it to Batches. A list of
prepared batches will appear.

2. Find a batch you would like to sign. Click it. The selected batch will be
displayed highlighted.

3. Click Sign.
The window with a batch data opens.

5. Confirm the batch signing by clicking Sign, if you want to sign the
selected batch. If you don’t want to sign the displayed batch, click
Cancel or the <Esc> button.

6. The batch, containing all required signatures, is displayed in red, with
the status “SIGNED”. Such batch is also visible in the Delivery
folder, where it is waiting to be sent to the bank.

The procedure for sending batches into the payment is described in
chapter 16.2 - Sending documents to the bank.

11.7 Unlocking batches

A batch with the status »SIGNED« has already been signed by an
authorized person and it has to be unlocked prior to any changes. Only the
signed documents can be unlocked. They are displayed in red and with the
status »SIGNED«.

The procedure for unlocking a signed batch is as follows:
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1. Open the Preparation/Batches folder by clicking Preparation in
the left part of the window and then below it to Batches. A list of
prepared batches will appear.

2. Find a batch you would like to unlock. Click it. The selected batch will
be displayed highlighted.

3. Click Unsign.

The unlocked batch is displayed in green with the status
“PREPARED”.

11.8 Reviewing batches and payment orders in
batches

In the Preparation/Batches folder you can select e b oo o
between a view of a list of batches and a view of Send in sigring
payment orders in those batches You can switch
between the views by clicking Other, View and then
you can decide for either Batches or Orders. Other.. & |

Wiew 3

In both views, you can review a certain batch or a certain payment order.
Mark the batch or payment order and click Open. If you have chosen a
batch, a window containing a batch data will open. If, however, you have
chosen an order, a window containing the selected order will open.

11.9 Moving batches to another account

If you would like to pay a batch or multiple batches at the same time from
a different account, you can move a batch to another account. Only a
prepared batch can be moved. It is displayed in green and has the status
»PREPARED«.

The procedure for moving a batch to a different account is as follows:

1. Open the Preparation/Batches folder by clicking Preparation in
the left part of the window and then to Batches below it. A list of
prepared batches will appear.

2. Find a batch you would like to move to another account. Click it. The
selected batch will be displayed highlighted. You can also select
multiple accounts.

3. Click Other, Move to another account.

A list of accounts you are conducting operations with via Hal E-Bank
will appear. Select the account to which you want to move a batch.
Confirm your selection by clicking OK. You can close a list of accounts
by clicking Cancel.

5. In the Account field, select the account, to which you wanted to
move a batch. The moved batch is placed on a list of batches in the
Preparation/Batches folder.

11.10 Reviewing archived batches

The data on sent and unbound batches is displayed in the
Archive/Batches folder.
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The procedure for reviewing detailed information is as follows:

1. Open the Archive/Batches folder by clicking Archive in the left part
of the window and then below it to Batches. A list of prepared and
unbound batches will appear.

2. Find a batch you would like to review. Click it. The selected batch will
be displayed highlighted. You can also select multiple batches.

3. Click Open and Review.

The window containing batch data will open. By clicking Orders in
the batch, you open a list of payment orders included in this batch.

11.11 Deleting batches

You can delete batches from the Preparation/Batches folder only if they
haven’'t been signed yet. The batches with the status »SIGNED« were
already signed by the authorized person and they must be unlocked prior to
any activity.

In the Archive/Batches folder all batches can be deleted.

Once you delete batches, you can not recall them back any more.
Therefore, before deleting please make sure that you really want to
delete the selected batches.

The procedure for deleting batches is as follows:

1. Open the Archive/Orders folder or the Preparation/Batches
folder.

2. Find a batch you want to delete. Click it. The selected batch will be
displayed highlighted. You can also select multiple batches
simultaneously.

3. Click Delete. Confirm the deletion by clicking Yes. The selected
batches will be deleted from the list of batches. The deletion of
batches can be canceled by clicking No.

11.12 Sending batches to the bank

The signed batches are located in the Delivery folder and waiting to be
sent to the bank. The delivery of documents to the bank is described in
chapter 16.2 - Sending documents to the bank.

The successfully sent batches are moved from the Preparation/Batches
folder to the Archive/Batches folder, while they are also removed from
the Delivery folder.

11.13 Sending batches into remote signing

The remote signing enables signing of batches from a remote location.
Through the web portal Hal E-Bank/Web, an authorized person can sign the
batches, which were sent to remote signing from the Hal E-Bank program.

The procedure for sending a batch to remote signing is as follows:
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. Open the Preparation/Batches folder by clicking Preparation in the

left part of the window and then below it Batches.

2. A list of prepared batches will appear.

3. Find a batch you want to send to remote signing. The batch must be

displayed in green, with the status “PREPARED”. Click it. The
selected batch will be displayed highlighted. You can also select
multiple batches.

. Click Other, Send in signing.
5. Enter your personal number (PIN).

6. The batch, which you sent to remote signing, is written in violet in

the Preparation/Batches folder. The status of the batch has
changed from “PREPARED” to “IN REMOTE SIGNING”.



12 Files *

*The exchange of files is not supported by all banks. In such case, this
functionality is either invisible or inactive in the program.

The Hal E-Bank program enables the exchange of different files between a
user and the bank. The bank defines a type of files, which it accepts for
further processing, with a register. The user receives the register when
refreshing data.

12.1 Preparing files

12.1.1 Entering new file

The procedure for entering a new file is as follows:

1.

Open the Preparation/Files folder by clicking Preparation in
the left part of the window and then Files below it.

Click the button Enter.

From a displayed list, select a type of document you want to
enter. If, after clicking Enter, the list of files doesn’t pop up or it
is empty, the program doesn’t have a register of files. Try to
refresh data.

The window for selecting files will pop up. Find a path to the file,
which you want to enter. Confirm the selection by clicking Open.

The window with a notice on the number of successfully imported
files or errors will pop up.

Close the window. The entered file is placed on a list of prepared
files. The file is displayed in green with the status »PREPARED«.

12.1.2 Deleting files

The procedure for deleting files from a list of prepared files is as
follows:

1.

Open the Preparation/Files folder by clicking Preparation in
the left part of the window and then below it click Files.

A list of prepared files will pop up.

Find a file you would like to delete. Click it. The selected file will
be highlighted.

Click Delete.

Confirm the deletion by clicking Yes. The selected file will be
deleted from the list of prepared files. If you don’t want to delete
the file, you can cancel the deletion by clicking No.
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You can not delete files with »SIGNED « status. These files were
already signed by an authorized person and they have to be
unlocked prior to any changes. The unlocking procedure is
described in chapter 12.2.2 - Unlocking files.

12.2 Signing and unlocking files

Only signed files can be sent to the bank. The signed files are
displayed in red with the status »SIGNED«. A file can only be signed
by an authorized person with an adequate authorization for signing.

12.2.1 Signing files

Only files displayed in green with the status »PREPARED« can be
signed.

The procedure for signing a prepared file is as follows:

1. Open the Preparation/Files folder by clicking Preparation
in the left part of the window and then below it click Files.

A list of prepared files will pop up.

Find a prepared file you would like to sign. Click it. The
selected file will be displayed highlighted. Only one file can be
marked.

Click sign.
A dialog box with file statistical data will pop up.

6. Confirm the file signing by clicking Sign. The selected file will
be signed. You can cancel the signing of files by clicking
Cancel or the <Esc> button.

7. The file with all required signatures is displayed in red with the
status »SIGNED«. Such file is also visible in the Delivery
folder, where it is waiting to be sent to the bank.

12.2.2 Unlocking files

The signed file, displayed in red and with the status »SIGNED«,
can be unlocked only by an authorized person.

The procedure for unlocking the signed file is as follows:

1. Open the Preparation/Files folder by clicking Preparation
in the left part of the window and then below it click Files.

2. A list of files will pop up. Find a file you would like to unlock.
Click it. The selected file will be displayed highlighted. Only
one file can be marked.

3. Click Unlock.

4. The unlocked file is displayed in green on the list of prepared
files and has the status “PREPARED”.
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12.3 File delivery

The signed files are moved to the Delivery folder, where they are
waiting to be sent to the bank. The delivery of documents to the bank is
described in chapter 16.2 - Sending documents to the bank.

The successfully sent files are moved from the Preparation/Files
folder to the Archive/Files folder, where they obtain the status "SENT",
while they are also removed from the Delivery folder.

12.4 Reviewing received files

In the Review/Files folder the files you received from the bank are
displayed (Picture 78).

(3 HAL E-Bank/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 - |EI|1|
Flle Wiew Communication Tools Help
ﬁf|&||@|%gl|{ﬁ§|§|§£|?||?‘gg|IDomesticpaymentsystem j
~ EBB LIUBLJANA D.O.O. e
l a @‘b k Account| ? EEBE LJUBLJANA D.OO. j
ﬁ l \oan =
= Freview data for| MONTH =] [oiosz00e ~|[roazooe | - |
Review files
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Ratun v eSlog ...  E-Ratun 1l 47 46KB  19.10.2007 19.12.2007 10WP5H
o= Ratun v HTML ... E-Ratun 1.htrnl 12.25KB  19.10.2007 19.12.2007 10WP5H
Ratun v PDF o..  E-Ratun 1.pdt B4.46KE  19.10.2007 19.12.2007 10WP5H
Specifikaciapo...  E-Radun il B2.08KE  19.10.2007 19.12.2007 10WP5H
ek RadunvesSlog... E-Radun 2wl 47.46KE  19.10.2007 19.12.2007 10WP5E
balance Radun v HTML ... E-Ratun 2 htral 12.28¢B  19.10.2007 19.12.2007 10WPSH
tranzactions Ratun v PDF 0. E-Radun 2pdt B4.46KE  19.10.2007 19122007 10WP5E
Specifikaciia po E-Racun 2 wrnl E2.08KB 19.10.2007 19.12.2007 10MP5E
statements
notices
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Picture 78: Reviewing files

When reviewing files, the following options are available:

1. You can open the file. Double click it or click Open. The files,
which were open, are marked with the icon & .
2. You can display the file, as if it is printed on the paper. Mark

the file. Click Review. You can also select multiple files. The
files, which were reviewed in this way, are marked with the

icon & .

3. The files can also be printed. Click the file you would like to
print. The selected file is displayed as highlighted. Click Print.
The files, which were printed, are marked with the icon =

4. The files can also be exported. Exporting files is the same as

exporting transactions or statements (chapter 20.4 -
Exporting transactions and statements). The exported files

107



are marked with the icon & .

5. You can delete the selected file by clicking Delete. Confirm the
selection by clicking Yes. You can cancel the file deletion by
clicking Cancel.

Once you delete files, you can not recall them back any more.
Therefore, before deleting, please make sure that you really want
to delete the selected files.

12.5 Reviewing archived files

In the Archive/Files folder there is a list of files, which you sent to the
bank.

The same options for reviewing are available as for reviewing the
received files (chapter 12.4 - Reviewing received files).
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13 Forms *

*Not all banks support forms. In such case, this functionality is either
invisible or inactive.

The forms serve for additional services offered by banks. The bank
specifies a type of form the user receives upon refreshing data. A user
completes a form and sends it to the bank.

13.1 Preparing forms

13.1.1 Entering new form

The procedure for entering data into a form is as follows:

1. Open the Preparation/Forms folder by clicking Preparation in
the left part of the window and then below it click Forms.

2. A drop-down menu with different types of forms (Picture 79) will
pop up. Select a type of form by using a drop-down menu (it can
also be empty). By clicking Set as default, the form will become

default.
E-Forms review f
IA-HaéunU‘I j Set as default |
E-Invnlca _I—
E-Raiun
Postavkell
Select service

Picture 79: Selecting e-form

Click the button Enter.
The selected form will open.

Complete the form.

2B

By clicking Save, you save the completed form. You can sign the
form right away by clicking Sign.

13.1.2 Deleting forms

Only the prepared forms can be deleted. They are displayed in
green. The signed forms (displayed in red) were already signed
by an authorized person. Prior to any changes, the sighed forms

must be unlocked (chapter 13.2.2 - Unlocking ).

The procedure for deleting a prepared form is as follows:

1. Open the Preparation/Forms folder by clicking Preparation in
the left part of the window and then below it click Forms.

2. Alist of prepared forms will pop up.

Find a form you would like to delete. Click it. The selected form will
be displayed highlighted.
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4. Click Delete. Confirm the selection by clicking Yes. The selected
form will be deleted from the list of prepared forms. You can cancel
the deletion by clicking No.

13.2 Signing and unlocking forms

Only the signed forms can be sent to the bank. They are displayed
in red, with the status »SIGNED«. Only a responsible person with
an adequate authorizations can sign the form.

13.2.1 Signing forms

Only the prepared forms can be signed. They are displayed in green,
with the status »PREPARED«. The form can only be signed by a
responsible person with an adequate authorization.

The procedure for signing a prepared form is as follows:

1. Open the Preparation/Forms folder by clicking Preparation in
the left part of the window and then below it click Forms.

2. A list of prepared forms will pop up. Find a form you would like to
sign. Click it. The selected form will be displayed highlighted.

3. Click Sign.

4. The signed form is displayed in red. It is visible also in the
Delivery folder, where it is waiting to be sent to the bank.

13.2.2 Unlocking forms

Only the signed forms can be unlocked. They are displayed in red. Prior to
any changes, such forms must be unlocked.

The procedure for unlocking a signed form is as follows:

1. Open the Preparation/Forms folder by clicking Preparation in
the left part of the window and then below it click Forms.

2. A list of prepared forms will pop up. Only the signed forms can be
unlocked. They are displayed in red.

3. Find a form you would like to unlock. Click it. The selected form will
be displayed highlighted.

Click Unlock.

5. The unlocked form is on the list of prepared forms displayed in
green.

13.3 Sending forms to the bank

The signed forms are moved to the Delivery folder, where they are
waiting to be sent to the bank. The documents delivery to the bank is
described in chapter 16.2 - Sending documents to the bank.
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The successfully sent forms are moved from the Preparation/Forms
folder to the Archive/Forms folder, while they are also removed from
the Delivery folder.

13.4 Reviewing e-forms/ e-invoices

The procedure for reviewing the received e-forms is as follows:

1. Open the Review/Forms folder by clicking Review in the left part
of the window and then below it click Forms.

2. From a drop-down menu, select a type of e-form (Picture 80).

| E-Forms review /
IA- j Set az default |

Select service

Picture 80: Selecting an e-form

3. Alist of e-forms, corresponding to a selected period, will appear.
When reviewing forms, the following options are available:

1. You can open the form. Double click it or click Open. The forms,
which were open, are marked with the icon &
2. The form can also be exported. Exporting forms is the same as

exporting transactions or statements. (chapter 20.4 - Exporting
transactions and statements). The exported forms are marked

with the icon % .
3. The selected form can be deleted by clicking Delete. Confirm the

selection by clicking Yes. You can cancel the form deletion by
clicking Cancel.

Once forms are deleted, you can not recall them back any more.
Therefore, before deleting, please make sure that you really want
to delete the selected forms.

13.5 Reviewing archived forms

The e-forms, which you sent to the bank, are placed on a list of
archived e-forms in the Archive/Forms folder.

Open the Archive/Forms folder by clicking Archive in the left part of
the window and then below it click Forms. A list of archived forms wiill
pop us, which corresponds to a selected period.

The reviewing options are the same as for the received forms (chapter
13.4 - Reviewing e-forms).
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14 Messages

A user can send a message to its bank clerk via electronic channel.

14.1 Preparing messages

The bank defines types of messages, which are available for you. If
your bank doesn’t support certain type of message, that message is not
included on the list of messages.

A prepared message can be changed. Find a message you would
like to correct in the Preparation/Messages folder. Click it. The
selected message will be displayed highlighted. Click Open, correct the
content and confirm the changes by clicking OK.

A prepared message can also be deleted. In the
Preparation/Messages folder, find a message you would like to
delete. Click it. The selected message will be displayed highlighted.
Click Delete and confirm the selection.

The message already sent to the bank, can not be changed any
more. If you would like to review its content, select a message in
the Archive/ Messages folder. The selected message is displayed

highlighted. Click Open.

14.1.1 Preparing messages of type Message

The procedure for preparing a new message for the bank clerk is as
follows:

1. Open the Preparation/Messages folder by clicking Preparation
in the left part of the window and then below it click Messages.

Click the button Enter. Message
. . Payroll summary

A list of messages you can prepare will pop up. Complaint

Select Message. Sertfisliar

Enter A| [zlaiz

4. A dialog box will pop up Message preparation for
a bank clerk (Picture 81).
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Message preparation for a bank clerk 5'
1D: 1PEKL 27w S 20
Beneficiany:
Creation date: 05.04. 2008
Subject:
tessage subject
Message tex] =]

Picture 81: Message preparation - Message
for a bank clerk

In the line Subject, enter a short message title.

6. Click into the window below or press <Tab> button. Write the
content of your message here.

7. Confirm the entered data by clicking OK. You can cancel the
entered data by clicking Cancel.

8. The confirmed message is placed on a list of prepared messages. It
is displayed in black and highlighted. At the same time, the
message is placed on a list of documents in the Delivery folder,
where it is waiting to be sent to the bank.

An entered message can be changed or deleted, as described for a
general message.

14.2 Message delivery

The prepared messages are placed on a list of documents in the
Delivery folder, where they are waiting to be sent to the bank. The
delivery of document to the bank is described in chapter 16.2 - Sending
documents to the bank.

The successfully sent messages are moved from the
Preparation/Messages folder to the Archive/Messages folder, while
they are also removed from the Delivery folder.

14.3 Reviewing archived messages

The messages you sent to the bank are placed on a list of archived
messages in the Archive/Messages folder.

The procedure for reviewing archived messages is as follows:

1. Open the Archive/Messages folder by clicking Archive in the left
part of the window and then below it click Messages.
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The archived messages, corresponding to the selected period, are
listed.

Find a message you want to see. Double-click the message or click
Open.

You can display a message as if it was printed on a paper. Click the
message. The selected message will be displayed highlighted. Click
Review. You can also select multiple messages.

You can also print a message. Click a message that you want to
print. The selected message will be displayed highlighted. Click
Print. You can also select multiple messages.

You can delete the selected message from a list by clicking Delete.
Confirm the selection.

Once you delete the messages, you can not recall them back any
more. Therefore, before deleting, please make sure that you really

want to delete the selected messages.




15 Notices

Notices facilitate the electronic communication between the bank clerk and
Hal E-Bank users. They are prepared by the bank clerk and sent to Hal E-
Bank users.

15.1 Reviewing and deleting notices

Open the Review/Notices folder by clicking Review in the left part of
the window and then Notices below it. The list of received notices for the
selected period will open.

The following options are available when reviewing the files:

1.
2.

. . . ]
Urgent notices are marked with the icon -

The notices can be opened. Click twice on the notice you wish to
open. The notice that was opened is marked with the icon &
The notices can be displayed as if they were printed on a paper.

Click the notice you would like to see. The selected notice is
highlighted. Click Review. The notice viewed in this way is marked

with the icon &

The notices can also be printed. Click the notice you would like to
print. The selected notice is highlighted. Click Print. The notice
that was printed is marked with the icon =

The notices can be deleted from the list. Click the notice you would

like to delete. The selected notice is highlighted. Click Delete.
Confirm the deletion by clicking Yes or cancel it by clicking No.

Once the notices are deleted, they can not be recalled back. Before
deleting them, please make sure that you really want to delete the

notices.
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16 Exchanging documents with the bank

Hal E-Bank uses two-way data exchange; information is transferred from
the user to the bank (sending documents to the bank’s server), information
is then sent back from the bank to the user (refreshing data, receiving
messages and forms).

16.1 Refreshing settings

Default refreshing settings can be changed.

The option that suits you the most can be determined by following the
next procedure:

1. Enter the menu Tools, Settings or click the icon Settings.

#lale elmale® 2@ Ele x|
2. Choose the TCP/IP tab (Picture 82).

settings x|

ounts and descriptive names | Miscellaneous | Address book |

i| Payment details | E-Fnrmsl Impnrh"ExpnltI Balance overview

I asimal number of batches at 300

- Delivery
‘while sending data ta the bank:

& 1efresh data on all my accounts
" efresh data on active account only

©~ do not refresh data on my accounts

i~ Refreshing/sending data
‘While refreshing data from a selected bank's server:

' fccept all not yet accepted exchange rate lists
' accept only the last exchange rate list

| don't want to accept bank exchange rate lists

WARNING

Bank exchange rate list are eszential for some functionalities of
the program, particularly foreign payment system functionalities
[e.g. balance review, payment order preparation]

Cancel |

Picture 82: Refreshing settings

3. You can set refreshing settings for sending documents to the bank’s
server and data refreshing. Three options are available:

a. The data for all accounts with the bank, to which you are
connecting, is being refreshed.

b. Only the data for the currently selected account is being
refreshed.

c. The data is not refreshed.

4. You can also specify how exchange rate list should be downloaded.
Three options are available:

o All exchange rate lists that have not been received yet are
received at that time.
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¢ Only the latest exchange rate list is received.
e The exchange rate lists are not received.

Select the option that suits you best. A specific setting can be
selected by clicking a circle (mark) in front of the desired option. A
dot appears in a circle (the option is selected).

Confirm the selection by clicking OK.

16.2 Sending documents to the bank

All the documents (payment order batches, files, forms, messages, and
notices) prepared to be sent to the bank are in the Delivery folder.

1.

5.

6.

Open the Delivery folder. If you have authorizations for several
accounts, select the account you wish to send the documents from.

A list of documents ready to be sent to the bank will open.

Mark the documents you would like to send to the bank. The
selected documents will be highlighted. Click Send.

The window for entering a qualified digital certificate personal
number will open (PIN -Picture 83).

CONNTT X
Digital certificate
owner:
ser.no.  0358FB [ Feview |
issUier Halzom CA international _
walid untit 02.10.2010
Insert the smart card for the bank: ABAMNEA VIPL
|| oK I Cancel |

Picture 83: PIN entry

Enter personal number (PIN). Confirm it by clicking OK or press
<Enter>.

The program connects to the bank’s server (Picture 84).

Connecting to the bank server
D ata updating

¥ Document preparation for sending
¥ Connecting and sending

4 Requesting and receiving new documents

— Data on document exchange
Account owner: EEBE LIUBLIANA D.0O.0.
Account in processing: SI56 05100101 0001 318

Ma. of blacks/documents far sending : 0/0

No. of blocks/documents sent : 00

No. of documents received : 0

Sending of requests ..

(EI©bank

Picture 84: Connecting to bank server
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7. The selected documents from the Delivery folder are sent to the
bank’s server. According to the settings (chapter 16.1 -
Refreshing settings), the processed documents data and the
latest status are refreshed.

8. After a successful transfer of data, the connection terminates
automatically. The window with information on sent and received
documents will open (Picture 85).

Connecting to the bank server
Data updating

Mo, of docurments sent : 0 -
Received documents

- BALAMCE : [4]

- MESSAGE : [13]

- TRANSACTIONS : [514]

- STATEMENT : [43]

- PATMENT STATUS : [133]

- INFLOW : [E5]

- SWIFT ACKNOWLEDGEMENT : [60]
- TRANSACTIONS : [106]

- STATISTIKA - [45]

-TECAJ: [14] s
Il _’l_l

| Connecting to the bank server is completed.

k‘ Impartant infarmation << Back I Cloze |

Picture 85: Details on sent/received documents

9. A more detailed information on the received documents can be
seen by clicking Important information. Close the window by
clicking Close.

10. The successfully sent documents are moved from the Delivery
folder to the appropriate Archive folders.

If the connection with the bank’s server is not established, the
documents can not be transferred. In this case, the proper message
appears on the screen.

16.2.1 Processing "grey" documents in the Delivery
folder

If problems occur with the server connection or with reading the
digital certificate during the sending of documents, some documents
may be left in the Delivery folder. Due to the described
communication problems, the bank doesn’t confirm the receipt of these
documents. The documents are marked as so called "grey"” documents.

There “grey” documents are not in the Preparation folder, but they
haven’t yet been moved to the Archive folder.

The Hal E-Bank program will warn you about the "grey" documents:

1. During the setting-up, the program checks all the accounts for all
the banks with which you conduct business. If there are any
"grey" documents, the program sends you a notice about that.
The notice contains the data about the accounts containing such
documents.
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2.  When refreshing the data, the program checks all the accounts of
the bank with which you are establishing the connection. If there
are any "grey" documents, the program sends a notice.

3. A notice on the "grey" documents appears also when entering the
Delivery folder, if the folder contains "grey" documents.

In case of »grey« documents, refresh the data first.

The procedure for working with the "grey"” documents is as follows:

e If the "grey" documents are still in the Delivery folder, you can
send them again. Even if the bank has already received them the
first time, they will not be duplicated at the bank.

e The grey documents in the Delivery folder can be deleted and
hence moved to the Archive folder, where they obtain the status
»WITHOUT CONFIRMATIONC«.

The grey documents can be deleted and therefore moved to the
Archive folder. Prior to sending the documents again, check if
the bank really haven't received them. If you duplicate the
documents in the Archive folder and send them again, the
documents can be duplicated at the bank.

16.3 Refreshing data

When connecting to the bank’s server, the Hal E-Bank program
transports the processed documents and the status data status. The
refreshed data are: account balance, transactions, statements, bank
notices, codepages, new authorizations, files etc.

The procedure for refreshing the data is as follows:

1. Click the lightning button on the toolbar (Connecting to the
bank server) or use the command from the Communication
menu.

Flelale|t e elale v @ 2|

2. The window for entering the qualified digital -certificate
personal number will pop up (PIN code - Picture 1):

P x|
Digital cetificate
OWNET.
zer. no.: 0358 FB W
issuer:  Halcom CA international _
walid until: 03.10.2010
Inge the smart card for the bank: ABANKA ¥IRA
|| O I Cancel |

Picture 86: PIN entry
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3. Enter the personal number and confirm it by clicking OK or
press <Enter>.

4. The program will connect to the bank’s server (Picture 87).

Connecting to the bank server

Data updating
v Document preparation far sending
¥ Connecting and sending

¥ Requesting and receiving new dacuments

— Data on dacument exchang

Account owner: EBE LIUBLIANA D.0O.0O.
Account in processing: 5156 0510 0101 0001 318
Na. of blocks/documents far sending : 00
Mo, of blocks/documents sent : 040
Mo, of documents received : 1]

Sending of requests ..

Picture 87: Connecting to bank server

5. The Hal E-Bank program transports the processed documents
and the latest status data from the bank’s server. After
successfully completed data transfer, the connection
automatically terminates. The window with information on sent
and received documents will pop up (Picture 88). Close the
window by clicking Close.

Connecting to the bank server

Data updatmg

No. af documents sent: 0
Received docurments :

-BALANCE : [4]
-MESSAGE : [13]

- TRANSACTIONS : [514]

- STATEMENT : [43)

-PAYMENT STATUS : [133]
-INFLOW : [B5]

- SWIFT ACKNOWLEDGEMENT : [50]
- TRANSACTIONS : [106]
-STATISTIKA - [45]

-TECAL: [14]
il _l_I

| Connecting to the bank server is completed.

Important infarmation | << Back I Claze |

Picture 88: Details on sent/received documents

A warning will pop up when the important information is
transferred from the bank’s server. Close the warning by
clicking OK.

warning x|

\lj) Important information received during the data exchange.

The Review important information at data exchange
will open (Picture 89). If you would like to review information
details, click an individual item and open it by clicking Open.
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Close the window by clicking Close.

5|
Important transactions (52] | Urgent notices [3] |
|_Rejection reason | Orderer account | Beneficiary | Amount | Tranzaction |0 | -
Zavinjeno: Malog 196B05TS...  05100-0123456...  BAMKA KOPER ... =5.00 10WPSKUZZIR..
Zavinjeno: Malog 196B05TS...  05100-0123456..  DELAWSKAHR.. =74.00 1WPEELZ7IP..
Mepravien sklic.l 051001010007, ABAMEA WIPA . =12.00 1MWPEELZ7IH..
Mepravien sklic.ll 05100-1010001...  TESTMIBES 12.. =12.00 1MPEELZ7LIE.. ||
PREVELIE. D¥IG 05100-1010001...  GOREMJSKAB.. =34 B3 B4300 1S TLHE.
FREVELIK. DVIG 05100-0122456...  GOREMJSKAB.. =3.245. 4500 1OCYSTEDLL
I ate BAIEC: | 05100-0123456...  KDD-KLIRINEE. . =50.333.00 10VPSKUZ7KIE..
FREVELIK. DVIG 05100-11111711 FACTOR BAME. =100.000.300.00 1% S 7ME.
FREVELIK. DVIG 05100-11111711 FACTOR BAME. =100.000.301.00 1S 7ME.
PREVELIE. D¥IG 0510011111711, FACTOR BaMK..  =100.000.300.00 1vvrrrrS7ME..
PREVELIF. D¥IG 051001111111, FACTOR BaMK..  =100.000.300.00 1Y rrrS7ME..
PREVELIE. D¥IG 051001111111, FACTOR BAMK..  =100.000.300.00 19 rrrS7ME..
PREVELIE. D¥IG 051001111111, FACTOR BAME..  =100.000.300.00 14 rrS7ME..
PREVELIK. D¥IG 051001111111, FACTOR BAME..  =100.000.307.00 14 rrrS7ME..
PREVELIK. D¥IG 051001111111, FACTOR BAME..  =100.000.300.00  15YYvS7ME... LI
Open | Cloze I

Picture 89: Reviewing important information

6. The received documents are placed in the appropriate
Overview folders.

16.4 Sending orders into remote signing*

* Some banks don’t support the sending into remote signing feature.

The Hal E-Bank program offers preparation of payment orders and
sending them to the bank without the final signature. Such payment
orders are waiting to be signed at the bank’s server. A user can sign the
order via the Internet by using the online application Hal E-Bank/Web.

16.4.1 Preparing payment orders

Prepare the payment orders (chapter 9 - Payment orders).

The payment orders you would like to send to a remote signing have
to be without any errors. Such orders are displayed in the
Preparation/Orders folder in green, with the status »READY«.

16.4.2 Sending orders into signing

The procedure for sending payment orders into the remote signing is
as follows:

1. Open the Preparation/Orders folder by clicking Preparation
in the left part of the window and then click Orders below it, or
Batches (if you are sending payment orders batches).

2. A list of payment orders will open. Select the orders you would
like to send to a remote sighing. The selected orders will be
highlighted.

3. Click Other and select the option Send into signing on the
menu. The window for entering qualified digital certificate
personal number will pop up (PIN code).
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P X

(hal@bank

Digital certificate

QWRET
ser.no: 0358 FB

izsUier Halzom CA international

walid untit 03.10.2010

Inzert the smart card for the bank: ABANEA VIPA

Il 0k I Cancel |

Picture 90: PIN entry

Enter a personal number and confirm it by clicking OK or press
<ENTER>.

The program connects with the bank’s server (Picture 91).

Connecting to the bank server

D ata updating
¥ Document preparation for sending
¥ Connecting and sending

4 Requesting and receiving new documents

— Data on document exchange
Account owner EBE LIUBLIANA D.O.O
Account in processing: SI56 05100101 0001 318
Mo. of blacks/documents for sending : 0/0
No. of blocks/documents sent : 040
Mo, of documents received : 0
Sending of requests ..
INNRNNENEN

Picture 91: Connecting to bank server

The selected documents from the Delivery folder are transferred
to the bank’s server. After a successfully completed transfer, the
connection is automatically terminated. The window containing
the sent payment orders information will open. Close the window
by clicking Close.

The successfully sent payment orders are placed in the folder
Preparation/Orders or Preparation/Batches (if you are
sending batches) and obtain the status »IN REMOTE
SIGNING«.

The authorized person signs a payment order via the Internet
with the online application Hal E-Bank/Web. Once the order is
sent into signing, you can not change it or delete it from Hal E-
Bank. You can return a payment order from Hal E-Bank/Web
back to Hal E-Bank.



17 Review of transactions, account
balance, statements, credits, SWIFT
receipts and exchange rate lists

17.1 Account transactions

For all account changes, the bank prepares and sends transactions,
which can be: credits, debits, rejected orders, credit reversals, or
canceled orders.

In the Review folder, select Transactions. A list of transactions for
a selected account and period will appear (Picture 92).

(3 HAL E-Bank,/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 o | Ellzl
File ‘Wiew Communication Tools Help
9|E‘|%|%‘3I‘?§.|§|§¢|?||?|3’3||F0re‘gnnavmentsv5tem |
¥ EBB LJUBLJANA D.0.O. —
m@'b K Account|” @B= emeLueLianaD00. j
lban =
= Rieview data forJFREE =] H[oanazn v |[osoezice ~|
Account no. | Curiency | Booking date i | Walus/payme... | Drebit amountl Credit amount | Amow.. | Mame o
SI6E 0201 0007 0. CaD 05.04.2002 04.04.2002 100,00 KRARI D.OO.
SISE 0201 0007 0... CHF 09.04.2002 04.04.2002 235600 ABAMNKAVIPAD.D.
SI56 0201 0007 0., CHF 09.04. 2003 04.04. 2003 343,00 EAMEA SPARKASSE |
SI56 0201 0007 0. DEK 09.04. 2003 04.04.2003 45,00 BAMKA DOMZALE D.0
SI6E 0201 0007 0. EUR 05.04. 2002 02.04.2002 326,00 ABAMEA YIRS DD
SIS6 0201 0007 0. EUR 09.04. 2003 03.04. 2003 32236 NDF
S balance SI56 0201 0007 0. EUR 09.04. 2003 103.04. 2003 558,00 NAZIY FREJEMMIE.
A . SI6E 0201 0007 0., EUR 05.04.2002 02.04.2002 21.561.00 BAMEA SPARKASSE
+H tansactions SI56 0201 0007 0 EUR 09.04.2008 04.04.2008 5.245.00 FG
ﬁ statements SI56 0201 0007 0. EUR 03.04.2005 02.04.2003 15.614.00 FACTOR BANKA DD,
= i SI56 0201 0007 0., EUR 09.04. 2003 02.04.2008 4.324.00 BAMEA KOPER D.O.
= e SI56 0201 0001 0. EUR 09.04.2002 02.04.2002 22000 BAMKA KOPER D.D.
| exch rates SIS6 0201 0007 0. EUR 09.04. 2003 03.04. 2003 22000 BaAMEA KOPER D.D.
R SI56 0201 0007 0. EUR 09.04. 2003 04.04. 2003 343.00 EAMEA SPARKASSE
i SI6E 0201 0007 0., EUR 05.04.2002 02.04.2002 4.324.00 EAMKEA KOPER D.O.
2 SwWwiFT SI56 0201 0007 0 EUR 09.04.2008 03.04.2008 49.749.00 SKB BaMKA D.D. LIU
S Fles SIS6 0201 0007 0. CaD 02.04.2003 21.02.2008 34.564.,00 BAMKA DOMZALE D.L
SI6E 0201 0007 0., CHF 02.04.2002 04.04.2002 2.356.00 ABAMKAYVIPA D.D.
& foms SI5E 0201 0007 0. CHF 02042002 04.04.2002 235600 ABAMNKAVIPAD.D.
SI56 0201 0007 0...  CHF 02.04. 2003 04.04.2003 2.356.00 ABAMKEAVIRAD.D.
il SI56 0201 0007 0., EUR 02.04.2003 102.04. 2008 21.561.00 BAMEA SPARKASSE
Archive SI5E 0201 0007 0. EUR 02.04.2002 04.04.2002 524500 FG
o SIS6 0201 0007 0. EUR 02.04.2003 02.04.2003 15.674.00 FACTOR BANEAD.D. _
1 r
Info
= Cozg — LT EESTER Frir it ifzr., —
[Prepared .. [Marked recards MNo: 0f62 [Sum: - - |16.04.2003 10:30 MM |2

Picture 92: Reviewing transactions

The different colors of transactions have different meanings:

Color Balance
Red Booked debit transaction
Purple Current balance (all types)
Grey Rejected, cancelled payment orders
Blue Booked credit transaction
Orange Bank’s fee
Black Cancellation/ Reversal
17.1.1 Reviewing transactions

Open the Review/Transactions folder by clicking Review in the left
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part of the window and then click Transactions below it. A list of
transactions, corresponding to the selected period, will appear (Picture

92).

The following possibilities are available for reviewing the transactions:

1.

17.1.2

You can open the transactions. Double-click the transaction,
which you would like to open or click Open.

. You can display the transactions as if they were printed on a

paper. Click a transaction. The selected transaction is
displayed highlighted. Click Review. You can also select
multiple transactions.

If a transaction refers to a payment conducted via the Hal E-
Bank solution, you can also open the reference of the order, to
which the transaction refers. Click the transaction, for which
you would like to see the reference. Click Open, Reference.

You can add a comment to each transaction. Click the
transaction you would like to add comment to. The selected
transaction is highlighted. Click Other, User commentary.
The entered comment is visible in the column User
commentary/Purpose in the Review/Transactions folder.

. You can also print the transactions. Click a transaction you

would like to print. The selected transaction is highlighted.
Click Print. You can select multiple transactions.

Exporting transactions

You can export the transactions data into a text file. You can then
import a file into other (accounting) programs. Further details are
described in chapter 20.4 - Exporting transactions and statements

17.2 Account balance

17.2.1

The accounts balance is visible in the Review/Balance folder (Picture
93). The current balance is displayed, as well as booked balance, current
debits and the balance currency.
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(2 HAL E-Bank,/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 =10l =l

File Wiew Communication Tools Help
‘{r|&l‘|$|%gl‘@| §|§1|V|| 2 |%| IFDrE\gnDaymentsystem
w EBB LJUBLJANA D.0.O.

“HE=
Accaunt: | €l EBE LJUBLJANA D.OO.

ol
[
-

Fieview data for. | AEE i s | T | eI
Balance and transactions in accounts
Currency cods Balance wigw:
far conversion: I jv |<By taw numbers j
Bank C Cunent balance Eooked balance Current debits | Mumber Current oredits | MNumber

CHF 2.356,00 2.012,00 343,00 148 0,00 1]
DKk 0,00 -45.00 -45.00 148 0,00 il
EUR 342.363.74 304.605.37 -19.292.00 148 18.466.37 132
EUR 362.978.00 359.544.00 0,00 0 3.434.00 1
EUR 705.341.74 B64.1439,37 -19.292.00 21.900.37
DKK oo -45.00 -45.00 0.00
CHF 2.356,00 2.012,00 343,00 0,00
CAD 200,00 100,00 0,00 100,00

[Prepared ... [Marked recards Mo 19 Sum: - - 304, 2

Picture 93: Account balance review

The window displays the basic data on balance and current
transactions. You can change the review of account balance (chapter
19.8 - Customizing account balance overview).

You can review the transactions details for a selected account by
clicking Transactions. A window with transactions details for a selected
account will pop up (Picture 94). You return to the account balance
review by clicking Inter. balance.

{2 HAL E-Bank/Personal 14 ; HALCOM d.d. 1996-2008 [ 9
File Yew Communication Tools Help
e mlew e B g | 7B | 2| R oo payment systen E
* EBB LIUBLJANA D.0.O. 2 -
account |2 €EID= eeeLieLians D00, j
Review data forJFREE o | TR | T
Balance and transactions in accounts
Cunency code Balance wigw:
far conversion: I jv |<By tar number: j
Account o, | Currency | Booking date I Walue/pay... | Dehit amo... | Credit amountl Amount igjected/other | Name «
SIBE 0201 00..  EUR 02.04.2008  03.04.2008 558,00 MAZT
SI56 0201 00 EUR 02.04.2008 02.04.2008 326,00 ABAN
SIS6 0201 00..  EUR 02.04.2008  03.04.2008 322,36 MDF
SISE 0201 00..  CaD 02.04.2008  04.04.2008 100,00 KRAB
SISE 0201 00.. DK 02.04.2008  04.04.2008 45,00 BAME
SIS6 0201 00..  EUR 02.04.2008  02.04.2008 12000 ALBA
SIS6 0201 00..  EUR 02.04.2008  02.04.2008 150,00 ALBA
SISE 0201 00..  EUR 02.04.2008  02.04.2008 150,00 ALBA
SIS6 0201 00..  EUR 02.04.2008  02.04.2008 12000 ALBA
SIS6 0201 00..  EUR 02.04.2008  02.04.2008 12000 ALBA
SISE 0201 00..  EUR 02.04.2008  02.04.2008 12000 ALBA
SI56 0201 00 CHF 02.04.2008 04.04.2008 343,00 BAMK
SIS6 0201 00..  EUR 02.04.2008  03.04.2008 22000 BAME.
SISE 0201 00..  EUR 02042008  03.04.2008 22000 BAME.
SISE 0201 00..  EUR 02.04.2008  04.04.2008 343,00 BAME.
SIS6 0201 00..  EUR 02.04.2008  02.04.2008 12000 ALBA
SIS6 0201 00..  EUR 02.04.2008  02.04.2008 150,00 ALBA
SISE 0201 00..  EUR 02.04.2008  02.04.2008 150,00 ALBA
SI56 0201 00 EUR 02.04.2008 02.04.2008 12000 ALBA
SIS6 0201 00..  EUR 02.04.2008  02.04.2008 12000 ALBA o
e = A. _’I_I
Infa = -
1 Dn=n Fririt
[Prepared ... [Marked records Mo 0f9 Sum: - j- [z.04. 4

Picture 94: Transaction details
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17.2.2
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You can display the details on individual transaction by double-clicking
it. You can display the transactions as if they were printed on a paper.
Click a transaction (you can also select multiple items) and then click
Review.

Informative conversion of balance into other
currencies

The Hal E-Bank program offers an informative conversion of account
balance into other currencies.

The conversion procedure is as follows:

1. Open the Review/Balance folder by clicking Review in the
left part of the window and then click Balance below it.

2. In the Currency code for conversion field (Picture 95),
select a currency to which you want to convert the account
balance from.

| (3 HAL E-Bank/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008
File Wiew Communication Tools Help

=[5

i ;{f|%||@|%’8l|%|§|§4|?||@|$§|IForeignpaymentsystem =l
! ¥ EBB LIUBLJANA D.O.0. —
Account|® @IB= eppLueLiananon. j
Fieview data for:| FFEE = | e | R
=
Freparation Currency code Balance view:
% for conversion: |<By tax humbers j
........ : . Dl s o St el —
) 0 2300 342,00 148 0,00 1]
€5 halance 2200%
BY hansactions DKE|E /e o 0 45,00 45,00 148 0.00 0
& statements EUR|BER - 828 4 30460537 1328200 148 1846637 1R
=) s EUR| 07 - 48 D 359544,00 0,00 0 343400 1
Lo exch rates MKD - 807
cﬂﬂ inflaws EUR ELDPT 958?58 4 B64.143,37 -19.252,00 21.900,37
B SwIFT DRE|Rsh S 0 4500 45,00 0.00
T RUB - 643
% files CHF SEK - 750 0 203,00 343,00 0,00
farms SKK- 703
CAD S0 - 840 0 100,00 0.oo 100,00
0
Info . . : .
Tranzactions  [{ocoreeetn  Open Review Frint
|Prepared ... |Marked records Mo: 19 [Sum; - - [3.04. 2

Picture 95: Informative conversion of
balance into other currencies

The program conducts the conversion into other currencies based
on the last acquired exchange rate list data. The last acquired
exchange rate list is taken into account for the bank you are
working with. The exchange rate lists are acquired according to
refreshing settings (chapter 16.1 - Refreshing settings).




17.3 Statements

The statements represent booked balance. The bank sends them for
each account separately for a defined time period.

17.3.1 Reviewing statements

The received statements are placed on a list in the
Review/Statements folder (Picture 96).

(2 HAL E-Bank,/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 = | EIIEI
File Wiew Communication Tools Help
ﬁ|&‘|$|P&8I‘%|||'§§|§ﬁ|?||@|x||FnrewgnpaymEntsystem j
* EBB LJUBLJANA D.0.O. —
= . Account| EID= eppLueLAnsDOO. j
(hal@bank =
— Review data for.|FREE Tl Heoaznn ~|[Eoeze - |
= 8 Statements
Preparation | Agcount no. | Currency | Statement no. | Statementd.. © |
=7 -3 SI56 0201 .. EUR 346 03.04.2008
Bl -3 51560201 ... EUR 2349 03.04.2008
E[a, 51560201 ... EUR 8572 02.04.2008
e[ 3 51550201 .. EUR 8743 02.04.2008
(3 4 SI580201.. EUR 1150 01.04.2008
balance SI56 0201 ... CaD 7T 21.02.2008
EE tranzactions
&L statements
nhotices
L: exch. rates
Eﬁ? inflaws
B2 SWIFT
o files
@ formz
Flrzr| B BEYE Fririt
[Prepared [Marked records Mot 0f6 Surn: - - z04. 2

Picture 96: Statements review

The following options are available for reviewing statements:
1. You can open a statement by clicking Open or by double-
clicking a statement. The opened statements are marked with
the icon ¥ .
2. You can display the statements as if they were printed on a

paper. Mark a statement. Click Review. You can also select
multiple statements. The statements reviewed in this way are

marked with the icon & |
3. You can also print the statements. Click the statement you

would like to print. The selected statement is highlighted. Click
Print. You can also select multiple statements. The printed

statements are marked with the icon = .

17.3.2 Exporting statements

The statements data can be exported into a text file. The file can
then be imported into other (accounting) programs. The details are
described in chapter 20.4 - Exporting transactions and
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statements. Exported statements are marked with the icon % .

17.4 Inflows

An inflow can have one of the following status: entered, verified,
processed — booked, closed or with error — the inflow status is changed
on user’s request (and completed at the same time).

When an inflow amount from abroad is higher than the amount defined
by the law, an statistical report must be completed (reporting to the Bank
of Slovenia). The bank will send a form for preparation of the statistical

report.

17.4.1
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Reviewing inflows

The received inflows are placed on a list in the Review/Inflows
folder (Picture 97).

(23 HAL E-Bank/Personal 14.0.4.01, Copyright @ HALCOM d.d. 1996-2008 ] 4
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Picture 97: Reviewing inflows

The following options are available for reviewing inflows:

1. You can open an inflow by clicking Open or by double-clicking
it. A Notince about foreign infow — VP60 will pop up

(Picture 98). The opened inflows are marked with the icon &



@ Notice about foreign inflow - YPEO 2l
NLBQ I 1S THOMEPLUE
S rapamime 2 1535 L MBI ot Prepared: 02.04.2008-03:42.51
00v. 39175295 M8 Su80571000 Accepted: 03.04.2008-09:02.30
IBAN: N
Bank BIC:

Currency: EUR
ID no. WAT: 85857521
Register number: 35857521 ﬂ

DOrderer:

Orderer bank:

BIC:
Interm. Bank:

Basic payment data:
Amaount: 4.324,00 EUR WWalue date: 02.04.2008

Caontract amount: 000 EUR

Payment details:

SEPA, MAMENZ

Expenses data:
Foreign charges: 5.678,00 EUR Commission: 1.234,00 EUR
Bank expenses: 8.888,00 EUR Expenses paid: 0,00 ST

Additional data:
Bank reference; 19680605 TACKASAN
Trans. reference: REFERENCA
Phase of proc.: CLOSED

CH instrument: 70
Frocessing date: 02.04.2008
Booking date: 02.04.2008

form no. 2
print | e

Picture 98: Notice about foreign inflow — VP60

2. You can display the inflows as if they were printed on a paper.
Mark an inflow. Click Review. You can also select multiple
inflows. The inflows reviewed in this way are marked with the

icon &

3. You can also print the inflows. Click the inflow you would like
to print. The selected inflow is highlighted. Click Print. You can
also select multiple inflows. The printed inflows are marked

with the icon = ;

4. You can also open the statistical report for the inflow. Mark an
inflow. Click Open, Reference.

17.4.2 Exporting inflows

Inflow data can be exported into a text file. The file can then be
imported into other (accounting) programs. The details are described in
chapter 21.1.2 - Inflow.

17.4.3 Statistical report for a foreign inflow

When an inflow amount from abroad is higher than the amount
defined by the law, statistical report on the foreign inflow must be
completed (reporting to the Bank of Slovenia). The bank will send a

129



form for preparation of the statistical report. It is available in
Preparation/Statistics folder. The wuser has to complete the
statistical report and send it to the bank before specified deadline.

The statistical reports can have the following status:
e »EMPTY« - the statistical report is not completed yet,
¢ »PREPARED« - the statistical report is completed,

o »REVERSED« - the user has deleted an empty or completed
statistical report,

o »SENT« - the statistical report has been successfully sent to
the bank’s server,

e »IN PROCEDURE« - the bank is processing the received
statistical report data.

17.4.3.1 Preparation of statistical report for foreign inflow

The procedure for preparing a statistical report for a foreign inflow
is as follows:

1. Open the Preparation/Statistics folder by clicking
Preparation in the left part of the window and then click
Statistics below it.

2. A list of received inflows from abroad will pop up, for which you
haven’t completed the statistical report yet. The not completed
statistical report has the status »EMPTY«.

3. Find the inflow for which you would like to complete a statistical
report. Click it. The selected inflow is highlighted. When looking
for the right inflow, you can use the inflow reference to help you
(open it by clicking Prepare, Reference. The Notification
about foreign inflow - VP60 opens).

4. When you are sure that you selected the right inflow, click
Prepare, Open. The form for completing the statistical report
will open (Picture 99).
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3 Inflow statistics

21

Id:
Frepared:
Accepted:

T ETHEHOLYG
01.04.2008-13:60.06

Orderer

Mame and address:|

ACeount:|

Data about inflow

Sender:|

Amount[—————Ts0.0)

Processing date:|01.04.2008

Details:| vp7o
Walue date:|27.02.2008 Booking date:|01.04.2008

Refarance:[105B0E0S7 ALHOEBAN

|Identification: 1S TREHELVE

Data for statistics
Stat. c.  Loan Mo.

M

Amount (+-)
150,00]

Transaction description
|RAILTRANSPORT- GOODS TRANSFORT |

0.
a7

[N

INNARERnnneg

EEEll=lolo =]

150,00

Frepared by Maim @ivic
parsa by form na. 2

Exit

B

Picture 99: Statistical report for an inflow

Ok

print |

The sender’s data (your data) is automatically written into
the adequate fields of a payment order (name, address
and account number).

The data on the inflow sender, amount and details of
payment, inflow value, processing and booking date,
identification and reference will be written.

You can complete only one statistical item. Click number 1
in the first row. You can type the statistical code or you
can select it from a drop-down menu.

Type the amount of transaction description. Since you can
only complete one statistical item, this amount equals the
amount of the entire inflow.

Confirm the prepared statistical report by clicking OK.

The prepared statistical report in the Preparation/Statistics
folder obtains the status »PREPARED«. You can also see the
report in the Delivery folder, where it is waiting to be sent to
the bank. Sending documents to the bank is described in the
chapter 16.2 - Sending documents to the bank.

When you send a statistical report to the bank, it is moved from
the Preparation/Statistics folder and the Delivery folder to
the Archive/ Statistics folder, where it obtains the status
»SENT«.
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An inflow, for which you have already sent the statistical report,
is no longer listed on the inflow list of the
Preparation/Statistics folder.

17.4.3.2 Archive of statistical reports for foreign inflows

The statistical reports, which you have successfully sent to the
bank, are placed on a list of archived statistical reports in the
Archive/Statistics folder.

The following options are available for reviewing archived
statistical reports:

1. You can open inflow reference to which the sent statistical report
refers. Click a statistical report. The selected report is
highlighted. Click Open, Reference. The Notification about
foreign inflow - VP60 (Picture 98) will pop up.

2. You can open a sent statistical report. Double-click it or click
Open, Open.

3. You can display the sent statistical reports as if they were
printed on a paper. Select the statistical report. The selected
report is highlighted. Click Review. You can also select multiple
statistical reports.

4. You can also print a sent statistical report. Select the statistical
report. The selected report is highlighted. Click Print. You can
also select multiple statistical reports.

17.4.3.3 Deleting statistical reports for foreign inflows

The statistical reports for inflows from abroad can be deleted in the
folders Preparation/Statistics and Archive/Statistics.

The procedure for deleting a statistical report is as follows:

1. Open the Preparation/Statistics folder or Archive/ Statistics
by clicking Preparation in the left part of the window and then
click Statistics below it or click Archive and then click Statistics
below it.

2. Find a statistical report you would like to delete. The selected
statistical report is highlighted. You can also select multiple
statistical reports.

3. Click Delete. Confirm the deletion by clicking Yes. You can cancel
the deletion by clicking No.

Once you delete the statistical report for foreign inflow, you
cannot recall it back. Therefore, before deletion, please make
sure that you really want to delete the selected statistical report.

17.5 SWIFT receipts
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The SWIFT receipts serve as notifications about a successfully executed



foreign payments.

17.5.1 Reviewing SWIFT receipts

The received SWIFT receipts are placed on a list in the
Review/SWIFT folder (Picture 100):

(51 HAL E-Bank/Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 - |E||1|

Flle Wiew Communication Tools Help

ﬁ|%||@|%3l|%| §|§‘|? | | ? \};3 | IForeignpaymentsystem
¥ EBB LJUBLJANA D.0.O.

=
= (€= epLuBLIANADOD j
,h—'r Y Account:
|'a @.-bcmk Review data for:l FREE j ﬂ ID?' 04.2000 LI ID3 04.2003 _'I

= B SWIFT receipt
Preparation | Walue/payment date: T | Credit | Amounll Cure. . | Remarks A|

7 04,04 2005 Fi 524500 EUR  DFS J
04.04. 2008 BANKA DOMZALE D.D.DOMZAL... 4500 DKK  DEW
B 04 04 2008 BANKA, SPARKASSE D D 300 CHE  WP70
B 04.04. 2008 BANKA SPARKASSE D.D. M300 EUR  WPTO
B 04.04.2008 Fi 524500 EUR  DFS
B 4 04042008 BANKA DOMZALE D.D.DOMZAL... 4500 DKK  DEW
B 04042008 BANKA SPARKASSE D.D. M300 CHE  WP70
SEP[E S 04042008 BANKA SPARKASSE D.D. 4300 EUR  WP7O
SER[E 04042000 FG 524500 EUR  DFS
B[R 04042008 BANKA DOMEZALE D.D.DOMEAL... 4500 DKK  DEW
GEb[E S 04042008 BANKA SPARKASSE D.D. M300 CHF  WP70
GEs S 04042008 BANKA SPARKASSE D.D. M300 EUR  WP7O
By 03042008 BANKA SPARKASSE D.D. 21661, EUR  DwaD
By 03042008 SKB BANKA D.D. LIUELIANS, 49743, EUR  MT1036+DONS
By & 03042008 BANKA SPARKASSE D.D. Z1561.. EUR  DwaD
B & 03042008 SKE BANKA DD, LIUBLIANA, 49749, EUR  MT1036+DONS
B 03 04 2008 BANKA, SPARKASSE D D P56, EUR DwOD
B 03.04.2008 SKB BANKA D.D. LIUBLIANA, 49743, EUR  MT1036+DONS
02.04.2008 ABANKAVIPA DD, WE00 EUR  ASFASF

|Prepared ... [Marked records he: 0f176 |sum; - - |s.04.2008 07:59 ML

Picture 100: Reviewing SWIFT receipts

The following options are available for reviewing SWIFT receipts:

1. You can open a SWIFT receipt by clicking Open or by double-
clicking a SWIFT receipt. The Confirmation about executed
transfer will pop up (Picture 101). The opened SWIFT receipts

are marked with the icon & .
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@ Potrdilo o izvrienem nakazilu ] 2lxl

d: 1Y YYYET GLBEKR S
Pripravijen: 09.01.2008 19:48:10
Frevzet: 10.01.2008-12:51.03

|BAN: 5156 0510 0101 0001 3 EBB LJUBLJANA D.O.O
BIC hanke: ABANSIZK
Yaluta: ELIR
15 DDV: B5458785
Matitna stevilka: 154524

Halogodajalec:
EBB LIUBLJANAD.O.0.
Destination:

Customer transfer:
Z00TRME 10VPSKUZTGLBEROL CURREMCYF: AMMOUNT?

SZANMALUTATION DATES 11.01.2008 EUR 1.00
SOMORDERIMG CUSTOMERS: EBB LIUBLJANAD.O.O

STDACCOUNT WITHE Uparabnik

ABASNTERMIDIARY BANKS

S4AMRECIVER'S BicRDBanke
CPRRESFPOMDEMTY:

A3

AAYMBEMEFICIARY  5156051001010001318
CUSTOMERY:

Vas znak:
FOUDETAILS OF PAYMEMNTY:

T1UDETAILS OF CHARGESS: Str
T2IBAMNK TO BANK INFORMATIOM:

obr. ver. 2
Matisni [zhod

Picture 101: SWIFT receipt

2. You can display the SWIFT receipts as if they were printed on a

paper. Mark a SWIFT receipt. Click Review. You can also
select multiple SWIFT receipts. The SWIFT receipts reviewed

in this way are marked with the icon -3

. You can also print SWIFT receipts. Click the SWIFT receipt that
you would like to print. The selected SWIFT receipt is
highlighted. Click Print. You can also select multiple SWIFT

receipts. The printed SWIFT receipts are marked with the icon
)

Exporting SWIFT receipts

The SWIFT receipt data can be exported into a text file. The file can
then be imported into other (accounting) programs. The export of
SWIFT receipts is identical as export of transactions and statements.
The details are described in chapter 20.4 - Exporting transactions



and statements.

17.6 Exchange rate lists

An exchange rate list is determined by date and its order number. Hal
E-Bank users can receive the latest copy of an exchange rate list when
refreshing data (the exchange rate list can be changed a few times per
day). Further details on refreshing settings are available in chapter 16.1

- Refreshing settings.

Within the exchange rate list, the exchange rate list for your bank is
listed, as well as the exchange rate list of the Bank of Slovenia. The
former usually changes twice a day. A user receives the Bank of Slovenia
exchange rate list after 3pm for the next business day and it doesn’t

change but in some exceptional cases.

17.6.1 Reviewing exchange rate list

The received exchange rate lists are placed on a

list in the

Review/Exch. rates folder (Picture 102). The program receives the
new exchange rate lists and deletes the old ones according to the
refreshing settings (chapter 16.1 - Refreshing settings).

(2} HAL E-Bank/Personal 14.0.4.01, Copyright € HALCOM d.d. 1996-2008

File Wew Communication Tools Help

=10l

ﬁ|&||@|%‘3l|@.‘ @‘ﬁ‘|?|‘ 2 |§X| |Foreignpaymentsystem

~ EBB LIUBLIANA D.0.0. @IS EppLiBLIANADOO.

Account:

M@ibank'

Preparation Bank exchange rat | Walidity date o |

Rieview data for.| FAEE i | | FE R | e

= ~ Exchange rates

o
[
-

21.02.2008
20.02.2008
19.02.2008
18.02.2008
17.02.2008
16.02.2008
15.02.2008
14.02.2008
13.02.2008
12.02.2008
11.02.2008
10.02.2008
09.02.2008
08.02.2008
07.02.2008
06.02.2008
05.02.2008
04.02.2008
03.02.2008
02.02.2008
01.02.2008
31.01.2008
30.01.2008
29.01.2008
28 1M 2NNS
Eamnf Flawiz

o

balance

9§ transactions
statements
natices
exch. rates
inflows
SWwFT

file:z:

®F 21T Qo

forms

Finit

|Prepared ... |Marked records No: 0jo [Sum: - -

|&.04. 2008 07:59

ey

Picture 102: Reviewing exchange rate lists

The following options are available for reviewing exchange rate lists:

1. You can open an exchange rate list by clicking Review or by
double-clicking it.

2. You can also print the exchange rate lists. Select the exchange
rate list that you would like to print. The selected exchange
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rate list is highlighted. Click Print.

17.6.2 Exporting exchange rate lists

The exchange rate list data can be exported into a text file. The file can
then be imported into other (accounting) programs. The export of
exchange rate list is identical as export of transactions and statements.
The details are described in chapter.
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18 Reviewing and printing documents

Most of the documents in Hal E-Bank can be reviewed and printed. Use
the buttons Print and Review.

18.1 Reviewing documents

The lists of documents that allow review contain the Review button in
the function bar. If none of the documents are chosen, the button is
inactive (grayed out). Mark the document you would like to see and click
Review. The document will open in a format as if it was printed on a
paper.

Print the document by clicking the button in the upper left corner of

the screen. Next to it is the button ﬁl which serves for exporting the
document into a file.

The window with the displayed document can be closed by clicking the
button %I, which is located in the upper right corner.

18.2 Printing documents

The lists of documents that allow printing contain the Print button in
the function bar. If none of the documents are chosen, the button is
inactive (grayed out).

1. Mark the document you would like to print. Start printing by:
¢ clicking the function button Print,

¢ clicking the button Print in the toolbar,

*Blmlelnas®

2| v | E| 7 =
e selecting the menu option File/Print.

2. A system window for selecting a printer and its settings will open.
Confirm the selection by clicking Print. The selected document
will be printed.

You can also print some forms. The forms that can be printed have the
button Print at the bottom. You will need the Adobe Acrobate Reader
program for printing the forms.
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19 Infrequent activities and customizing
Hal E-Bank

19.1 Changing the digital certificate personal

identification number (PIN)

The personal identification number (PIN) can be changed. Pay attention
to capital letters and the position of the letters Z and Y on the keyboard
when typing passwords.

The procedure for changing the personal identification number (PIN) of
the qualified digital certificate is as follows:

1.

In the Tools menu, select the option Personal number (PIN
code) change or click the icon in the toolbar.

#elmle@ e eles el v B o=

A notice about the termination of Hal E-Bank due to the changing of
the number will pop up. Confirm by clicking Yes. The Hal E-Bank
program will close.

The Personal number (PIN code) change window will pop up
(Picture 103). Enter the existing PIN code into the first field. Enter
the new code into the bottom two fields. We recommend the new
code to have the same number of characters as the code you
received with the new qualified digital certificate.

mpersonal number {PIN) change 5'
0ld personal number. I‘ Ok I

Mew personal number: I Cancel |
Confirm new perzonal number: I—

Picture 103: Changing personal nhumber (PIN)

Confirm the entry by clicking OK. You can revoke the change by
clicking Cancel.

The program will send a notice on successfully changing your
personal number (PIN). You will be entering this code when using
the qualified digital certificate from now on.

19.2 Periodic database archiving

The Hal E-Bank/Personal program offers the option of periodically
backing up database. The database contains all the data you can see in
the Hal E-Bank program. We usually don’t realize the importance of the
backup copies until we lose the data. It is highly recommended to archive
the databases.

The procedure for enabling the database archiving reminder is as
follows:

1.
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2. Choose the Miscellaneous tab (Picture 104).

settings x|
TCR/AP | Payment details | E-FDrms' Import.-"Export' Balance Dverviewl
My accounts and descriptive names tiscellaneous Address book I
I arket: IW
Data base: |PEHSDNALE BANK.

 aximal number of displaped documents: 7 days

14 days
Manth

3 manths
E manths
12 morths

Diefault active account number at the prog

ILasl selected account
Default deal tppe for a payment order:
|A3011 NAKAZILA AYTORSKEGA HOM.

0,00

Amount limit on special payment slip:
¥ Check if time on local computer iz synchronous with server time
[~ Review of urread messages when initislizing progiar

™ Pavment orders
Beneficiary information entry withaut use of address boak

Cancel |

Picture 104: Database archiving reminder

3. Specify the time period. After this period, the program will offer you

the option of archiving the databases. Choose the appropriate
option from the list.

The procedure for archiving the databases is as follows:

1. The dialogue box Database archiving will pop up (Picture 105),

which offers the option of archiving the databases.

Database archiving

Time of last archiving:

Size of archive copies:

Ho archive available

0 kB

|

Deleting old archive copies

" Do not delete

% Delete all except latest copy
" Delete all

|E:\Program Filez\Halcom'14.0.3.01MBACKL Select |

Cancel |

Picture 105: Archiving database

The Time of last archiving displays the time of the last backup

copy.
2. The following options are available:

e deleting the old archive copies,

deleting the old archive copies with the exception of the
latest and

keeping all archive copies.

Choose the option which you like and confirm it by clicking OK. The
option of archiving can be revoked by clicking Cancel.

The BACKUP folder is created in the setup directory of the Hal E-
Bank program, which contains the archive copies of the databases

139



(PersonalEBankOLD.mdb and EImenikOLD.mdb).

19.3 Deleting old data (archiving the database)

Hal E-Bank offers a fast and simple method for archiving the old and
unnecessary data. The older data is removed from the current (in use)
databases (it is not visible in the program anymore). You can choose the
option of saving the removed data in a special file. You can open this file
when necessary.
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The procedure for archiving the old data is as follows:

1.

In the Tools menu, select the option Database cleanup or click
the icon Delete old data in the toolbar.

5 m e aEn s g v B e R

A notice about termination of the Hal E-Bank program due to the
archiving of database will open. Confirm by clicking Yes.

The dialogue box Database archiving will pop up (Picture 105).
Further details on archiving are described in chapter 19.2 -
Periodic database archiving.

The Cleaning database program will open (Picture 106). Enter a
date into the field Delete from. Older data will be deleted from the
database.

If you would like to save the deleted data as an archive file, mark
the option Create archive file.

ol
Clean frnm:l 1.3.2000 | [ Create archive file

Dieleting ~PersanalE bank.mdb

Clean database

Picture 106: Cleaning database

Confirm archiving by clicking Clean database.

The program will ask again whether you really want to delete the
data. Confirm by clicking Yes. Archiving can be revoked by clicking
No.

The data, older than a certain date, are deleted from the database.

When option Create archive file is selected, an archive file
Archivedd.mm.llll.mdb is created in program directory.



19.4 Upgrading Hal E-Bank program via the

bank’s server

You should run the Hal E-Bank program update when you want to
download the latest version of the program to your computer. The bank

will

notify you about the new version. Codepages are updated

continuously during the data refreshing.

The Hal E-Bank program upgrading will terminate the work with the
program. The multi-user version of the Hal E-Bank program (Hal E-
Bank/Corporate) must be updated on every computer separately. We
recommend logging off all other users from the program during the
upgrade.

The procedure for upgrading the Hal E-Bank program is as follows:

1.

2.

5.

In the Tools menu, select the option Check for updates or click
the icon in the toolbar.

oeal@)n a| e o

A notice about termination of the Hal E-Bank program due to the
updating will open. Confirm by clicking Yes. The Hal E-Bank
program closes.

2| v B 7 3

The dialogue box Database archiving will open. The procedure for
archiving is described in details in chapter 19.2 - Periodic
database archiving.

The dialogue box for updating the program will open (Picture 107).
Select the bank you conduct your business with. Start the update
by clicking Update. If you don’t want to update the program, click
Cancel.

Updating of E-Bank programs {12 il
Select a bank
| BanK -]

Program will update registers and programs for.

FERSONAL_EBANK_ENG

Warning - -
Diuring the program update, process i Update
indicatar [blue line] may remain on the
zame level for some time. Don't stop the Cancel
pracess before it ends or before you get
conesponding message.

Picture 107: Program upgrading

The program establishes a connection with the bank’s server. The
latest version of the codepages and the Hal E-Bank program is
downloaded to your computer. The download time depends on the
computer speed and quality of Internet connection.

If you already have the latest version of the program on your computer,
the program will send you a notice that an update isn’t necessary.
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19.5 Service programs

The service programs help you work with the Hal E-Bank program.

Do not run the service programs on your own! They should be used
under expert supervision of the technical support for electronic
banking.

Enter Tools, Settings, Service programs.

¢ By selecting Correct database, you run the program that
verifies the databases used by the Hal E-Bank program.
The program is used when the program runs slowly, when
the data is missing or when the problems of entering the
new beneficiaries in the address book occur.

e By selecting Gather system information, you run the
program that gathers the information about the computer
where Hal E-Bank is used. Run the program before you
contact the technical support team for the use of electronic
banking.

e By selecting Delete client profiles, you delete the list of
accounts for which you have the authorization.

e By selecting Update bookmarks, you run the program
that transfers the data from the bank’s server again. You
can determine the data you would like to transfer, date
(the newer data will be transferred) and account for which
you wish to transfer the data again.

e By selecting Import bank directory, you run the program
that updates the address book of banks in Hal E-Bank. The
program is run only if needed and when the bank sends
the relevant files.

e By selecting Update bank register, you run the program
that updates the list of banks that are using the Hal E-Bank
solutions. The program is run only if needed and when the
bank sends the relevant files.

e By selecting Conversion of BBAN accounts into IBAN
form, you run the program that converts the accounts in
the address book from the BBAN format into the IBAN
format.

19.6 Creating shortcuts for entering Payment
details

You can make preparing the payment orders for domestic transactions
easier by creating up to 12 different purposes in the Payment details
field.

The procedure for creating the shortcuts for entering the purposes of
payments is as follows:

1. Enter into Tools, Settings.
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2. Select the Payment details tab (Picture 108).
setiings x|

My accounts and descriptive names I Miscellaneaus I Address book I
TCPAP  Payment details | E-Forms I Import/E xport I Balance overview

Entry of payment detailz shortcuts for DPS payment orders:

Details 1: IBiII payment
Details 2:
Details 3:

Details 4:

|
Details 5: |
Dretails 6: I
|

|

|

Details 7:
Details 8:
Details 5:
Details 10: |
Details 11: |
Details 12: |

et_|

Picture 108: Entering payment details shortcuts

3. Enter the text into the Details fields. The shortcut can be changed
at any time.

4. Confirm the entry by clicking OK or revoke it by clicking Cancel.

5. When entering the payment orders, in the Payment details field
you can recall the created shortcuts with the function keys <F1>
through <F12>. The data in the Payment details field can be
completed or changed later on as well.

The shortcuts are saved even after you close the Hal E-Bank program.

In the network version (Hal E-Bank/Corporate), every user can create
his/her own shortcuts.

19.7 Beneficiary information entry without use
of address book

You can enter the payment beneficiary data into the European payment
order SEPAO1 directly (without wusing the Address book of
beneficiaries and their accounts).

The procedure for the direct entry of the beneficiary’s data is as follows:
1. Enter Tools, Settings.

2. Select the Other tab. Mark the option Enter beneficiary data
without use of address book (Picture 109, outlined in red).
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settings x|

TCRARP | Payment details I E-Forms | Import/E =part | Balance overview I
My accounts and descriptive names Mizcellaneous | Address book

Market: ISLDVENIA

Data base: IPEHSDNALEBANK

D atabase archiving reminder: 7 days 'l

Maximal number of dizplayed documents: ISUUU

Default active account number at the program start:

ILast selected account j
Default deal type for a payment order:

|A3D11 MAKAZILA AVTORSKEGA HOM. AVTORAGEMCIIAM j

Arnount limit on special payment slip I 0.00

W Check if time on local computer i synehronous with server time
[~ Review of unread messages when initializing program

¥ Pavment orders
Beneficiary information entry without use of address book

Cancel |

Picture 109: Beneficiary information entry without use
of address book

3. When entering the initial letter of the name into the European
payment order SEPAOL1 the Address book of beneficiaries and
their accounts will not open. Enter the beneficiary’s data. The
beneficiary’s account has to be entered in IBAN format.

4, The Address book of beneficiaries and their accounts can be
manually opened by clicking above the Bank BIC field.

19.8 Customizing account balance overview
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You can adapt the review of accounts balance in order to increase the
transparency when handling several accounts:

1. Enter into Tools, Settings.

2. Select the Balance overview tab (Picture 110).



settings x|

My accounts and descriptive names I Mizcellaneous | Address book |
TCRAP I Payment detailz I E—Fnrmsl Import/Export Balance overview

Account balance vi

Select balance view
Company j

| Account no |
SI56 0201 0053 7053 755

~ﬂ 5156 0510 0701 0007 318

¥ Default account balance view

Add | Change | Delete |
Cancel |

Picture 110: Customizing balance overview

From a drop-down menu, select balance review. You can add a
new view by clicking Add. The window Add/Change into
account balance view will open (Picture 111).

x|

Descriptive name of view |Company

r— List of accounts———————————  Selected accounts

02010-1234565526 - SI5E 0207 0053 7053 755
02922-0015056723 SI56 0510 0101 0001 318
05100-0123456526

BMPAMNL 24154754421 Ad &l > |
DES53508007-0021 3207200

5186 0201 0000 0000 239
5156 02071 0001 0007 054

SI56 0201 0001 0430 904 |
SI56 0201 0025 5442 579 < Remave
SI56 0201 0121 2121 278 = I
SI56 0201 0154 4212127 S emoyels |
SISBOSIOOTI T

CIFC AFEAN A0 913 200

EBE LIUBLIANA D.O.O

(I bank o | Cancel |

Picture 111: Entering a new balance view

The procedure for entering a new view is as follows:

a. Enter any name in the field Descriptive name of view. If
you are authorized to work with several companies, you can
for example enter the name of a company as a view entry
name.

b. Select the accounts that the view should contain from the List
of accounts in the left window. The selected accounts are
highlighted. Click Add>= or Add all==> if you want the new
view to include all the accounts. The selected accounts are
copied into the field Selected accounts. Individual account
can be removed from the Selected accounts window by
clicking <Remove.

c. Once the window Selected accounts contains all the
accounts you want in the new view, confirm the selection by
clicking OK.
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4. The new view of the account balance is placed on the list of the
views in the window (Picture 110).

Choose the view from the list Select balance view (Picture 110).

Confirm the selection by clicking OK.

The program offers the option of setting the view as default. If
you confirm the question, the Review/Balance folder will contain
only the accounts that are included into this view.

Different views of account balance can be selected from the list in the
Review/Balance folder (Picture 112).

(2) HAL E-Bank /Personal 14.0.4.01, Copyright © HALCOM d.d. 1996-2008 = | m] 5'
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Picture 112: Selecting balance view

19.9 Preparing descriptive names of accounts
The accounts that can be selected in the Hal E-Bank program can also
be renamed.
The procedure for describing the accounts is as follows:
1. Enter Tools, Settings.

2. Select the My accounts and descriptive names tab (Picture
113).
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settings x
TCRARP | Payment details | E-Forms I Import/E xpart I Balance overview I
My accounts and descriptive names Mizcellaneous I Address book
r— List of accounts and their descriptive name:
Bank  © | Account no. | Diescriptive name of account | -
*d_fc SI56 05100111 COMPANY 1
DEBSIR0B007-0..  COMPANY
5156 20453000 .. COMPANY
SIS6 0201 0121 .. COMPANY
1 COMPANY 2
5156 0201 0154 .. COMPAMNY1 by
020101234565, COMPANY
ENPANLZ24-154..  COMPANY
SI56 0207 0025 COMPANY 2
5156 0201 0063 ..
02322-0015056... ;I
V¥ Egescripr?i%x:?;ﬁ:sts w“hé Add | Change | Delete |
Cancel |

Picture 113: Entering descriptive names for accounts

Select the account, for which you wish to add the descriptive
name. The selected account will be highlighted. Click Add.

The window Add descriptive name of account will open (Picture
114).

Add descriptive name of accounk x|
Descriptive name of account
ITE bank Cancel |

Picture 114: Adding a descriptive name to
an account

The accounts’ descriptive names can be changed. From the list of
accounts, select the account whose descriptive name you would
like to change and click Change. By clicking Delete you erase the
name of the account.

Select Display my accounts with descriptive names, if you
would like to display the accounts with their descriptive names
instead of the IBAN code.

19.10 Limiting number of displayed documents

You can limit the number of displayed documents in the program.

1.
2.

Enter into Tools, Settings.
Select the Miscellaneous tab.

Enter the maximum number of documents to be displayed into the
field Maximum number of displayed documents (Picture 115,

147



marked in red).

oettings x|
TCRAP | Payment details I E-Forms | Import/E xpart | Balance overview I
My accounts and descriptive names Miscellaneous | Address book
Market: ISLDVENIA
Data base: |PERSONALEBANK
D atabase archiving reminder: 7 days 'l
[Maximal number of dizplayed documents: ISU
Default active account number at the program start:
ILast selected account j

Default deal type for a payment order:
|A3011 MNAKAZILA AYTORSKEGA HOM. AYTORAGENCIIAM j

Amount limit on special payment slip I 0.00

[+ Check if time on local computer is synchionous with server time
[~ Review of unread messages when initializing program

™ Payment orders
Beneficiary information entry without use of address book

Carel_|

Picture 115: Limiting number of displayed documents

4. Confirm the selection by clicking OK.

If the number of documents is higher than the limited number, the
program will send a warning.

warnive x|

A limited number of documents is displayed.

! 3 Mumber of displayed documents can be changed by selecting a different interval
aor changing the setting
‘maximum number of showed documents',

19.11 Specifying default account
You can specify an account as a default account which will automatically
be selected when starting the program.
The procedure for specifying a default account is as follows:
1. Enter into Tools, Settings.
2. Select the Miscellaneous tab.

3. In the field Default active account number at the program
start, from a drop-down menu, select the account (Picture 116,

outlined in red).
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settings x|

TCPAP | Payment details | E-Forms | Import/E xport | Balance overview |
My accounts and descriptive names Miscellaneous | Address book,

Market: SLOVEMIA

Data base: |PEF|SDNALE BAME

Database archiving reminder. lm

Marimal number of displayed documents: IEUUU

Default active account number at the program start:

Last selected account j

05100-01 23456626

5156 0510 0701 0001 318
5156 051007111111 111
5156 2300 0005 5100 222
5156 2300 00001910 072
5156 2700 0000 0000 372
5156 2700 0000 0000 172
5156 2410 0900 4643 063
5156 2045 3001 0203 452
5156 0201 0001 0001 054
5156 0201 0000 0000 533
02822-001 5056723

5156 0201 0154 4212127
02070-1234565526
BMPANL 24154754421
5156 0201 0025 5442 573
5156 0201 0053 7053 755
5156 0201 0721 2121 273
| 5156 0201 0001 04490 904

DES53508007-00213207200 Cancel

Picture 116: Specifying a default account

4. Confirm the selection by clicking OK. When the program starts, the
default account will be displayed.

19.12 Specifying default deal type

You can also determine the deal type that will be automatically selected

when preparing a new payment orders of type BNO2, compensation or
European payment order SEPAOL.

The procedure for determining the default type of business is as
follows:

1. Enter into Tools, Settings.
2. Select the Miscellaneous tab.

3. Select a deal type from a drop-down menu in the field Default
deal type for a payment order (Picture 117, outlined in red).
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settings X

TCPAP | Papment details I E-Forms | Import/E =part | Balance overview |
My accounts and descriptive names Miscellaneous | Address baok
Market: ISLDVENIA

Data base: IPEHSDNALEEANK

Database archiving reminder: Im
M awimal number of displaped documents: IZUUU

Default active account number &t the program start:
ILast selected account j
Default deal type for a payment order:

|A3011 MAKAZILA AYTORSKEGA HOM. AVTOR AGENCLIAM j

AVTORSKEGA HON. &Y TOR.AGENCHAM
A2 IZDATEl 24 SPONZORSTVO
A3029 NAK.SAMOST.PODJETHIKOM IN FIZ.OS, NA ZIRO0 RACUN
AF1001ZPLACILA FIZIENIM DSEBAM ¥ GOTOVINI, NAK. NA PREH.RAC.RAZ.5
AT HAK, Z4 NAKUIP MAT. BLAGA [N STORITEY 24 MAMENOM DONATORSTY
A2T12 NAK. IN PRENOSI MEVRACLIVIH SREDSTEY
AFT23NAK SUBYENCH SAM.POD. IN FIZOSEBAM IN NAK. TOLAR. PROTIVRED
A32001ZPL. ¥V GOTOVINI 24 SLUZBENA POTOVANJA, [IZPL. UCEMCEM Z4 OFRA
A2229 NAK. DSEB. PREJEMKDV, NAKAZILA STUDENT SER.ZA OPRAYVLIEND DE
A3300 IZDATEL Y GOTOVINI, ODTEGLIA 28 NaK, SaMOPRISPEVEDY Na PREF
A3311 VRAEILA POTROS. POSOJIL, CLAMARINE DODATNA ZAVARDVANJA
AJ329 MAK. NA ZR IN TR Z4 DELO PO POGODE.
A4000 IZPLY GOTOVIMI, ODTEG. 24 NAK. SAMOPRISPEVKOY

Cancel |
Picture 117: Specifying default deal type

4. Confirm the selection by clicking OK. The selected type of business
will be automatically entered when entering a new payment order
BNO2, compensation or the European payment order SEPAOL.

19.13 Limiting amount of special payment slip
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Amount of special payment slip can be limited in order to prevent
accidental overpay. Amount of any individual special payment slip cannot
exceed the specified amount. If the amount is exceeded, the program will
warn you. However, you can send an order with higher amount to the
bank, but with the confirmation that you really want the amount to be
that high.

The procedure for limiting the amount on a special order is as follows:
1. Enter into Tools, Settings.
2. Select the Miscellaneous tab.

3. Enter the maximum amount of a special order into the field
Amount limit on special payment slip (Picture 118, outlined in
red).



ettings x|

TCRARP | Payment details I E-Forms | Import/E =part | Balance overview I
My accounts and descriptive names Mizcellaneous | Address book
Market: ISLDVENIA

Data base: IPEHSDNALEBANK

Databasze archiving reminder: m
Maximal number of dizplayed documents: |2UUU

Default active account number at the program start:

ILast selected account j
Default deal type for a payment order:

|A3D11 MAKAZILA AVTORSKEGA HOM. AVTORAGEMCIIAM j

[Amount limit on special payment slip: 200 J

W Check if time on local computer i synehronous with server time
[~ Review of unread messages when initializing program

[ Pavment orders
Beneficiary information entry without use of address book

Cancel |

Picture 118: Limiting amount of special payment slip

4. Confirm the entry by clicking OK.

If you exceed the limit amount when entering a special order, the
program will warn you.

warnmngt x|

1 "_\ The amount vou specyfied is higher than the set limit: (=200,00).
*

19.14 Specifying default e-form

The procedure for specifying the default e-form is as follows:
1. Enter into Tools, Settings.
2. Select the E-Forms tab (Picture 119).
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6.

T

settings ES
by accounts and descriptive names | Mizcellaneous I Address book I
TCRAP | Payment details E-Faorms | Import/E xpart I Balance overview

— Default E-form

Default E-Farm settings far each E-Fam folder that contains data about
payment syztem and bank that izzued E-Form

Bank

| Bank |
Payment syztem
I Diomestic payment system j
Falder e-fom
Freparation IVezava tez nod j
Archive IVezava ez noé j
Review IA-HaéunD‘I j

~E-bilk

[V iAutomatically create pavment arder based on received e-nvoice fiom the:
izelected bank server £

Cancel |
Picture 119: Specifying default e-form

In the Bank field, select the bank from a drop-down menu.

In the Payment system field, select a payment system from a
drop-down menu.

Select the document type from the list in the folders Preparation,
Archive, Review.

Confirm the settings by clicking OK.

he default form will open when entering the selected folder.

19.15 Checking program versions (available for
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multi-user version only)

he multi-user (network) version — Hal E-bank/Corporate offers the

option of checking all software versions connecting to the local database.
This feature is available from version 14.0.1.00 on. It is recommended
that all users use the same version of the program in order for the Hal E-

Ba

nk/Corporate solution to operate flawlessly.

The function for verifying the program version is available in the menu

To

ols, Settings, Miscellaneous (Picture 120, outlined in red).



pettings x|

TCRARP | Payment details I E-Forms | Import/E =part | Balance overview I
My accounts and descriptive names Mizcellaneous | Address book
Market: ISLDVENIA

Data base: |COREBENZ

D atabase archiving reminder: Mewer vl
Maximal number of displayed documents: I

Default active account number at the program start:

ILast selected account j
Default deal type for a payment order:

| ﬂ
Arnount limit on special payment slip I 0.00

W Check if time on local computer i synehronous with server time
[~ Review of unread messages when initializing program

[ Pavment orders
Beneficiary information entry without use of address book

Multi-user version control
‘when inconsistencies in HAL E-Bank clignts used are detected

Display warning and enable further work, j

Client lagt run on: I 03.04.2008 09:05:51
Denotation of the highest version in use: I 140301

Cancel |

Picture 120: Checking program versions

Three options are available:

a.

b.

Do not notify — the program doesn’'t notify you about the
possible differences of program versions at the local clients.
Notify and enable further work - the program notifies you
about the differences of program versions at the local clients,
but the notice doesn’t affect the work with the program.
Notify and disable further work — the program notifies you
about the possible differences of program versions at the local
clients. It’s not possible to continue the work.
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20 File exchange with other programs

Information can be exchanged between Hal E-Bank and other software
using text files. Files for exporting and importing must conform to Hal E-
Bank standards. All software used must have read and write permissions on
these files.

The specifications of Hal E-Bank import — export formats are included in
chapter 21 - Appendix (Hal E-Bank: Foreign payment system).

20.1 Setting import and export converters

The import orders for domestic payment system can be prepared in two
formats:

e The text file, which corresponds to specification of Hal E-Bank
import — export formats.

e The orders can prepared according to Navodilu za predlozZitev in
prevzem podatkov s placilnih _navodil in izpiska o prometu in
stanju v racunalniski oblik, published in the Official Gazette of the
Republic of Slovenia.

You can select whether cover and header information are mandatory
when importing files:

1. Enter Tools, Settings.

2. Select the Import/Export tab (Picture 121).
settings ES

Iy accounts and descriptive names | Miscellaneous | Address book |
TCRARP | Payment details I E-Forms Impart/E xport Balance overview

—Select a default converter far the selected type of document

Market  [SLOVEMIA

Payment system

I Domestic payment system ﬂ

Document type

IDF'S Papment order ﬂ
List of converters (import] List of corverters [export]
|DPS order, TKDIS | [DPS order, TKDIS =l
Default converter for the selected type of document
Impart
DPS order, TKDIS T —— |
ORDER_TKDIS.exe
Remove converter |
Expart
DPS order, TKDIS Set as default |
ORCER_TKDIS.exe

~ Move successhully imported files with payment orders into the subfolder
ACCEPTED

ok Cancel |
Picture 121: Import/Export settings

3. Select Market, if that option is available.

4. Select a type of payment system from a drop-down menu in the
Payment system field.
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20.2

20.2.1

In the field Document type, select a type of document from a
drop-down menu (e.g. domestic payment system, foreign payment
system...).

In the field Default converters for the selected type of
document, select the import or export converter from the list of
converters.

Confirm the settings by clicking Set as default.
Close the settings window by clicking OK.

Payment orders

Importing orders from a file

Payment orders can be prepared in another program and exported
into a text file. The file has to correspond to import — export Hal E-
Bank formats. A correctly prepared text file can then be imported into
Hal E-Bank. By importing already prepared orders you can avoid the
manual entry of payment orders.

The procedure for importing payment orders into Hal E-Bank is as
follows:

1

. Open the Preparation/Orders folder by clicking Preparation in

the left part of the window and then below it click

Orders. Import

Expaort

2. Click Import/ExportA and then select Import. (Im/E xlporta
3. A standard Open window will appear. Find the file you would like

to import. Click Open. The procedure for selecting a path and a
file is standard for MS Windows environment. A detailed
description of the procedure can be found in MS Windows
instructions.

The orders are imported from a file. A number of successfully
imported orders from the file appears. Close the message by
clicking OK.

During the import, a program can report an error claiming that
there are no valid orders in the file.

Eror x|
T'j &k lzast one individual ikem is nok given in required Formak,

Import of payment arders is inkerrupted,
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Make sure that the file, you are importing, corresponds to import
— export Hal E- Bank formats. The program will decline the import
of orders even due to the smallest deviation from the required
format.

5. The successfully imported orders are placed on a list of prepared
orders in the Preparation/Orders folder.

20.2.2 Moving imported files to ACCEPTED subfolder
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By default, the file with successfully imported orders is marked by
the program as imported and moved to the ACCEPTED subfolder. This
prevents accidental re-importing of the same file again.

The procedure for activating the moving of imported files file into the
ACCEPTED folder is as follows:

Enter Tools, Settings.
Select the Import/Export tab (Picture 122).

Mark the field Move successfully imported files with orders
into the subfolder ACCEPTED.

settings ES
by accounts and descriptive names | Mizcellaneous I Address book I
TCRAP | Payrnent details I E-Forms  Impart/Export | Balance overview
—Select a default converter for the selected type of document
Market  [SLOVEMIA
FPayment system
I Darmestic payment system ﬂ
Document type
IDF'S Payment order ﬂ
List of converters [import] List of corwerters [export]
|DPS order, TKDIS | |oPS order. TKDIS |
Default converter for the selected type of document
Impart
DPS order, TKDIS Add converter |
ORDER_TKDIS exe
Remove converter |
Expart
DPS order, TRDIS Set as default |
ORDER_TKDIS. exe
~ Move succesziully imported files with payment orders into the subfalder
ACCEPTED
oK Cancel |

Picture 122: Moving successfully imported files into
the ACCEPTED subfolder

4. Confirm the selection by clicking OK. The ACCEPTED subfolder
is created in the folder, from which you are importing files. For
instance: you import the file Payments into Hal E-Bank from My
documents folder. The folder ACCEPTED is created in My
documents folder; the Payments file is transferred to the
ACCEPTED file. Therefore, you can not import Payments file
again by mistake, as it is not in My documents folder any more.

If the option of moving successfully imported files into the
ACCEPTED folder is not activated, the successfully imported file
remains at the same place, unchanged.



20.2.3

20.3

Exporting orders into a file

Payment orders can also be exported from Hal E-Bank. The prepared
orders are exported in a text file, which you can subsequently import
into other programs. You can also save regular payment orders and
import them as needed. The orders can be exported from the folders
Preparation/Orders or Archive/Orders.

The procedure for exporting the prepared orders is as follows:

1. Open the Preparation/Orders folder or Archive/Orders. A list
of prepared or archived orders will pop up.

2. Click the payment order you would like to export. The selected
payment order will be highlighted. You can also select multiple
payment orders.

Irnpark
Expaort

3. Click Import/Export A in the Preparation/ Orders
folder, or Export in the Archive/ Orders folder. Select
Export.

[Irn/E = |porta

4. A standard Save window will open. Specify a name of the file to
which you want to save the exported orders. Confirm by clicking
Save.

5. The selected payment orders are exported into the file with a
specified name. A number of orders, which were successfully
exported into the file, will appear.

The successfully exported orders are not deleted from the list of
prepared or archived orders.

Importing beneficiary information of

imported orders into Address book of
beneficiaries and their accounts

Hal E-Bank records the data on payment beneficiaries and their
accounts into the file Beneficiaries.txt. The file is created in the
Hal E-Bank program installation folder. Only the data on beneficiaries,
which haven’t yet been entered into the Address book of beneficiaries
and their accounts, is saved. The data on new beneficiaries and their
accounts can be imported into the address book.

The procedure for importing data on new beneficiaries and their
accounts into the Address book of beneficiaries and their accounts is as
follows:

1. Open the Address book of beneficiaries and their accounts.
Enter Tools, Address book or click the icon Address book of
beneficiaries and their accounts in the toolbar.

leal@e % als 28 v Bz R

The address book also will opens when typing the first letter of a
beneficiary’s name in any payment order.
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20.4

20.4.1
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2. Click Import data (Picture 123, outlined in red).

" Add
BANKA CELJE DD 3000 CELJE Edit 3+
BANKA DOMZALE 0.0 DOMSALE B.S. NLB 1230 DOMELLE
BAMKA KOPER D.D ER0Z KOPER Delete
BANEA SLOVENLIE 1505 LILBLLAME.
BANKA SPARKASSE DD 1000 LIUBLJANA Data export
BANKA ZASAVIE 0.0 BANC SKUP. HLE 1420 TREOWLIE
BES BAME AG, BANENS PODRUZNICA 1000 LJUBLIAMA hd )
J L

Picture 123: Importing beneficiary information into
the address book

3. The window Import of beneficiaries and their accounts will pop
up (Picture 124). Click Open. Find the file Register.txt. Click
Open. The procedure for selecting a path and file is standard for
the MS Windows environment. A detailed procedure description can
be found in the MS Windows instructions.

Ed

[#2 Import of beneficiaries and their accounts

1. Data import into Address book

For import of beneficianies and their accounts into the address book it
iz necessary ko select appropriate A5CI file [e.g. LIST.kxt).

‘when you have determined an input file, start data import by
pressing Impart.

Incorming file: Open .. |

[FlEbank {importsy Claze |

Picture 124: Importing data into address book

4. Confirm the import of new beneficiaries and their accounts by
clicking Import>=.

5. The data is imported into the address book. Possible errors are
displayed. Close the window by clicking Close.

6. The data on new beneficiaries and their accounts is entered into the
address book.

Exporting transactions and statements

Exporting transactions and statements

You can export transactions data into a text file. Afterwards, the file can
be imported into other (accounting) programs.

You can export transactions from the Review/Transactions folder.
From the Transactions folder, you can export data for an individual
transaction or for multiple transactions together within the selected
account and time period. The statements can be exported from the
Review/Statement folder. We recommend exporting statements, as
you export all transactions, belonging to the selected period with one
operation.



The procedure for exporting transactions is identical as for exporting
statements. The procedure for exporting statements is as follows:

1. Open the Review/Statements folder. A list of received statements
will pop up.

2. Click a statement you would like to export. The selected statement
will be displayed highlighted. You can also select multiple
statements.

3. Click Import/ExportA. Select Export.

4. The standard Save window will open. Specify a name of a file to
which you would like to save the exported statements. Confirm by
clicking Save.

5. The selected statements are exported into a file with a specified
name. A number of statements, which were successfully exported
into the file, will appear.

The successfully exported statements are not deleted from the list of
received statements. They are marked with the icon B

20.5 Exporting SWIFT receipts

You can export SWIFT receipts data into a text file. Afterwards, the file
can be imported into other (accounting) programs.

The procedure for exporting SWIFT receipts from folder Review/SWIFT
is as follows:

1. Enter folder Review/SWIFT.

2. Select the SWIFT receipt you want to export. The selected receipt is
highlighted. You can select several SWIFT receipts.

3. Click Export.

4. The standard Save window will open. Specify a name of a file to which
you would like to save the exported SWIFT receipts. Confirm by
clicking Save.

5. The selected SWIFT receipts are exported into a file with a specified
name. A number of SWIFT receipts, which were successfully exported
into the file, will appear.

The successfully exported SWIFT receipts are not deleted from the list of
received receipts. They are marked with the icon 5

20.6 Exporting inflows

You can export inflow data into a text file. Afterwards, the file can be
imported into other (accounting) programs.

The procedure for exporting inflows is as follows:

1. Enter folder Review/ Inflows.
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2. Select the inflow you want to export. The selected inflow will be
highlighted. You can select several inflows.

3. Click Export.

4. The standard Save window will open. Specify a name of a file to which
you would like to save the inflows. Confirm by clicking Save.

5. The selected inflows are exported into a file with a specified name. A
number of inflows, which were successfully exported into the file, will
appear.

The successfully exported inflows are not deleted from the list of received
receipts. They are marked with the icon B2

20.7 Exporting exchange rate lists

You can export exchange rate list data into a text file. Afterwards, the file
can be imported into other (accounting) programs.

The procedure for exporting exchange rate lists is as follows:
1. Enter folder Review/Exchange rates.

2. Select the exchange rate list you want to export. The selected inflow
will be highlighted. You can select several items.

3. Click Export.

4. The standard Save window will open. Specify a name of a file to which
you would like to save the exchange rate lists. Confirm by clicking
Save.

5. The selected exchange rate lists are exported into a file with the
specified name. A number of exchange rate lists, which were
successfully exported into the file, will appear.

The successfully exported exchange rate lists are not deleted from the
list of received receipts. They are marked with the icon B
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21 Appendix (Hal E-Bank: Foreign payment
system)

21.1 Format of export/import files

21.1.1 Format of file containing payment orders

There can be any number of orders in one database. Each line contains
a record of one order. Lines and fields have fixed lengths of characters.
The table below shows the database structure of an imported or exported

order:
No. | Field Beginning | Length Mandatory Comment
1. Unique order ID 1 16 Disregarded when
imported
2. Unique ID number of 17 11 *
client’s bank
3. Unique ID number of 28 13 Disregarded when
Client imported. Joined with
unique 1D number of
registered user of Hal
E-Bank.
4. Job number (70) 41 2 * "70"
5. Job category label 43 1 * “1” to “8”
6. Label of employee in 44 10
charge
7. Reference label 54 15 Only 8 character
allowed
8. Mode of realization 69 20
(any text)
9. Mode of realization 89 2
(number)
10. | Beneficiary’s account 91 34
11. [ Beneficiary’s name 125 35 *
12. | Beneficiary’s address 160 35 *
13. | Beneficiary’s town 195 35 *
14. | Beneficiary’s country 230 35 *
15. | Country code 265 3 * Country code from code
list of countries
16. | Name of Benficiary’s 268 35 *
bank
17. | Address of 303 35
Beneficiary’s bank
18. | Town of recipient’s 338 35 *
bank
19. | Country of 373 35 * Country code from the
Beneficiary’s bank code list of countries
20. | BIC of Beneficiary’s 408 11
bank
21. | Country code of 419 3 * Country code from the
Beneficiary’s bank code list of countries
22. | Currency code 422 3 * Currency code from
code list of currencies
23. | Currency label 425 3 * Word label from the list
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No. | Field Beginning | Length Mandatory Comment
of currency codes
24. | Value 428 17 *
25. | Purpose for payment 445 35 * First or second field for
1 purpose has to be
entered. Up to 16
characters can be
entered for purpose of
payment 1.
26. | Purpose for payment 480 35 * Mandatory only if the
2 first field (purpose of
payment 1) is not used
27. | Purpose for payment 515 35
3
28. | Purpose for payment 550 35
4
29. | Domestic 585 1 *
commission
30. | Foreign commission 586 1 *
31. | Special instructions 1 587 35
32. | Special instructions 2 622 35
33. | Statistics: code of 657 3 * "000"
basis 1
34. | Statistics: number of 660 11 Format: gggg-bbbbbb
credit 1 (gggg — year of credit,
bbbbbb — 1 to 6
characters of number of
credit). If the year and
number of credit are
not given, then "-"
replaces them.
35. | Statistics: description 671 70 * “Register number of
of basis 1 credit and year of
credit”
Special mark "-1" or "- 2"
When special mark not
given, nothing is
entered.
36. | Statistics: value 1 741 17 * "0,00"
37. | Statistics: code of 758 3 Mandatory code of
basis 2 basis from the list of
codes of basis, if
different from zero.
38. | Statistics: number of 761 11 Format: gggg-bbbbbb
credit 2 (gggg — year of credit,
bbbbbb — 1 to 6
characters of number of
credit). If the year and
number of credit are
not given, then "-"
replaces them.
39. | Statistics: description 772 70 Mandatory description
of basis 2 of basis from list of
descriptions of basis, if
different from zero.
40. | Statistics: value 2 842 17 Value can be negative.
41. | Statistics: code of 859 3 The same as statistics 2

basis 3

applies to all other
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No. | Field Beginning | Length Mandatory Comment
42. | Statistics: number of 862 11 statistics!
credit 3 Total value of statistics
43. | Statistics: description 873 70 items has to be equal
of basis 3 to value of field value
44. | Statistics: value 3 943 17 24, otherwise the input
is void!
45. | Statistics: code of 960 3
basis 4
46. | Statistics: number of 963 11
credit 4
47. | Statistics: description 974 70
of basis 4
48. | Statistics: value 4 1044 17
49. | Statistics: code of 1061 3
basis 5
50. | Statistics: number of 1064 11
credit 5
51. | Statistics: description 1075 70
of basis 5
52. | Statistics: value 5 1145 17
53. | Statistics: code of 1162 3
basis 6
54. | Statistics: number of 1165 11
credit 6
55. | Statistics: description 1176 70
of basis 6
56. | Statistics: value 6 1246 17
57. | Statistics: code of 1263 3
basis 7
58. | Statistics: number of 1266 11
credit 7
59. | Statistics: description 1277 70
of basis 7
60. | Statistics: value 7 1347 17
61. | Statistics: code of 1364 3
basis 8
62. | Statistics: number of 1367 11
credit 8
63. | Statistics: description 1378 70
of basis 8
64. | Statistics: value 8 1448 17
65. | Account of security 1465 10
66. | Value of security 1475 17
67. | Account of foreign 1492 10
currency security
68. | Code of currency of 1502 3 * Mandatory, if security is
foreign currency in foreign currency
security
69. | Lable of currency of 1505 3 * Mandatory, if security is
foreign currency in foreign currency
security
70. | Status of security 1508 1
71. | Value of commission 1509 17
72. | Name of 1526 70
intermediary bank
73. | BIC of intermediary 1596 11
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No. | Field Beginning | Length Mandatory Comment
bank
74. | Account of 1607 35
intermediary bank
75. | Address of 1642 35
intermediary bank
76. | Town of intermediary 1677 35
bank
77. | Country code of 1712 3
intermediary bank
78. | Country name of 1715 35
intermediary bank
79. | Requested date of 1750 8 Format: ggggmmdd
payment (year, month, day
without inserted
delimiters)

21.1.2 Inflows

Information of inflow can only be exported from the system of Personal
E-Bank program. Every inflow creates one line in an export file. All lines
and fields have fixed lengths. The structure record of exported inflow is
shown in table below:

No. | Field Beginning | Length | Comment
1. Bank reference 1 12 Leading characters are
blank
2. Code of sender 13 3
country
3. BIC of sender bank 16 11
5. Name of sender 27 35 Leading characters are
bank blanks
5. Name of sender 62 35 Leading characters are
blanks
6. Purpose of inflow 1 97 35 Leading characters are
blanks
7. Purpose 2 132 35 Leading characters are
blanks
8. Currency label 167 3
9. Amount Leading characters are
170 15 blank
10. Date of inflow 185 8 yyyymmdd (for example
20000115)
11. Original inflow 193 35
amount

21.1.3 Currency exchange rate lists
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Currency exchange rate lists can only be exported from the Personal E-
Bank program system. This data-file has the following lines:

e The first line is a record of the header of the currency exchange rate

list.

e The following lines are records of currency exchange rates, a separate
line for each currency.




21.1.4

Format of the header of the currency exchange rates list:

No. | Field Beginning Length Comment
1. Number of exchange 1 3
rates list of CB

2. Date of currency 5 8 Format:
yyyymmdd (for
example
20030108)

3. Date of currency 12 8 ormat: yyyymmdd

Format of exchange rates:

No. | Field Beginning | Length Comment

1. Currency label 1 3

2. Currency label 5 3

3. Number of units 7 3 1 or 100

4. Buying rate of CB 10 11 Leading O

5. Middle rate of CB 21 11 Leading O

6. Selling rate of CB 32 11 Leading O

7. Buying rate of bank 53 11 Leading O

8. Selling rate of bank 55 11 Leading O

The Address book import/export data-file format

The data-file in each record contains information about a business
partner and one of his accounts. An example of a text file record for
import into the personal Address Book of partners is shown in the frame.
(One complete record is in the frame, which, due to its length is shown in
pieces):

""NAME OF LEGAL ENTITY","STREET AND HOME NUMBER*, "*"POSTAL CODE AND
TOWN™,""COUNTRY"*,""COMMENT"*, ""ACCOUNT NUMBER","'NAME OF THE BANK, WITH WHICH THE ACCOUNT
IS HELD"™,"STREET AND STREET NUMBER OF THE BANK","”POSTAL CODE AND TOWN OF THE
BANK","COUNTRY OF THE BANK","COMMENT OF THE BANK","BIC OF BANK”S CODE"™,"MODEL AND
CALL OF THE BANK®",™

Record format description:

e each section contains 15 fields / columns,

the content of each field is between two double quotation marks,

separation between the fields is marked by a comma,

empty fields are represented by two double-quotation marks (*'""),

fields with key information cannot be empty.
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Note: Double-quotation mark within the field is displayed as two
double-quotation marks. Thus, for example "THIS IS """ is imported as
THIS 1S ".

Information is divided into three groups by their contents:
¢ Fields 1 to 5 included contains information about the beneficiary.

e Fields 6 and 13 contain information about the account model and
call.

e Fields between 7 and 12, and field 15 contain information about the
bank with which the account is held. The information about the
bank is compared with the Address Book of banks data during
importing.

¢ In fields 6 and 13, allowed characters are only numbers from O to 9
and hyphen -.

Note: The address book is organized to include information about the
beneficiary's account in foreign banks, which the Hal E-Bank program
does not use for domestic payment operations.

Optional and mandatory fields and maximum width of fields are shown
in the table below. Mandatory fields, which must not be empty, are
specially marked with an M. If the field 6 (account number) is empty,
only the information about the beneficiary is imported into the Address
Book. If the field 6 is filled, then fields 7, 9, 10 have to be filled as well.

field max. width field contents

number | (characters)

1M 35 Name of legal entity or name and surname
of physical entity

2 35 Street and home number

3 M 35 Postal code and town

5M 35 Country

5 150 Comment

6 35 Account number

7 35 Name of the bank, with which the account
is held

8 35 Street and street number of the bank with
which the account is held

9 35 Postal code and town of the bank with
which the account is held

10 35 Country of the bank with which the account
is held

11 150 Comment of the bank with which the
account is held

12 11 BIC address of the bank, with which the
account is held

13 25 Model (first two characters) and call of the
account




15 35 Account number of the bank with which the
account is held

21.2 Reports about software errors

Report software error to your contact person. To report software errors
collect the following information. You report information to the person
indicated in the bank agreement, or through message in Hal E-Bank
program.

21.2.1 Contact information

Send the following information about yourself and the system you are
using:

e name and surname,

¢ name of the company,

e the address of the company,
e postal code and town,

e telephone number,

e fax number and

e-mail.

21.2.2 Description of the problem

When you are describing the problem that you have encountered while
using the Hal E-Bank program, report the following information:

e version of Hal E-Bank,
e type of your computer,

e type of the operating system (for example Windows 2000, 2003, XP
or Vista),

e type of the connection with a bank server (modem, LAN),
e the error message given by the program,

o steps that you performed that led to the error;

the list of actions you already had executed.

21.2.3 Additional information

In additional information that is connected to the communication
problem, please state:

¢ the type of communication and connection of your computer
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(modem, LAN...),
e computers on which the problem is encountered,
e all recent changes and upgrading done to the computers
e connected equipment,

e contents of the TCP/IP configuration.

21.3 Copyright information
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Microsoft, Windows 2000/XP/2003 and Windows Vista are registered
trade-marks of Microsoft Corporation. IBM DB2 is a trademark of
International Business Machines Corporation.

Hal E-Bank/Personal, Hal E-Bank/Corporate, Hal E-Bank/Web, Hal E-
Bank/SMS, Hal E-Bank/B2B and Hal E-Bank/B2B Channel, are trademarks
of Halcom d.d., SI- Slovenia.
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